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ABSTRACT
Machine learning (ML) can help fight the COVID-19 pandemic by
enabling rapid screening of large volumes of chest X-ray images. To
perform such data analysis while maintaining patient privacy, we
create ML models that satisfy Differential Privacy (DP). Previous
works exploring private COVID-19 ML models are in part based on
small or skewed datasets, are lacking in their privacy guarantees,
and do not investigate practical privacy. In this work, we therefore
suggest several improvements to address these open gaps. We account for inherent class imbalances in the data and evaluate the
utility-privacy trade-off more extensively and over stricter privacy
budgets than in previous work. Our evaluation is supported by empirically estimating practical privacy leakage through actual attacks.
Based on theory, the introduced DP should help limit and mitigate
information leakage threats posed by black-box Membership Inference Attacks (MIAs). Our practical privacy analysis is the first to
test this hypothesis on the COVID-19 detection task. In addition,
we also re-examine the evaluation on the MNIST database. Our
results indicate that based on the task-dependent threat from MIAs,
DP does not always improve practical privacy, which we show
on the COVID-19 task. The results further suggest that with increasing DP guarantees, empirical privacy leakage reaches an early
plateau and DP therefore appears to have a limited impact on MIA
defense. Our findings identify possibilities for better utility-privacy
trade-offs, and we thus believe that empirical attack-specific privacy
estimation can play a vital role in tuning for practical privacy.

Figure 1: Chest X-ray images of different patients extracted
from the COVID-19 Radiography Database [11, 42]. COVID19 positive scans are characterized by patchy consolidations
of the lungs [36].

Specialists, however, are able to identify the severity of a case early
on and can take measures without waiting for lab results.
Machine Learning (ML) techniques can effectively assist medical
professionals in an initial screening by quickly classifying large
numbers of images. However, the amount of data needed for training such classifiers poses problems due to clinical data privacy regulations, which present strict limitations to data sharing between
hospitals [6]. All sensitive patient information must be treated
confidentially before, during, and after processing. To complicate
matters, not only the dataset itself but also the classification models resulting from ML can compromise data integrity. Published
models are vulnerable to attacks, including leaking details about
their training data [3]. Such leaks allow adversaries to potentially
deduce private facts about individuals in the dataset, for instance
by exposing the patient’s genetic markers, as shown by Fredrikson
et al. [17]. In the case of COVID-19 detection, an attacker could
be able to learn if a person was previously infected or not. While
the specific risk of X-ray-based attacks might be low, such data
should still be handled with caution, especially since even with
de-identification results can be linked to other sources of personal
information. Further, we cannot rule out an attacker with internal
access, e.g. doctors utilizing the classifier inside a hospital.
Privacy-Preserving ML (PPML) are methods for creating trustworthy models, enabling, for example, the development of medical
applications while maintaining patient privacy. In this work we
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INTRODUCTION

The COVID-19 pandemic pushed health systems worldwide to their
limits, making a rapid detection of infections vital to prevent uncontrollable spreading of the virus. Detecting COVID-19 in patients
can be achieved using an RT-PCR test1 . Although they are more
reliable in terms of sensitivity than rapid antigen tests, results can
take hours to arrive, and even if displaying negative, the virus
could have already left the throat and manifested itself in the lungs,
rendering it undetectable for either test [4].
In hospitals, chest X-rays can mitigate these drawbacks by enabling a fast and reliable diagnosis [37]. Figure 1 shows chest X-ray
scans of healthy (top) and COVID-19 (bottom) patients in direct
comparison. Even though patchy consolidations are recognizable in
the COVID-19 scans, such X-rays remain challenging to interpret.
1 Reverse

Transcription Polymerase Chain Reaction (RT-PCR) testing is broadly used
for COVID-19 diagnosis.
1

Table 1: Existing solutions from related work next to our best private model. A direct performance comparison is difficult
due to the different characteristics. For differentiating the tasks, we assign each method its relevant classes of COVID-19 (C),
Normal (N), or Pneumonia (P). For our method, we selected the best performing private model regarding accuracy since related
work relies on this metric. Baseline gives the best non-private result, which in our case is achieved by ResNet50 ImageNet. We
further include our proposed additions for filling open gaps (F1-score, MIA).
Accuracy in %
Number
of samples

Task

Baseline

Private

𝜀

F1?

MIA?

Related Work

Method

Müftüoğlu et al. [34]

PATE on EfficientNet-B0

139 COVID-19
234 Normal

binary
C|N

94.7

71.0

5.98

×

×

Zhang et al. [52]

ResNet on images from
DP-GAN trained in
federated learning

350 COVID-19
2,000 Normal
1,250 Pneumonia

multi-class
C|N|P

92.9

94.5

?

×

×

Ho et al. [21]

DP-SGD in federated
learning on custom CNN
with spatial pyramid pooling

3,616 COVID-19
10,192 Normal
1,345 Pneumonia

multi-class
C|N|P

95.3

68.7

39.4

×

×

Lange et al. [ours]

DP-SGD on ResNet18
with tanh activation and
pre-training on Pneunomia

3,616 COVID-19
5,424 Normal

binary
C|N

95.0

77.9

1
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apply PPML that satisfies Differential Privacy (DP) in training a
COVID-19 detection model, thus limiting attacks on the resulting
classifier from incurring information leakage.
Our investigation is divided into three successive steps: (i) First,
a non-private baseline is trained to detect COVID-19 vs. Normal
(no findings) in chest X-rays. (ii) The second step then focuses on
experiments evaluating ML model architectures and parameters in
private training, with the primary objective of finding a feasible
utility-privacy trade-off. (iii) Finally, model privacy is empirically
assessed by attempting the identification of training data through
black-box Membership Inference Attacks (MIAs) [45], examining
to what extent these models are prone to information leakage.
Our contributions are:

the belief that empirical privacy analysis can be a vital tool
in supporting attack- and task-specific tuning for practical
utility-privacy trade-offs.
The following Section 2 provides an overview of essential concepts. We then contextualize our work by examining existing literature in Section 3. In Section 4 we present our selected solutions to
address open research gaps. The following part in Section 5 lays out
our experimental setup, with the results presented in Section 6 and
their discussion in Section 7. In closing, the final Section 8 provides
conclusive thoughts and adds an outlook on possible future work.

2

BACKGROUND

This section establishes a basic understanding of the relevant concepts and algorithms used in this work. Within Section 2.1, we first
establish a state-of-the-art rigorous notion of privacy and then in
Section 2.2 present an algorithm to incorporate such privacy into
ML processes. Lastly, Section 2.3 introduces a devastating attack
that threatens to leak information from ML models.

• We fill open gaps from previous work on private COVID-19
detection in X-rays [21, 34, 52]. Table 1 shows their characteristics and drawbacks in comparison to our approach. Existing
solutions are in part based on small or skewed datasets, are
lacking in their privacy guarantees, and do not investigate
practical privacy. We thus adopt methods to incorporate
the inherent class imbalances and analyze the utility-privacy
trade-off more extensively by evaluating multiple and stricter
privacy budgets. We further investigate practical privacy by
empirically estimating privacy leakage through black-box
MIAs. The gaps and our improvements will be further addressed throughout the following sections.
• We are the first to practically test if DP helps narrow down
MIAs on the COVID-19 detection task. We additionally reexamine this hypothesis on the MNIST [29] database to reveal commonalities and differences between the tasks. Our
results point towards identifying the benefits from DP in
defending against MIAs as task-dependent and plateauing.
From these findings, we are able to gain better utility-privacy
trade-offs at no practical cost. These results thus strengthen

2.1

Differential Privacy

An ever-present concept and gold standard in private data analysis
is DP, which offers a guarantee that the removal or addition of a
single database item does not (substantially) affect the outcome of
any analysis [14]. Thus, an attacker is incapable of differentiating
from which of two neighboring datasets a given result originates
and has to resolve to a random guess—i.e., a coin flip.
DP’s provided guarantee is measured by giving a theoretical
upper bound of privacy loss, represented as the privacy budget
𝜀. The metric is accompanied by the probability of privacy being
broken by accidental information leakage, which is denoted as 𝛿
and depends on the dataset size.
Formally, an algorithm A training on a set S is called (𝜀,𝛿)differentially-private, if for all datasets D and D’ that differ by
2

exactly one record:
𝑃𝑟 [𝐴(𝐷) ∈ 𝑆] ≤ 𝑒 𝜀 𝑃𝑟 [𝐴(𝐷 ′ ) ∈ 𝑆] + 𝛿

strategies against MIAs in Section 3.2. The last part in Section 3.3
presents important works regarding practical privacy analysis.
(1)

Meaningful privacy guarantees should fulfill 𝜀 ≤ 1 and 𝛿 ≪ 1/𝑛,
where 𝑛 is the number of training samples in the dataset [9, 35].
The notation 𝜀 = ∞ is used to indicate that no DP criteria are met.
The design of DP ensuring algorithms is based on one of DP’s
fundamental properties: composability. It states that if all the components of a mechanism are differentially-private, then so is their composition [14]. Another essential attribute of DP is its post-processing
immunity, implying DP is preserved by all further processing. Therefore, in terms of achieved privacy, it does not matter whether a
ML model uses an already DP conform dataset or applies DP while
training [16].

2.2

3.1

In Table 1, existing work on private COVID-19 detection from Xrays [21, 34, 52] is summarized and compared to our approach.
There are multiple factors that impede a fair comparison between
the listed works, which mainly lie in the substantial differences in
datasets, tasks, and privacy guarantees (𝜀). In this section, we will
give details on open gaps and then come back to them in Section 4
with elaborations on how these are addressed by this work. We
first give a quick overview of the existing methods.
The authors of [34] use the Private Aggregation of Teacher Ensembles (PATE) framework by Papernot et al. [38]. The data is split
between multiple teachers that are predicting noisy labels for data
that then conforms to DP. A final student model is trained on the
resulting private dataset and can then be safely published. As their
model architecture, they employ the EfficientNet-B0 [48].
Ho et al. [21, 22] employ an approach that merges DP-SGD and
Federated Learning (FL) [32]. They thereby collaboratively train
a private model on distributed data sources. Their more recent
version [21] adds spatial pyramid pooling [19] to their custom CNN
architecture.
Zhang et al. [52] introduce the FedDPGAN, a DifferentiallyPrivate Generative Adversarial Network (DP-GAN) that integrates
into the FL framework. The scenario describes a DP-GAN that
is collaboratively trained using FL and DP-SGD. The resulting
GAN-model creates synthetic and private images for training a
ResNet [20] student model.
We find the following open gaps:

Differentially-Private Stochastic Gradient
Descent

The Differentially-Private Stochastic Gradient Descent (DP-SGD)
algorithm as proposed by Abadi et al. in [2] takes widely used
SGD [43] and applies a gradient perturbation strategy. Gradient
perturbation adds enough noise to the intermediate gradients to
obfuscate the largest value, since that original sample inhibits the
highest risk of exposure [2]. To generally bound the possible influence of individual samples while training, DP-SGD clips gradient
values to a predefined maximum Euclidean norm before adding
noise. The noisy gradients are then used to update the parameters
as usual. The total noise added through the algorithm is composed
over all training iterations using an accounting mechanism and
determines the resulting privacy budget [2].

2.3

Membership Inference Attacks

• Datasets. Here, the main problem with [34] is that their result is based on only a small dataset of 139 COVID-19 scans,
which could be unrepresentative. The COVID-19 Radiography Database [11, 42] used by Ho et al. [21] and us, provides
a better basis in terms of dataset size. However, the imbalances between the classes result in a rather skewed data
basis, which is left unaddressed in [21]. With the FedDPGAN, Zhang et al. [52] try to enlarge and balance their small
dataset using synthetic images, but the quality of the generated distribution is left unanswered. This is particularly
problematic because GANs trained on imbalanced input data
tend to produce data with similarly disparate impacts [18]. As
a general problem regarding skewness, all of the mentioned
works solely assess model performance using accuracy, although this metric is known to undervalue false negatives for
minority classes and could favor classifiers that are actually
worse in detecting the COVID-19 minority class [8].
• Privacy budgets. The used 𝜀-values of 5.98 and 39.4 by [34]
and [21] respectively, are significantly weaker than the privacy budget of 𝜀 ≤ 1, which is commonly assumed to provide
strong privacy [9, 35]. Further, the results by [52] even lack
basic comparability, since they do not provide the accumulated privacy loss as a privacy budget in their evaluation
and instead only state the used noise scales. Thus, none of
the existing models adheres to a strong theoretical privacy

In black-box MIAs, an attacker feeds data samples to a target model
and thereby tries to figure out each sample’s membership or absence
in the model’s training set based solely on the returned confidence
values. This technique takes advantage of the differences in predictions made on data used for training versus unseen data, where
the former is expected to output higher confidence values due to
memorization [9]. As proposed by Shokri et al. in [45], such attacks can utilize multiple shadow models specifically mimicking a
target model’s predictions, to train an attack model able to elicit
the desired membership information. Salem et al. [44] relaxed the
need for shadow models, by finding that simply using the original
model’s predictions on given samples can be sufficient to deduce
their membership.
The threat of successful MIAs to ML models is immense, because
by revealing the membership of an individual’s record in the dataset,
they might in turn disclose sensitive information on them. However,
the decisive prerequisite for an adversary is some form of existing
prior knowledge of the target data, because the MIA can only test
samples available to the attacker [45]. Thus, the attacker needs to
possess the individual sample to uncover its membership.

3

Private Detection of COVID-19 in X-Rays

RELATED WORK

In the following, we first extract gaps left open by related work in
Section 3.1. We then follow with an overview of possible mitigation
3

promise and they instead only offer evaluations on weak or
unclear privacy guarantees.
• Practical privacy. Regarding practical privacy implications,
related work does not include actual attack scenarios. It is
therefore left unclear to what extent the provided models
and 𝜀-guarantees retain patient privacy against a real adversary. Such analysis helps in assessing the defense capabilities
provided by the achieved privacy budgets and could reveal
room for tuning them.

3.2

However, in many cases actual attacks extract significantly less
information than assumed by the theoretical bound [24, 25, 31, 35].
This discrepancy could possibly enable better utility-privacy tradeoffs, but Jayaraman and Evans [25] on the other hand, warn that
privacy always comes at a cost and reducing privacy could ultimately promote information leakage. To estimate and investigate
the more realistic threat levels, related works empirically measure
a model’s practical leakage through attacks, such as MIAs.
Malek et al. [31] propose that a lower bound on the amount of revealed information by a model can be determined by “[considering]
the most powerful attacker pursuing the least challenging goal”
and that in the case of standard DP, such would be an attacker powerful enough to perform the goal of membership inference. Thus,
by attacking our models with MIAs, we can empirically estimate
a more realistic lower bound of practical privacy leakage which
might differ substantially from the upper privacy leakage bound
derived from DP theory.

Repelling Membership Inference Attacks

With a perfect MIA defense, an attacker is unable to distinguish
between new samples and samples the model has already seen.
Related work suggests multiple different strategies for reducing
MIA threats.
As a simple improvement to MIA defense, Shokri et al. [45] show
that limiting the model outputs to only return a class label instead of
explicit confidence values is a straightforward defense mechanism.
But even if effective, they cannot achieve complete mitigation of
the attack. In a medical task like COVID-19 detection, where the
use case is to help medical professionals in diagnosing a disease,
the confidence value is an integral part that indicates how likely a
patient is affected. We thus cannot apply the remedy of omitting
confidence.
In addition to omitting confidence values Shokri et al. [45] also
find that the structure and type of the ML model can contribute
to MIA defense. Salem et al. [44] go further and demonstrate that
even the training process can help with repelling MIAs. In their experiments, model stacking in the form of ensemble training reduces
memorization in the final student model.
In their fundamental work Dwork et al. [15] state that DP should
limit and oppose the success of MIAs by design, with Jayaraman
and Evans [25] supplying the corresponding reasoning: “[DP], by
definition, aims to obfuscate the presence or absence of a record in
the data set. On the other hand, [MIAs] aim to identify the presence
or absence of a record [. . .]. Thus, intuitively these two notions
counteract each other.” Rahman et al. [41] test this hypothesis by
evaluating MIAs on different privacy levels. They find their model’s
resistance to MIAs to gradually increase when lowering the allowed
privacy budget. They explain the success of stricter privacy budgets
against MIAs with the fact, that models trained at lower 𝜀 were less
prone to overfitting—overfitting being one of the primary culprits
behind the success of MIAs [45]. Building a comprehensive study
on the topic of overfitting, Yeom et al. [49] prove that overfitting
in ML models is sufficient to enable MIAs. At the same time, their
formal analysis shows that overfitting is no necessary criterion,
and stable models can still hold membership vulnerability.

3.3

4

METHODS

As described in Section 3.1 and shown in Table 1, related work on
COVID-19 detection lacks comparability and leaves open gaps [21,
34, 52]. We therefore do not solely focus on enhancing the performance of existing model architectures but rather suggest improvements by filling research gaps.
We propose the following improvements:
• Datasets. Since the dataset used by us and Ho et al. [21] provides a good amount of COVID-19 samples, we instead aim
for better handling of the problems arising from the skewed
nature of the dataset distribution. In a first effort, we employ
random undersampling [13, 33] and class weights [53] to
elevate the underrepresented COVID-19 class, both in database construction and in training, respectively. We ensure
reproducibility throughout the dataset construction process
by utilizing fixed a random seed in our implementation. As
a further measure, since accuracy is no representative measurement in cases of skewed data, we improve the evaluation
by introducing the more balanced F1-score metric [8].
• Privacy budgets. We better investigate the utility-privacy
trade-off by evaluating multiple and stricter privacy budgets
of 𝜀 = ∞, 𝜀 = 10, 𝜀 = 1, and 𝜀 = 0.1. To achieve our private
models, we extend the pool of evaluated methods by utilizing centralized DP-SGD and proposing multiple untested
architectural experiments relevant to private training, as
presented in Section 5.4.
• Practical privacy. As seen in the works discussed in Section 3.3, we investigate the practical implications of DP regarding the defense against black-box MIAs by undertaking
an empirical analysis through actual attacks and thus give
a more realistic lower bound to the resulting privacy leakage [24, 31]. We thereby provide the first attack results in
the field of private COVID-19 detection and evaluate possible room for tuning the utility-privacy trade-off. An additional evaluation regarding the privacy leakage of our models
on the MNIST database [29], enables us to formulate takeways regarding similarities and disproportions regarding the
attack-specific privacy on both datasets. Evaluating another

Practical Privacy Analysis through Attacks

In recent years, multiple works examined the possibilities of estimating the practical privacy for ML models by performing an
empirical study through attacks [9, 24, 25, 31, 35].
Jagielski et al. [24] and Nasr et al. [35] conclude, that the assumed
theoretical upper bound privacy loss for DP, given in the privacy
budget 𝜀, gives a tight worst-case analysis on attack proneness and
thereby limits MIA success.
4

Table 2: Summary of the parameters and settings used in the
experiments. Each combination from left to right constitutes
a possible setup for a model variant.
Dataset

Architecture

Activation

Pre-training

𝜀

COVID-19
MNIST

ResNet18
ResNet50

ReLU
tanh

None/Standard
ImageNet
Pneumonia

∞
10
1
0.1

The Chest X-Ray Images (Pneumonia) set is also part of the
COVID-19 Radiography Database, constituting 13% (1,341)
of its Normal class images. To fix this issue and enable its use
as a public dataset for our private transfer learning approach
without compromising privacy, we exclude the duplicates
when sampling images for the COVID-19 task.
• The ImageNet [12] is a vast collection counting 14 million images and covering 20,000 categories from general (mammal)
to specific (husky). Non-private models are found to benefit
from using this massive dataset for pre-training, introducing
many differentiating concepts to a neural network before
training on the target data [23].
• With their MNIST Database [29], LeCun et al. offer a large
image collection of handwritten digits. The database provides 60,000 images for training and 10,000 for testing. Even
though this database does not contain COVID-19 related
images, MNIST is a commonly used benchmark in image
classification and PPML, making it a perfect candidate for
comparing results, see e.g. [2, 5, 9, 35, 38–41, 45, 49, 51].

dataset is a first step towards generalization and MNIST is
particularly interesting because related works [35, 41] previously investigated the connection between DP and MIA on
this task, see Sections 3.2 and 3.3 for details on their findings.

5

EXPERIMENTAL SETUP

Table 2 summarizes the different configurations used in our experiments. In this section, we provide more background and details on
these setups.

5.1

The experiments are mainly focusing on the task-relevant COVID19 Radiography Database as the evaluation basis. Additionally,
models are then evaluated on the MNIST database and task. Any
pre-training uses the respective public ImageNet and Pneumonia
datasets.

Environment

Our language of choice for the implementation is Python, with ML
workflows created using the Keras [10] deep learning API running
on top of Google’s Tensorflow [1] framework. Further, we employ
the modules for DP-SGD training and MIAs from the Tensorflow
Privacy library2 . To enable consistency and allow reproducible
results, random seeds are set to a fixed value, which is 42 in our
case. Hardware-wise our machines are equipped with 32GB of RAM
and an NVIDIA Tesla V100 GPU.

5.2

5.3

Pre-processing

To build our final splits for model training, we employ necessary
sampling and pre-processing steps. Both X-ray datasets, for COVID19 and pneumonia, use a train-validation-test split of 80-5-15, i.e.,
80% of images form the training set, 5% the validation set, and 15%
the test set. All datasets are handled with three color channels. We
therefore convert the MNIST grey-scale images to the RGB space, as
this is vital to allow the models pre-trained on color images to still
work with the input data. Furthermore, each data point undergoes
a normalization step by scaling each image by a factor of x=1/255.
To combat overfitting, training sets are shuffled and training
images from the X-ray datasets are subjected to data augmentation [46]. The applied random mechanisms and parameters are
horizontal flip, rotation ±10%, translation ±10%, zoom ±15%, and
brightness ±10%. Random brightness alteration is particularly interesting for the use with X-ray scans.
An earlier problem stemming from the X-ray datasets’ construction is their imbalance regarding Sickness (COVID-19, Pneumonia)
and Normal class frequencies. In both cases, the sets contain 1.5×
more Normal images after already undersampling the class. Consequently, models could favor the Normal cases and treat Sickness as
an unimportant minority to gain better results. To reduce the impact of this issue, we apply class weights to help artificially restore
the balance while training [53]. When calculating the values for
each class, class frequencies are taken and translated into factors
that equalize each class’s impact on model updates. This process
yields class weights of 0.83 for the Normal and 1.25 for the Sickness
classes.

Datasets

For a comprehensible dataset creation, we provide details on the
different public datasets used in our data gathering phase.
• The COVID-19 Radiography Database [11, 42] found on Kaggle3 is the most comprehensive collection of COVID-19 chest
X-ray images, stemming from different databases around the
web. Next to COVID-19, it contains images of Normal and
Pneumonia cases. In total, this image collection offers chest
X-rays of 3,616 COVID-19 positive, 10,192 Normal, and 1,345
Pneumonia cases. For the task of differentiating COVID-19
vs. Normal, we only keep these two classes. To directly mitigate some of the clear imbalances we employ undersampling
and the final dataset construction takes all COVID-19 scans
but only 1.5× the amount for Normal (5,424), resulting in a
total of 9,040 images.
• The Chest X-Ray Images (Pneumonia) [26] is another Kaggle
dataset4 but containing only Normal and Pneumonia images.
It offers 5,856 X-ray images divided into two categories as
1,583 Normal and 4,273 Pneumonia samples. Here, undersampling results in the final dataset taking all Normal scans
but just 1.5× the amount for Pneumonia (2,374).
2 GitHub:

https://github.com/tensorflow/privacy
https://www.kaggle.com/tawsifurrahman/covid19-radiography-database
4 Kaggle: https://www.kaggle.com/paultimothymooney/chest-xray-pneumonia
3 Kaggle:
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5.4

Architectural Experiments

to Adam’s adaptive properties, enabling it to perform similarly to a
task-adjusted SGD in non-private and private training [40].
The starting learning rate for each scenario is 𝛼 = 1e−3, which
then decays on plateaus, i.e., if the loss on the validation set does not
improve for two consecutive epochs, the learning rate is reduced by
one magnitude up to a minimum of 𝛼 = 1e−6. The decay enables
finer steps in the parameter updates during further stages of the
learning process [50].
For the binary classification task on X-ray images, the models
are equipped with a 1-unit output layer with sigmoid activation.
Running experiments on MNIST requires models to switch to the
multi-class task of differentiating ten digits and thus to a 10-unit
output with softmax activation.

In the following, we describe our different architectural choices for
the experiments.
5.4.1 Model size in DP-SGD. Non-private and private classification
perform differently depending on the underlying model architecture [7, 40]. Performance is greatly dependent on model size, i.e.,
the number of layers or parameters in a model, with non-private
training typically benefiting from using bigger models. In contrast,
using DP-SGD, the same models suffer from accuracy loss when increasing in size. Taking these findings into account, the experiments
use two differently-sized architectures.
5.4.2 ResNets. The model family of Residual Networks [20], or
ResNets, provides well-scaling deep CNN architectures thanks to its
residual connections. We utilize two different versions as our basic
model architectures for the experiments. For one, the ResNet50 version boasting 50 layers, which is a stretched compromise between
size and computing needs, as well as the ResNet18, which is mostly
identical except for the lower layer count. When introducing architectural experiments, we change each basic model accordingly,
creating different variants.

5.5.2 DP settings. In theory, we aim at privacy budgets of 𝜀 ≤ 1,
since such values present strong privacy guarantees [9, 35]. We
therefore focus on 𝜀 = 1 but also evaluate budgets neighboring
this setting by an order of magnitude, to allow further insights
into the performance and estimated privacy on different DP levels.
Consequently, the evaluation considers models trained for 𝜀 = 0.1,
𝜀 = 1, and 𝜀 = 10, which then stand in contrast to the non-private
results at 𝜀 = ∞. Our theoretical analysis employs the moments
account [2] to track moments of privacy loss. In correspondence to
the COVID-19 dataset size, the analysis needs to satisfy 𝛿 ≤ 1/𝑛 for
𝑛 = 9, 040, resulting in 𝛿 = 1e−4. On the MNIST database in turn,
the larger amount of data (𝑛 = 60, 000) asks for 𝛿 = 1e−5.

5.4.3 Pre-training. An important consideration in private training is the use of public pre-training datasets. This is due to the
advantage that public datasets do not require the same noisy training mechanisms as private datasets. On the basis of the resulting
pre-tuned weights, the pre-trained model is then fine-tuned to the
private target data for the actual task.
A commonly applied strategy in non-private classification is a
general pre-training using the extensive ImageNet collection, which
usually leads to better performance [23]. As another method, Abadi
et al. [2] state that DP-SGD models can further profit from pretraining in a domain closely related to the target task. So, while
the ImageNet resembles more of a general choice for image-based
tasks, a pre-training for pneumonia detection is more relevant to
our COVID-19 task due to the similarity in symptoms [28, 47].
The pre-training on the Pneumonia dataset is performed using
the same settings as on the COVID-19 set, while the ImageNet
variants are provided by a Python library that extends the existing
range of Keras models5 .

5.5.3 DP-SGD settings. All model variants are first trained nonprivately to form a baseline. Afterwards, we apply DP-SGD training
to each model, training a private candidate for each 𝜀-guarantee.
The DP-SGD algorithm simply stacks on top of the existing nonprivate training by changing the optimizer and handing in the necessary privacy parameters. Although referenced as DP-SGD, our
employed optimizer is the accordingly modified DP-Adam version
and uses the same learning as non-private training. The needed
noise scale for each guarantee is drawn from a Gaussian noise
mechanism and varies according to the desired privacy budget. The
noise also depends on the utilized batch size, where DP-SGD training for COVID-19 detection uses ResNet50 and ResNet18 variants
with batch sizes of 8 and 16, respectively, instead of 32. Finally, we
employ a clipping norm of 1.0 to the gradients.

5.4.4 tanh activation. A disruptive discovery in DP-SGD research
was made by Papernot et al. [40]. In their work, they determined
that replacing the de facto standard ReLU activation function with
the tanh function in model layers improves performance in DP-SGD.
To achieve this boost, they utilize the fact that the tanh activation
generally results in smaller gradients than the ReLU function, which
in turn reduces the information loss from gradient clipping.

5.5

5.5.4 MIA settings. We use the MIA based on logistic regression
from the Tensorflow Privacy library, which is an implementation
of the single shadow model black-box attack proposed by Salem
et al. [44], which directly relies on target model outputs. Given a
target model, MIAs utilize two types of data for training: (i) original training data to be inferred and (ii) unseen but similar data
to differentiate non-training data. In our case, we want to fully
empower the attacker for estimating the practical worst-case in an
optimal black-box setting [31]. We satisfy this condition by giving
access to the full original training and test sets along with their
corresponding correct labels, thus, handing the attacker the largest
input regarding (i) and the most similar input regarding (ii).

Parameters of Model Training

In this section, we elaborate on the used settings and hyperparameters for the experiments.
5.5.1 General settings. Models train for 20 epochs, employ batch
sizes of 32, and use the Adam optimizer [27], a decision mainly due
5 GitHub:

https://github.com/qubvel/classification_models
6

5.6

Measuring Privacy Leakage

variant in terms of F1-score (62.1% vs. 74.8%). Other than in the
non-private setting, the private tanh variants now surpass their
ReLU siblings in all cases. The ResNet50 models relying on the
ReLU function struggle so much, that they are not able to learn
a working classification model (0.0% F1). For both ResNet18 and
ResNet50, the tanh-ImageNet falls behind the other tanh candidates,
while the Pneumonia pre-training now delivers the best results.
Our results at 𝜀 = 1 present an even more substantial paradigm
shift. First, the ResNet18 ImageNet joins the ResNet50 ReLU variants and is not able to produce a working model at this level. Further,
the only two working ReLU models of ResNet18 Standard and Pneumonia see their F1 score plummet to 13.6% and 17.4%, respectively,
probably making them unfeasible. Thus, at this lower privacy setting of 𝜀 = 1, the tanh activation is essential to achieve feasible
models for in all variants. We see the ResNet18 tanh-Pneumonia
as the best performing model with 74.1% F1 and 77.9% accuracy.
From 𝜀 = 10 to 𝜀 = 1, we trade off just 0.7% F1, while accuracy even
increased by 0.4%.
At the last setting of 𝜀 = 0.1, we find the return of the ReLU
ImageNet variants, in both ResNet18 and ResNet50. Additionally,
the tanh-ImageNet models also see an increase in performance,
with the ResNet50 version even reaching the second highest F1.
Their surprising return might indicate that the relationship between
noise and utility might be manifold and not as strictly linear. The
best performance, however, is now given by the ResNet50 tanhPneumonia at 70.7% F1 and 74.4% accuracy. The resulting trade-off
of 3.4% F1 compared to 𝜀 = 1 is more substantial than the 0.7%
between 𝜀 = 10 to 𝜀 = 1.
A factor previously neglected in this analysis is the practical
privacy represented by the empirical estimation of privacy leakage
from MIAs. Here, an interesting finding is that we already see nearly
the same values in the non-private settings as in all three private
settings. The initial observation holds true when looking at the
mean estimate across the privacy levels, which would be 0.12–0.13
for 𝜀 = ∞, 0.12–0.14 for 𝜀 = 10, 0.12–0.13 for 𝜀 = 1, and 0.12–0.13
for 𝜀 = 0.1—almost all the same.

Like Jayaraman et al. [25], our used metric for privacy leakage
through MIAs is the achieved membership advantage for the attacker as introduced by Yeom et al. [49].
As a formal foundation, they describe an adversarial game based
on an attacker’s capabilities in differentiating the membership of a
sample that is chosen uniformly at random to originate from the
training set or not. The resulting difference between the adversary’s
true and false positive rates for this game is then given as the
membership advantage. For example, with an advantage of 0.4,
an attacker would be right in 40% more cases than wrong, which
converts to 70% correctly identified cases and 30% failures. The 40%
thus represents the attacker’s expected information gain compared
to random guessing. Random guesses would translate to a minimum
advantage of 0.0, since the attacker would be right as often as wrong.
The maximum of 1.0 would be a perfect attacker that never fails to
identify the correct membership.
In [49], Yeom et al. prove that if a learning algorithm satisfies
𝜀-DP, then the adversary’s membership advantage given as AdvM
is bounded by AdvM ≤ 𝑒 𝜀 − 1. When transferring the theorem to
(𝜀,𝛿)-DP given by Equation (1), we derive the upper bound as:
AdvM ≤ 𝑒 𝜀 − 1 + 𝛿

(2)

We refer the reader to Appendix A for a proof of this equation.
Since individual MIA results are subject to variability, they need
to be experimentally stabilized. Inspired by Malek et al. [31], we
achieve this by running 100 entire MIA experiments and calculating
the corresponding 95% Confidence Interval (CI) for the results.

6

RESULTS

In this section, we present the outcomes of our experiments on the
COVID-19 and MNIST tasks in Sections 6.1 and 6.2, respectively, and
highlight important parts for evaluation. Because of the reasoning
given in Section 4, we value F1-score higher than accuracy when
comparing model performance.

6.1

Results on the COVID-19 Database

Focusing on the COVID-19 task, Table 3 summarizes the experimental results regarding performance (accuracy, F1-score) and practical
privacy (empirical privacy leakage) over the different privacy levels.
When inspecting the 𝜀 = ∞ columns, the non-private baseline
performance is dominated by the ImageNet variants, reaching 93.5%
F1 for ResNet18 and ResNet50 alike. Although the ImageNet pretraining also reigns supreme in the tanh versions, they cannot
reach the same performance with a maximum of 91.5% F1. The nonprivate tanh models generally show to underperform compared to
their ReLU counterparts, making tanh less suited than ReLU for
non-private training. Pneumonia pre-training does not present the
same clear improvements as ImageNet and rather sees mixed results,
with only the ResNet18 Pneumonia improving by 1.4% compared
to the Standard model.
For the first private results examined at 𝜀 = 10, we already find a
steep utility-privacy trade-off of 18.7% compared to the non-private
results, with the best F1-score falling from 93.5% to 74.8%. While
the ResNet18 ImageNet keeps the best accuracy by a small margin
(77.5% vs. 75.8%), it is clearly outperformed by the tanh-Pneumonia

6.2

Results on the MNIST Database

We omit the Pneumonia variants from this evaluation, since Pneumonia does not constitute a related task to MNIST. The results for
the remaining models are shown in Table 4, where they are again
compared by accuracy, F1-score, and estimated privacy leakage.
The non-private performance trends show that MNIST is an
easier task than COVID-19 detection because only one model falls
short of reaching the 99% F1 mark. Furthermore, the tanh models
are on par with the ReLu models even in the non-private setting.
Familiarly to the COVID-19 task, the ResNet18 ImageNet performs
best at 99.4% F1.
In private training, the ResNet50 again fails to deliver feasible
ReLU models at 𝜀 = 10. The other models, however, only see a
smaller reduction in their performance than before for COVID-19.
The ResNet18 tanh-ImageNet achieves the best result at 98.1% F1,
a 1.3% reduction from 𝜀 = ∞. ResNet50 tanh-ImageNet closely
follows at 97.6% F1, making the tanh-ImageNet overall the best
private variants at 𝜀 = 10.
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Table 3: Experimental results on the COVID-19 dataset. Each ResNet18 and ResNet50 variant is evaluated across multiple
DP budgets (𝜀)—where 𝜀 = ∞ translates to non-private training. Private models result from DP-SGD training. The Standard,
ImageNet and Pneunomia models rely on the ReLU activation function, which is then changed to tanh in the respective
counterparts. All variants are matched by their classification accuracy and F1-score in %, as well as, their empirical privacy
leakage derived from MIAs, which is measured by the method explained in Section 5.6 and given as a 95% CI over 100 attacks. If
training did not result in a feasible model, leading to an F1-score of 0.0, no accuracy is given and no attacks are performed (NA).
The experiments are summarized in Table 2 and further explained in Section 5.
𝜀=∞
Variant

%-Acc.

%-F1

𝜀 = 10
Leakage

%-Acc.

%-F1

𝜀=1
Leakage

𝜀 = 0.1

%-Acc.

%-F1

Leakage

%-Acc.

%-F1

Leakage

61.5
NA
61.4
73.5
43.6
77.9

13.6
0.0
17.4
67.8
58.5
74.1

0.12–0.13
NA
0.12–0.13
0.13–0.14
0.12–0.13
0.13–0.14

NA
51.5
NA
69.3
49.9
70.6

0.0
61.0
0.0
65.0
60.6
60.5

NA
0.12–0.13
NA
0.13–0.14
0.13–0.14
0.12–0.13

NA
NA
NA
71.2
46.9
71.8

0.0
0.0
0.0
64.6
59.5
72.2

NA
NA
NA
0.13–0.14
0.12–0.13
0.12–0.13

NA
40.4
NA
61.4
72.6
74.4

0.0
55.5
0.0
61.4
65.1
70.7

NA
0.12–0.13
NA
0.12–0.13
0.12–0.13
0.12–0.13

ResNet18
Standard
ImageNet
Pneumonia
tanh-Standard
tanh-ImageNet
tanh-Pneumonia

91.5
95.0
93.4
82.0
91.5
79.7

89.3
93.5
91.7
81.2
89.9
78.5

0.13–0.14
0.11–0.12
0.13–0.14
0.12–0.13
0.12–0.13
0.12–0.13

74.2
77.5
69.8
73.5
63.4
75.8

64.4
62.1
52.3
72.6
68.4
74.8

0.13–0.14
0.14–0.16
0.12–0.13
0.12–0.14
0.12–0.13
0.13–0.14

ResNet50
Standard
ImageNet
Pneumonia
tanh-Standard
tanh-ImageNet
tanh-Pneumonia

92.5
94.8
91.4
81.6
87.7
80.0

90.5
93.5
89.6
80.7
84.8
77.8

0.12–0.13
0.11–0.12
0.12–0.13
0.13–0.14
0.13–0.14
0.13–0.14

NA
NA
NA
72.8
47.6
67.1

0.0
0.0
0.0
63.1
60.2
69.9

NA
NA
NA
0.12–0.13
0.12–0.13
0.12–0.13

Table 4: Experimental results on the MNIST database. See Table 3 caption for details on the contents. Because of the multi-class
task F1-score is given as the macro average over the 10 output classes. We omit the models with pneumonia pre-training from
the MNIST evaluation, since the two tasks are not closely related.
𝜀=∞
Variant

%-Acc.

%-F1

𝜀 = 10
Leakage

%-Acc.

%-F1

𝜀=1
Leakage

𝜀 = 0.1

%-Acc.

%-F1

Leakage

%-Acc.

%-F1

Leakage

92.3
84.1
92.2
97.1

92.2
83.6
92.0
97.0

0.12–0.13
0.13–0.14
0.12–0.13
0.14–0.16

23.0
16.3
72.7
93.8

18.0
14.5
71.3
93.5

0.13–0.13
0.11–0.12
0.13–0.14
0.13–0.13

13.6
10.0
87.4
96.6

12.9
9.1
87.2
96.6

0.11–0.12
0.11–0.12
0.12–0.13
0.13–0.15

11.2
9.5
30.6
92.8

9.4
8.0
27.4
92.3

0.11–0.12
0.11–0.12
0.12–0.13
0.12–0.13

ResNet18
Standard
ImageNet
tanh-Standard
tanh-ImageNet

99.1
99.4
99.3
99.0

99.1
99.4
99.3
99.0

0.33–0.37
0.37–0.42
0.37–0.41
0.27–0.32

96.0
95.4
95.9
98.1

96.0
95.3
95.8
98.1

0.13–0.14
0.13–0.14
0.13–0.14
0.16–0.18
ResNet50

Standard
ImageNet
tanh-Standard
tanh-ImageNet

99.3
99.2
99.2
98.4

99.3
99.2
99.2
98.4

0.34–0.38
0.43–0.48
0.32–0.36
0.26–0.30

16.4
10.6
93.6
97.6

14.3
9.5
93.4
97.6

0.11–0.12
0.12–0.12
0.12–0.13
0.15–0.17

Their superiority carries over to 𝜀 = 1, where we mostly see
the same ranking of models, with the ResNet18 tanh-ImageNet
reigning and delivering 97.0% F1. This results in a small F1 trade-off
of 1.1% from 𝜀 = 10 to 𝜀 = 1.
The minimal trade-off cannot be kept for 𝜀 = 0.1, where the
ResNet18 tanh-ImageNet stays on top but loses 3.3% F1 and lands at
93.5%. The total F1 trade-off from 𝜀 = ∞ to 𝜀 = 0.1 is still low at 5.9%
and presents a substantially better trade-off than on the COVID-19
task. F1 for ResNet18 Standard and ImageNet decreases steeply at

𝜀 = 0.1, delivering rather unusable models. Even the tanh-Standard
falls to a low of 27.4% F1.
Shifting the view to the results for our practical privacy analysis,
non-private models on MNIST show a significantly higher proneness to MIAs than on COVID-19 detection. The mean leakage in
the non-private setting climbs to 0.34–0.38, an almost 3× higher
upper bound on the mean than for COVID-19. In stark contrast
to the COVID-19 results, we measure an astonishing reduction in
mean leakage from introducing DP, leading to 0.13–0.14 at 𝜀 = 10,
8

0.12–0.14 at 𝜀 = 1, and 0.12–0.13 at 𝜀 = 0.1—an improvement of
over 60%. We thus only find a negligible difference in estimated
leakage between the private models on COVID-19 and MNIST. Furthermore, the mean values on MNIST are almost the same in all
private settings, just like on the COVID-19 task.
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of the two tasks. On the COVID-19 task, we instead introduced
task-specific pre-training as proposed in [2]. The pre-training on
pneumonia images lead to the tanh-Pneumonia models that showed
to be superior to the other variants in the private settings.
We could, however, not fully confirm that larger models perform
worse in DP-SGD [7, 40]. The ResNet18 wins in all cases except
for one, which is at 𝜀 = 0.1 on the COVID-19 task, where the
ResNet50 takes the lead. Model size also seems to play a role, when
examining the earlier failure of the private ReLU models in the
bigger ResNet50.
In summary, our results further support the existing belief that
model architectures should be specifically adjusted for private DPSGD training, where established standards from non-private training do not necessarily provide the same advantages [2, 7, 40]. Examples are the change from ReLU to tanh activation and the superiority
of the Pneumonia pre-training to the ImageNet pre-training in the
private COVID-19 models.

DISCUSSION

We now revisit the open research gaps in related work discussed
in Section 3 and review the outcomes of our proposed solutions
from Section 4. We again refer to Tables 3 and 4 for our evaluation
results and to Table 1 for a short and organized showcase of the
compared methods from related work [21, 34, 52].
We evaluate our proposed improvements:
• Datasets. For training our models, we achieve a more balanced data basis than before by utilizing undersampling and
class weights. To better evaluate on the still skewed data
basis, we added the F1-score to our performance metrics.
The advantage over accuracy is visible from the COVID-19
results, where e.g. at 𝜀 = 10 accuracy slightly favors the
ResNet18 ImageNet, while the F1-score clearly suggests the
ResNet18 tanh-Pneumonia that is thus revealed to perform
significantly better on the minority class (COVID-19). That
F1 better represents the results based on the underlying class
distribution is further demonstrated by comparison to the
results on MNIST. Because of the more balanced MNIST
dataset, accuracy and F1-score are closely related in these
experiments.
• Privacy budgets. In contrast to related work, we were able to
achieve working COVID-19 detection models, while adhering to strong privacy budgets of 𝜀 ≤ 1 [9, 35]. By evaluating
multiple architectures over the course of multiple privacy
levels, we were able to deduce favorable architectural decisions for keeping good utility-privacy trade-offs in DP-SGD.
The resulting findings for training private models are summarized in Section 7.1.
• Practical privacy. Taking into account an empirical study on
practical privacy though MIAs, we gained insights into the
relationship between DP and privacy leakage. The results
allowed us to improve the utility-privacy trade-off while
keeping the same practically privacy. In Section 7.2 we derive
the implications stemming from our empirical analysis.

7.1

7.2

Connecting the Dots Regarding Practical DP

For this section, we refer to Figures 2a and 2b that visualize the
results for our estimated privacy leakage from MIAs at the different
𝜀-budgets.
For COVID-19 in Figure 2a, the leakage almost describes a flat
line over all privacy settings. Even the non-private models exhibit
the same leakage as the private models and thus, including DPguarantees does not imply improvements to the practical MIA
proneness on this task. The results on the MNIST task in Figure 2b,
on the other hand, show a stern reduction in MIA success related
to the introduced DP. The non-private MNIST models show to
leak significantly more information than the COVID-19 models.
However, on MNIST the inclusion of DP clearly reduces the privacy
leakage, that then reaches the same levels as on the COVID-19
task. The initial difference in MIA risk between COVID-19 and
MNIST suggests, that privacy estimation can be an important tool
for assessing task- and data-dependent threats from attacks. Liu et
al. [30] also confirmed that MIA success is related to the underlying
dataset and task. Thus, such estimates can in turn support tuning
trade-offs according to task-specific privacy needs.
Unlike the non-private models, the private models for both tasks
almost all show equivalent results once trained for DP. Only the
tanh-ImageNet variants on the MNIST task need stronger DP-levels
to reach the same low leakage. The general trend of the other
models shows them already reaching an early plateau at 𝜀 = 10.
After that, stricter privacy budgets do not further improve practical
privacy. The plateau in privacy leakage enables us to use worse
DP-guarantees, while still providing the same practical privacy.
To put our results into context we use the proven (𝜀,𝛿)-DP bounds
for our leakage metric given by Equation (2) in Section 5.6. With
𝛿 = 1e−4 for COVID-19 and 𝛿 = 1e−5 for MNIST, its influence on
the leakage bound is negligible in our case. The retrieved limits on
the leakage are 22,025 for 𝜀 = 10, 1.72 for 𝜀 = 1, and 0.105 for 𝜀 = 0.1.
For 𝜀 = ∞ we have to assume ∞ accordingly. Since the maximum
of leakage is 1.0, out of our budgets, only 𝜀 = 0.1 would be able
to bound the information loss from our attack in the theoretical
worst-case.

Building Better DP-SGD Models

In the following, we denote our findings towards better architectural
decisions for DP-SGD training.
With our experiments, we transferred the results from [40] to
deeper and pre-trained networks and were able to confirm the clear
advantage of tanh over ReLU in DP-SGD training. All our best
private models rely on this simple change, while the non-private
models still prefer the ReLU activation function.
Another commonality between the best performers is that they
were all subjected to pre-training. While the best non-private models are pre-trained on ImageNet, this trend is only found for private
models on MNIST, where the tanh-ImageNet performs best. The
same tanh-ImageNet models underperform on the COVID-19 task,
which might be related to the fundamentally different contents
9

(a) COVID-19 membership inference

(b) MNIST membership inference

Figure 2: Experimental results regarding practical privacy against MIAs. Empirical privacy leakage is shown across the different
privacy budgets. Each model is represented by a colored line with different markings for the recorded results as shown in the
legend. Privacy leakage is measured based on the methods explained in Section 3.3. The dotted line shows the corresponding
theoretical limit of leakage from (𝜀,𝛿)-DP at 𝜀 = 0.1. We plot this line across all privacy budgets to put the leakage into perspective.
In Figures 2a and 2b, we include a dotted line showing the leakage bound for 𝜀 = 0.1 at the respective 𝛿 for each dataset. Even
the models at higher 𝜀-guarantees are close to this strong privacy
bound, which shows the large discrepancy between the theoretically assumed worst-case and practice. Simultaneously, no model
trained for 𝜀 = 0.1 is truly able to conform to the calculated limit,
although some models almost match it on their lower CI-bounds.
Such inconsistencies can also be found in related work [25, 49].
As an explanation Yeom et al. [49] unveil, that the training set error distributions are not exactly Gaussian, sometimes leading to
better attack performance than predicted by theory. Even though
COVID-19 and MNIST have rather opposing priors, where the former’s classes are skewed and the later’s roughly balanced, we see
the same inconsistencies in both evaluations. Thus, the theoretical
bound does not seem reliable for deriving a limit on the real world
threat in our case.
The findings suggest room for utilizing weaker DP-guarantees
when defending against MIAs on both tasks. Comparing to the
respective DP-guarantees, we saw that practical privacy is already
strong in our less private models. Furthermore, practical privacy
on COVID-19 plateaus for all privacy levels, showing not influence
from DP when defending our attack on this dataset. On MNIST, in
turn, DP is needed to mitigate the initial proneness of the models,
but can be loosened due to the same plateau found for COVID-19.
We are thus able to improve the utility-privacy trade-off on both
datasets at no practical privacy cost.
Concluding this part of the discussion, we want to emphasize
that there can still be a need for strong theoretical privacy guarantees [35]. As seen in Section 3.2, 𝜀-guarantees from DP limit
the maximum amount of possible information leakage. In actual
attacks, however, the theoretical ceiling might differ from the practical threat as shown in this and other works presented in Section 3.3.
From this, we should not conclude that DP is unnecessary, since

future adversaries could find better attacks that make an earlier
empirical evaluation invalid. To cover for such cases it is therefore
advised to keep a reasonably strong privacy guarantee when tuning
for better trade-offs. Thus, we would rather choose a COVID-19
model at 𝜀 = 10 than at 𝜀 = ∞, even though both exhibit the same
practical privacy. The model at 𝜀 = 10 performs better than the
one at 𝜀 = 1 and, in contrast to 𝜀 = ∞, still provides a provable DP
guarantee.
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CONCLUSION

Within this piece of work, we closed several open research gaps in
the field of private COVID-19 detection from X-ray images. In comparison to related work on the topic, we improved data handling
regarding imbalances, delivered a more robust privacy evaluation,
and were the first to investigate the implications concerning practical privacy [21, 34, 52].
We introduced a selection of yet untested architectural model
choices to the COVID-19 task. Through our evaluation, we were
able to compare the setups in a common environment. Since wellknown practices from non-private training are not always transferable to DP-SGD training, it is important to gather a wide range of
results for finding the best solutions. We are therefore making a noticeable contribution by exploring a range of different architectures
on the COVID-19 and MNIST tasks.
Our practical privacy analysis revealed that assessing attackspecific threats from black-box MIAs in a practical scenario helps
finding appropriate privacy attributes and can thus improve the
utility-privacy trade-off at no practical cost. On the COVID-19 task,
we found no obvious connection between the provided theoretical DP-guarantee and practical defense against MIAs. Instead, our
tested models virtually showed the same strong repelling properties across all privacy levels—even for non-private models. Further
10

experiments on the MNIST database showed that practical privacy
analysis is important for identifying the initial MIA threat, since
non-private models were prone to leak information on this task.
However, the introduction of DP significantly increased MIA defense in the MNIST case, which also reached an early plateau that
was consistent with the low leakage levels on the COVID-19 task.
By confirming the plateau for both data sets, we were able to reduce the required DP guarantees for both tasks without sacrificing
practical privacy.
We still advocate the use of DP and would not recommend to
risk publishing non-private COVID-19 detection models. Instead,
if justified by a practical privacy analysis, the 𝜀-guarantee can be
tuned to a favorable trade-off that through DP still limits the worstcase information leakage.
In a brief outlook into possible future work, it would be beneficial
to extend our evaluation by applying practical privacy analysis to
more datasets, especially with different underlying tasks. Another
venture could be to derive best practices and ultimately a taxonomy
regarding architectural decisions in DP-SGD training.
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A

PROOF OF EQUATION 2

In the following, we prove Equation (2), which is formally given in
Theorem A.1. With the prerequisites of Experiment 1 and Definition
4 from [49], we adapt their Theorem 1 and corresponding proof
from 𝜀-DP to (𝜀,𝛿)-DP.
Theorem A.1. Let 𝐴 be an (𝜀,𝛿)-differentially private learning
algorithm, A be a membership adversary, AdvM the membership
advantage of A, n be a positive integer, and D be a distribution over
data points (x, y). Then we have:
AdvM (A, 𝐴, 𝑛, D) ≤ 𝑒 𝜀 − 1 + 𝛿.
Proof. According to [49] Definition 4, AdvM (A, 𝐴, 𝑛, D) can
be expressed as the difference between A’s true and false positive
rates
AdvM = Pr[A = 0 | 𝑏 = 0] − Pr[A = 0 | 𝑏 = 1],
AdvM

(3)

AdvM (A, 𝐴, 𝑛, D).

where
is a shortcut for
Given 𝑆 = (𝑧 1, . . . , 𝑧𝑛 ) ∼ D𝑛 and an additional point 𝑧 ′ ∼ D,
define 𝑆 (𝑖 ) = (𝑧 1, . . . , 𝑧𝑖 −1, 𝑧 ′, 𝑧𝑖+1, . . . , 𝑧𝑛 ). Then, A (𝑧 ′, 𝐴𝑆 , 𝑛, D)
and A (𝑧𝑖 , 𝐴𝑆 (𝑖 ) , 𝑛, D) have identical distributions for all 𝑖 ∈ [𝑛], so
we can write:
#
" 𝑛
1 ∑︁
A (𝑧𝑖 , 𝐴𝑆 , 𝑛, D)
Pr[A = 0 | 𝑏 = 0] = 1 − E
𝑆∼D𝑛 𝑛 𝑖=1
#
" 𝑛
1 ∑︁
Pr[A = 0 | 𝑏 = 1] = 1 − E
A (𝑧𝑖 , 𝐴𝑆 (𝑖 ) , 𝑛, D)
𝑆∼D𝑛 𝑛 𝑖=1
The above two equalities, combined with Equation 3, gives:
#
" 𝑛
1 ∑︁
M
Adv = E
A (𝑧𝑖 , 𝐴𝑆 (𝑖 ) , 𝑛, D) − A (𝑧𝑖 , 𝐴𝑆 , 𝑛, D)
𝑆∼D𝑛 𝑛 𝑖=1

(4)

Without loss of generality for the case where models reside in
an infinite domain, assume that the models produced by 𝐴 come
from the set {𝐴1, . . . , 𝐴𝑘 }. (𝜀,𝛿)-DP guarantees that for all 𝑗 ∈ [𝑘],
Pr[𝐴𝑆 (𝑖 ) = 𝐴 𝑗 ] ≤ 𝑒 𝜀 Pr[𝐴𝑆 = 𝐴 𝑗 ] + 𝛿.
Using this inequality, we can rewrite and bound the right-hand side
of Equation 4 as
#
" 𝑛
𝑘
∑︁
1 ∑︁
𝑗
𝑗
𝑗
Pr[𝐴𝑆 (𝑖 ) = 𝐴 ] − Pr[𝐴𝑆 = 𝐴 ] · A (𝑧𝑖 , 𝐴 , 𝑛, D)
E𝑛
𝑛 𝑖=1
𝑗=1 𝑆∼D
"
#
𝑘
𝑛
∑︁
1 ∑︁
𝜀
𝑗
𝑗
≤
A (𝑧𝑖 , 𝐴 , 𝑛, D) ,
E 𝑛 (𝛿 + (𝑒 − 1) Pr[𝐴𝑆 = 𝐴 ]) ·
𝑛 𝑖=1
𝑗=1 𝑆∼D
which is at most 𝑒 𝜀 − 1 + 𝛿 since A (𝑧, 𝐴 𝑗 , 𝑛, D) ≤ 1 for any 𝑧, 𝐴 𝑗 ,
𝑛, and D.
□
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