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Abstract: Location-based applications offer increasingly personalized services to mobile users. Incorporating temporal
and demographic information can further improve service quality. However, sharing such information carries
the risk of leaking private data, including a user’s identity or further personal attributes. Differential Privacy
(DP) is a widely accepted privacy notion to protect user data in this context. However, DP does not account
for adversarial background knowledge, which can undermine privacy through context linking attacks. To de-
sign resilient privacy mechanisms, a systematic analysis is required to determine which pieces of background
information pose the highest risk. In this work, we investigate whether knowing the privacy mechanism and
semantic information can break DP and enable an adversary to reconstruct a user’s location. We evaluate
which types of background knowledge contribute most to attack success by designing a series of attacks with
increasing access to semantic context, such as points of interest (POIs), mobility statistics, demographic data,
and privacy parameters. We conduct an extensive evaluation on two large datasets. Our results show that
knowledge of POIs and typical mobility patterns, especially when combined with the privacy parameter, sub-
stantially increases attack success, particularly in rural areas and for certain demographic groups.

1 INTRODUCTION

With the continuous advancement of mobile appli-
cations, users increasingly benefit from personalized
and context-aware location-based services (LBS).
While the user’s spatiotemporal information is key to
deliver core functionality, service quality can be en-
hanced by incorporating sociodemographic informa-
tion about the user. For instance, an LBS recommend-
ing nearby restaurants to a user might propose inex-
pensive dining options to a student, but higher-quality
restaurants to a full-time professional.

However, sharing such information may expose
private details about users. From spatiotemporal data,
adversaries can infer potentially sensitive points of in-
terest (POIs), such as a user’s home or workplace,
medical facilities or religious institutions, and may
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thus derive personal attributes or even re-identify in-
dividuals (Liao et al., 2005; |[Hoh et al., 2006} | Krumm,
2007).

Privacy-preserving mechanisms are therefore cru-
cial to protect users in such a setting. However, they
are increasingly challenged by adversaries with sub-
stantial background knowledge who perform context
linking attacks (Wernke et al., 2014) allowing them to
reconstruct the user’s true location. Differential Pri-
vacy (DP) (Dwork et al., 2000) is a widely adopted
privacy notion in this setting, but it does not explic-
itly model adversarial background knowledge, leav-
ing DP-based mechanisms vulnerable when attackers
exploit semantic data or user-specific priors.

Prior work mainly considers generic background
knowledge derived from population-level mobility
statistics or POI data (Chatzikokolakis et al., 2015},
Li et al., 2018; (Tian et al., 2021)). However, the im-
pact of user-specific knowledge, particularly sociode-
mographic information, remains largely unexplored.
Furthermore, there is little guidance on how privacy
parameters should be chosen when attackers possess
different types and levels of background knowledge.
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Figure 1: The system architecture.

This work addresses these gaps by systematically an-
alyzing which forms of background knowledge most
affect the success of context linking attacks, and by
providing a detailed evaluation of how sociodemo-
graphic information influences these attacks.

We consider the system architecture, shown in
Figure[l] and illustrate the problem with the following
use case: A mobile user likes to obtain a personal-
ized service from an app on their phone, for exam-
ple to find a restaurant close by that suits their taste
and is currently open. The app first requests infor-
mation from the user about their location, the current
time and some demographic information to tailor its
results. Concerned about their privacy, the user lo-
cally protects their data by, for example, applying a
DP-based mechanism, before sharing their data. The
app itself might offer such protection, where it sends
the protected data to an LBS which calculates and re-
turns a personalized recommendation. With increas-
ing level of privacy protection, the result becomes less
accurate and relevant for the user, while weaker pro-
tection increases the risk of privacy leakage. The user
therefore faces the challenge of understanding which
pieces of information, whether stemming from per-
sonal data, external semantic information, or from the
employed privacy mechanism, pose the highest risk
and how to configure their privacy parameters to bal-
ance utility and privacy.

Against this background, we address the follow-
ing research questions: (1) How well can an adver-
sary reconstruct a user’s true location from a pro-
tected one by exploiting background knowledge about
the user? (2) Which types of background information
carry the highest risk of successful reconstruction?

We study these questions through a systematic
empirical analysis of context linking attacks with in-
creasing adversarial knowledge. In our setting, the
sensitive information comprises the user’s true loca-
tion and attributes that can be inferred from it, such
as the type of place visited. An adversary attempts to
recover this information by defining a circular attack
region around the user’s observed location, assign-
ing probabilities to each point within it, and selecting
the location (or POI) with the highest likelihood as
the predicted true location. We examine how this re-
construction ability changes when the adversary has

access to additional background knowledge, specifi-

cally, details about the employed privacy mechanism

and its parameters (such as the privacy budget), as

well as semantic knowledge like the distribution of

POIs, mobility patterns, and sociodemographic data.
Our specific contributions are:

* We formalize the attack scenario and describe the
involved building blocks: the user, the privacy
mechanism, the adversary with their background
knowledge, and the attack approach.

* We design several attacks, that gradually increase
the background knowledge of the adversary. In
particular, we propose new semantic attacks that
exploit user-specific knowledge, such as a user’s
sociodemographic features.

* We evaluate our research questions using two
large data sets, one synthetic and real-world. Our
experiments show that semantic knowledge car-
ries a high risk of leaking a user’s true loca-
tion. The risk is particularly high when seman-
tic knowledge is combined with knowledge of the
privacy mechanism and its parameters.

The rest of the paper is structured as follows. Sec-
tion 2] reviews related work and background. Sec-
tion [3|introduces the problem, followed by an evalua-
tion and its results in Section 4| and [5] The approach
is discussed in Section[@l Section [7]concludes.

2 RELATED WORK AND
BACKGROUND

In this section, we review related work with regards
to context linking attacks and defenses.

2.1 Context Linking Attacks

In a localization attack, an adversary tries to infer a
user’s true location x from an observation, and might
even try to re-identify the user with an identity attack,
for example by linking the user’s home location and
identity (Liu et al., 2018). The adversary’s observa-
tion can be a single snapshot location or a historical
trace, gathered by repeated measurements of a user’s
position over time. In our work, we focus on snap-
shot locations and thus describe related work from
this context.

One approach to realize a localization attack is
the context linking attack (Wernke et al., 2014). In
this attack, an adversary uses contextual background
knowledge to increase their certainty about the user’s
true location and potentially learn further information.



Such background information can be anything that is
helpful to understand the user’s mobility pattern and
to limit the user’s possible places of presence. This
can be publicly available data, such as distributions
of users, traffic or travel statistics, or map informa-
tion, for example POI distributions, road networks, or
an opening hours directory (Shokri et al., 2011} [Liu
et al., 2018)). With such knowledge, an adversary can
exclude rarely frequented or unlikely regions, such as
lakes, deserts, or closed shops. From statistical mo-
bility data, the adversary can create a probability dis-
tribution indicating the likelihood of a user to be at
a certain location (Hoh et al., 2006; [Krumm, 2007;
[saacman et al., 2011)). Personal information about a
user, such as a their sociodemographic characteristics,
social relationships or POI preferences, can be useful
to further refine the probability distribution (Sadilek
et al., 2012).

(Tian et al., 2021)) propose the semantic-relativity
attack which exploits background knowledge of loca-
tion semantics of the road network and an individual
sensitivity setting regarding certain location semantic
types by the user. Other works consider social media
content, such as tweets to infer a user’s home loca-
tion (Mahmud et al., 2014). (Cao et al., 2018) show
that an adversary can exploit a city’s unique spatial
structure, such as street layouts and POI distributions,
to reconstruct a user’s location when the user shares
their nearby POIs. While related work shows that so-
ciodemographic information can be revealed from lo-
cation data (Zhong et al., 2015; [Li et al., 2018; (Wu
et al., 2019), research is missing on the impact of such
personal information on recovering a user’s location.

2.2 Differential Privacy

A widely used standard for privacy protection is Dif-
ferential Privacy (DP) (Dwork et al., 2006). DP pro-
vides a formal privacy guarantee by ensuring that the
output of a query over a database does not signifi-
cantly change when a single individual’s data is added
to or removed from the database. The level of pri-
vacy is controlled by a privacy budget €. DP can be
achieved by perturbing the data with a noise function,
parameterized by €. Originally designed for protect-
ing an aggregation result from a database query, the
concept was extended to publish differentially private
static data sets later on (Guerra-Balboa et al., 2022).
DP has been adapted for the case of publish-
ing location data, called geo-indistinguishability (An-
drés et al., 2013). In this context, DP ensures that
two locations are indistinguishable from each other
within a radius r. This means that the distance be-
tween the distributions K(x) and K(x'), produced by

the locations x and x/, is at most € - r for all loca-
tions x’ with d(x,x’') < r where d(-, -) is the Euclidean
distance. Formally, a mechanism K satisfies €-geo-
indistinguishability iff for all x, x':

dp(K(x),K(x')) <e-d(x,x) (1)

where dp(-,) is the multiplicative distance between
two distributions 61,67, defined on a set § as

(o] (S)
Gz(S) ’

To instantiate geo-indistinguishability in the con-
tinuous plane, the planar Laplace mechanism can be
used (Dwork, 2011; [Andrés et al., 2013). Instead of
reporting the true location x, an obfuscated location x’
is produced by adding random noise. Noise is sam-
pled from the Laplace function, centered at x, with a
probability density function:

i =S

dp(01,02) = sup |In

SCS
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2.3 Privacy Mechanisms using Semantic
Background Knowledge

Several studies indicate that DP can still be com-
promised when semantic background information is
taken into account. (Primault et al., 2014)) show that a
large number of locations can be reconstructed when
an adversary is linking obfuscated locations with POI
distributions. Going further, (Maouche et al., 2017)
show that re-identification even is possible in many
cases if such distributions are known. Therefore, pri-
vacy protection mechanisms need to integrate back-
ground knowledge in the protection scheme as well,
and make sure that users understand how to set the
privacy parameters (Schneider et al., 2024).

In particular, these mechanisms need to ensure
that the semantic properties of location data are pro-
tected (Guerra-Balboa et al., 2022)). For example,
when using DP without considering semantics, lo-
cations might be moved to unreachable areas, such
as water bodies. Furthermore, the semantic informa-
tion could remain present in the data and thus poten-
tially be identified. Some location privacy-preserving
mechanisms, such as dummy or cloaking approaches,
aim to create reasonable obfuscations and obtain se-
mantic diversity in the result set in order to protect a
user from context linking attacks (Shen et al., 2020;
/hang et al., 2022)).

Several extensions to geo-indistinguishability
have been proposed to defend against adversarial
background knowledge. (Yan et al., 2022) extend
the Laplace mechanism by an additional step that en-
sures that obfuscated locations possess sufficiently
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Figure 2: The attack model.

large user populations and dissimilar POI seman-
tics. Similarly, (Chatzikokolakis et al., 2015)) enhance
geo-indistinguishability through an adaptive compo-
nent that adjusts the geometrical obfuscation distance
based on the privacy mass, a concept that captures
spatial and semantic features, such as population den-
sity and POIs. (Li et al., 2018) demonstrate that
shared check-ins enable semantic profiling of users
and mitigate this risk with a POI- and activity-aware
obfuscation method. (Peng et al., 2019) take into
account location correlation between multiple users
to create a personalized privacy mechanism that en-
hances the traditional DP-mechanism.

3 PROBLEM DESCRIPTION

Following (Shokri et al., 2011)), we formalize the four
building blocks of the context linking attack: (1) the
user and their data, (2) the privacy protection, (3) the
background knowledge of the adversary, and (4) the
adversary’s attack approach. The interplay of these
elements is illustrated in the attack model in Figure[2]

A user u shares their data with a service provider,
which acts as a curious adversary. This means, they
use external knowledge to find out as much as possi-
ble about the user. The user’s data is obfuscated with
a privacy protection mechanism. The adversary has
certain background knowledge and uses this to predict
the true location of u, given the observed, protected
location. To carry out this inference, the adversary de-
fines a circular region centered on the observed loca-
tion, assigns probabilities to each location within this
area, and selects the POI with the highest estimated
likelihood. Considering this scenario, our goal is to
analyze if the adversary can successfully reconstruct
the user’s location and which part of the background
knowledge contributes the most to a successful attack.

3.1 User

We consider a user u € U with a set of certain so-
ciodemographic attributes D. The user u moves in a
geographical region R and shares their current where-
abouts with a service provider in order to retrieve a
LBS, such as to find the closest restaurant to u’s cur-
rent location. The shared information includes the
user’s current location x,(¢) € R and timestamp ¢. The
location x,, is a spatial point, for example described as
a pair of latitude and longitude. From ¢, a set of tem-
poral attributes 7' can be derived, containing (besides
to the timestamp), for example, the day of the week.
R contains a set of POIs P. A POI p € P is de-
scribed as a tuple p = (x,,0p,1,). 0p is the outline of
p and the location x,, is its centroid. The label /,, is a
semantic description of p, for example, a park or an
apartment. At the time ¢ of sending a request to the
LBS, we assume the user u to be located at a POI p,
so that x,(f) € 0,. At this POI, u performs a certain
activity a,(r) € A, for example, relaxing or sleeping.

3.2 Privacy Protection

On the location x,, the user applies a privacy pro-
tection mechanism m,;, ¢ using certain privacy param-
eters. We assume mg,r to be the Laplace mech-
anism (Andrés et al., 2013)), as described in Sec-
tion 2.2] This mechanism produces an obfuscated lo-
cation x’ from the true location x by adding noise from
the Laplace distribution.

Furthermore, the user protects their sociodemo-
graphic attributes D and the temporal attributes 7 us-
ing a generalization approach myg.,, which reduces
the precision of the attributes in D and T to obtain
protected versions D’ and 7’ (Samarati and Sweeney,
1998). Increasing levels of generalization g reduce
the granularity of D and T'.



3.3 Background Knowledge of the
Adversary

The adversary tries to infer the user’s true location
x after observing the protected location x’. The ad-
versary has certain background information about the
user u, which can include u’s protected sociodemo-
graphic and temporal attributes D’ and T”, the privacy
protection mechanisms m,y, ¢ and g, that u used, and
the employed privacy parameters. In many real-world
services, details about the applied privacy mechanism
and its parameters are disclosed to build trust, mean-
ing that the adversary may also access this informa-
tion. The adversary might further have access to a
population-wide mobility data set that includes so-
ciodemographic attributes, timestamps, and activities
of persons, which can also overlap with the users U.
Furthermore, the adversary can access a service to
query all POIs p € P in the region R with their label
and GPS coordinates.

We consider two types of background knowledge
that an adversary can have, namely privacy knowl-
edge (Lap and Eps), and semantic knowledge (POI,
Mob, and Dem):

Lap: The adversary knows that the user used the
Laplace mechanism to obfuscate their location. From
this information, the adversary can guess the noise
function and better estimate which regions are more
likely to contain the user’s obfuscated location.

Eps: The adversary knows the privacy budget €,
used to obfuscate the user’s location, allowing them
to better estimate the obfuscation distance. Such in-
formation can be obtained, for example, when an app
with hard-coded privacy parameters is used.

POI: The adversary has knowledge of the distri-
bution of POIs in R. This information significantly
limits the potential places where the user can be.

Mob: The adversary has access to a population-
wide mobility data set of persons, indicating the POIs

Table 1: Attacks and their background knowledge.

Attack Privacy Semantic
Knowledge Knowledge

N - -

L Lap -

LE Lap, Eps -

P - POI

PM - POI, Mob

PMD - POI, Mob, Dem

LE-P Lap, Eps POI

LE-PM Lap, Eps POI, Mob

LE-PMD Lap, Eps POI, Mob, Dem

they visited during a day, from which the adversary
can derive a generic mobility profile. We hypothesize
that such information helps the adversary to identify
regions that are more likely for the user to be in.
Dem: The adversary has access to a set of so-
ciodemographic attributes of each person in the mo-
bility data set in Mob, allowing them to derive a spe-
cific mobility profile for a user with such attributes.
For example, if an adversary knows that a user is a
young student, they may assign a higher likelihood to
locations at educational institutions, such as schools.

3.4 Attacks

Depending on the background knowledge of the ad-
versary described in Section [3.3] we define differ-
ent attack strategies that require either privacy knowl-
edge, semantic knowledge, or both. As a baseline,
the adversary has no knowledge at all. The nine dif-
ferent attacks and their respective background knowl-
edge are summarized in Table [I|and described in de-
tail in the following subsections.

3.4.1 Attacks with Privacy Knowledge

In each attack, the basic strategy is the same. The ad-
versary creates a circular region Cyyacr C R centered
at the observed location x’ with radius 7,;4c4. Each lo-
cation x C Cyyqcr 1s weighted with a probability distri-
bution Pr(-), indicating the likelihood of presence of
the user. The adversary makes a prediction x* of the
user’s true location by calculating the location with
the highest likelihood:

x* = argmax Pr(x),x C Cuack- “)

X

Figure [3|shows an example of such an attack on a
student visiting a school.

Attack LE-PMD on a school POI (epsilon 0.005)
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Figure 3: Attack on the obfuscated location (¢ = 0.005) of
a student visiting a school. The probability distribution is
visualized by color. The adversary selects the most likely
location (red region) within the attack circle C k-



Attack N: Given no background knowledge at
all, the adversary randomly chooses 7yqck € (0, Finax)»
where 7,4y 1S the maximum attack radius and a param-
eter of the attack. The adversary creates Pr(-) from an
even distribution over all x C Cgyzq0k, making each lo-
cation equally likely to be selected.

Attack L: Given Lap, the adversary randomly
chooses an € € (0,€4y], Where €,y is a parameter
of the attack. Based on €, the adversary estimates
the obfuscation distance to determine the attack ra-
dius r4qck. For each candidate location x C Cph0r at
distance r = d(x,x’) from the observed location ’, the
adversary calculates Pr(-) as the planar Laplace like-
lihood L(x) = e¢~®". This increases the likelihood for
the adversary to pick locations close to x'.

Attack LE: Given Lap and Eps, the adversary
uses the true value of € and proceeds otherwise as de-
scribed in attack L above.

3.4.2 Attacks with Semantic Knowledge

In this type of attack, the adversary uses semantic in-
formation about POIs and user profiles from mobility
training data sets to create a more refined probability
distribution Pr(-). Using a public service, the adver-
sary obtains all POIs p € P in the region R and con-
structs a semantic map. This map indicates, for each
location x, whether it is associated with a POI, and
assigns a likelihood Pry,,(x) for the user u to be at x.

Attack P: The adversary proceeds as described in
attack N to construct the attack circle. Given POI, the
adversary then calculates Pr(-) as a probability distri-
bution Pre,,(+) that allows them to pick any POI p in
the attack circle with an even likelihood:

Proem(x) = { {p:pCCartack }’ if is-poi(x) (5)

0, else,
where is-poi(x) =3p C P:x=x).

Attack PM: Given POI and Mob, the adversary
uses a mobility training data set to calculate a generic
mobility profile, which reflects the movement behav-
ior of all users in the data set. From this profile,
the adversary constructs the probability distribution
Pryem(x) proportionally to the frequency of presence
at location x. The adversary runs all other steps as in
attack P, but refines Prye,(-) as described.

Attack PD: Given POI and Dem, the adversary’s
goal is to calculate a specific mobility profile for the
user u. To this end, the adversary selects from the mo-
bility training data set all persons that have the same
(protected) background information D’ and T’ as user
u and creates the probability distribution Pry,,(-) as
described in attack PM and proceeds otherwise also
as in attack PM.

3.4.3 Attacks with Combined Knowledge

Attacks LE-P, LE-PM, and LE-PMD have full pri-
vacy knowledge and differing semantic knowledge.
The adversary thus creates a semantic map according
to the given semantic knowledge, and then applies a
weighting with the planar Laplace likelihood as de-
scribed in attack LE above.

Attack LE-P: Given Lap, Eps, and POI the ad-
versary runs all steps from attack P, but constructs
Pr(-) by weighting Prgen(-) with the planar Laplace
likelihood as described in attack LE.

Attack LE-PM: Given Lap, Eps, POI, and Mob,
the adversary runs all steps from attack PM, but con-
structs Pr(-) by weighting Pr.,(-) with the planar
Laplace likelihood as described in attack LE.

Attack LE-PMD: Given Lap, Eps, POI, Mob,
and Dem, the adversary runs all steps from at-
tack PMD, but constructs Pr(-) by weighting Prep ()
with the planar Laplace likelihood as described in at-
tack LE above.

4 EXPERIMENTS

We now evaluate an adversary’s attack success using
the nine different attacks described above.

4.1 Data Sets

For our evaluation we use two large population-wide
mobility data sets that can be linked to sociodemo-
graphic and temporal features of the data producers.

ASTRA: We create synthetic mobility data with
the ASTRA data generation tool (Schneider et al.,
2026)) in the region of New York City, USA for 10,000
artificial users. This approach creates POI trajectories
by translating travel diaries of real persons into geo-
graphical traces. We use the Multinational Time Use
Study (MTUS) (Fisher et al., 2022; |Gershuny et al.,
2020) data set for the USA between January 2003
and December 2019 as the travel diary data basis.
Each POI trajectory comprises a user’s daily history
of POIs along with each POI’'s GPS location, consist-
ing of latitude and longitude, and the timestamp of the
visit. Based on the timestamp, we derive the season
and the weekday of the visit.

Within this data set, the user’s sociodemographic
features are known. These include basic demographic
features (age, sex, and citizenship), the user’s educa-
tional and financial background (education level, em-
ployment status, working time, income, retired, and
student), details about the user’s private life (number



of children, age of youngest child, and single parent-
ing), and information about the user’s living situation
(urban living, and house ownership).

The age and sex of the synthesized users corre-
sponds to the true distribution of these attributes in
the selected simulation region, obtained from cen-
sus data. Their sociodemographic background is ran-
domly drawn from real persons with matching age
and sex in the MTUS data set. We use a comparatively
strict setting for data synthesis that focuses on the se-
mantic accuracy of the created data. This means, we
use a semantic similarity score weight of o = 0.9 and
a minimum similarity score threshold of T, = 0.8.

The data generation in ASTRA is based on an
automated semantic mapping of activity descriptions
from the input data set to POI descriptions in the sim-
ulation area. We replace this mapping approach with
a fixed mapping that was created using a Large Lan-
guage Modeﬂ and manual adaptations to be more re-
alistic. After data generation, we filter out samples
where the semantic mapping is erroneous. This can
happen, if during data generation no suitable POIs
were found due to spatiotemporal constraints. After
pre-processing, the data set contains 55,650 locations
from 7,822 users with 1 to 20 locations per user.

NCVR: The North Carolina Voter Registration
(NCVR) data set (Christen, 2014) contains the home
addresses and a set of sociodemographic attributes of
registered voters in the US state of North Carolina.
We first select a subset from NCVR based on a snap-
shot from August 2025, covering the city of Charlotte
that represents an urban area. We then select a sec-
ond subset from NCVR based on a snapshot from July
2024 that contains persons from zip code 27893 that
is considered rural. We geocode all home addresses
to obtain their GPS coordinates using Nominatirrﬂ
We use the demographic attributes age, sex, race, and
ethnicity. The data set contains 310,202 locations in
Charlotte and 20,520 locations in the rural zip code,
which each correspond to one user.

4.2 Experimental Setup

We configure the attacks and evaluation as follows:

Privacy Protection: We employ two privacy
mechanisms. First, as described in Section 2.2} we
obfuscate the true locations of users with the planar
Laplace mechanism (Andrés et al., 2013) to achieve -
geo-indistinguishability using different privacy bud-
gets €. Second, we apply a generalization on the de-
mographic and temporal attributes D and T of the

OpenAl, ChatGPT (GPT-5.2), lttps:/chat.openai.com
Zhttps:/mominatim.org

users using three increasingly tight generalization lev-
els. For more details of how we derive the relevant
privacy parameters, € and g, see Section .4}

Attack Parameters: To be able to compare the at-
tack success for the different attacks and over regions
with different population density, we use the same at-
tack settings for all evaluations. We assume that for
a wide range of applications an obfuscation distance
of 5,000 m is the maximum value, that a user with
strict privacy requirements would choose. We thus
set Fmax = 5,000m accordingly. In many applications,
an € < 1 is considered to provide sufficient privacy,
but often more relaxed values are used in practic
Therefore, we set €, = 5.

We pre-evaluate which values of € and g are re-
quired for a comprehensive evaluation in Section
Attacks that rely on an estimation of the attack circle’s
radius 7401 use the cumulative probability distribu-
tion of the Laplace function and the privacy budget €
to numerically calculate the radius at which 90% of
obfuscations are located at most at this distance. The
value is rounded to the next power of ten and a buffer
of 20% is added. For example, a privacy budget of
€ =0.001 leads to ryack = 5,000m, € = 0.01 leads to
Fatack = S00m, and so on.

Semantic Background Knowledge: For attacks
that use a generic or a user-specific mobility profile
(attacks PM, PMD, LE-PM, and LE-PMD), we cal-
culate a probability distribution Pry,, () based on the
MTUS (Fisher et al., 2022} |Gershuny et al., 2020)
data set. This data set also functions as the source
for ASTRA. It contains the daily activities of real per-
sons along with the timestamps and their sociodemo-
graphic attributes.

We query the POIs P in R using OpenStreetMa[ﬂ
(OSM). We consider only POIs, where people typi-
cally spend their time and select POIs belonging to a
subcategory of one of the OSM tags amenity, build-
ing, office, shop, tourism, leisure, and sport. We cre-
ate a fixed mapping from the label of each POI p € P
to the three most likely activities to be executed at this
POI. For example, a POI library will be assigned to
the activities read, regular schooling and education,
and homework.

For each POI and its assigned activities their
frequency of occurrence in the MTUS data set is
summed and transformed into a likelihood, evenly
spread over all POIs with the same label in the attack
circle. If a user-specific mobility pattern is required,
the data set is additionally filtered for persons match-
ing the attacked person’s sociodemographic features.

3https://desfontain.es/blog/
real-world-differential-privacy.html
“https://www.openstreetmap.org
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4.3 Evaluation Metrics

The success of an attack is commonly evaluated us-
ing the adversary’s expected estimation error (Shokri
et al., 2011; Wagner and Eckhoff, 2018). This metric
evaluates the incorrectness of the adversary in identi-
fying the true location x by calculating the Euclidean
distance d(-) between the adversary’s predicted loca-
tion x* and the true location x. It is calculated over the
posterior probability of the adversary’s predictions x*
given the observation x':

erre(x*x') = ZPr(x* |x)d (x* —x). (6)

In the case that the adversary makes only one guess,
this metric can be simplified to the estimation error:

errg(x*) =d(x* —x) (7

The estimation error is a good indicator of the
uncertainty of the adversary. However, the impact
onto a user’s privacy is particularly high when their
true location can be pin-pointed, and even more if
the semantic meaning can be identified correctly, in-
dicating what the user was doing. We therefore addi-
tionally measure the percentage incorrectly classified,
err. (Wagner and Eckhoff, 2018]), which indicates the
ratio of incorrect predictions over all predictions:

C Lk
erre = 17k ) (e~ x') (8)
Zx*

where ~€ yields 1 if a prediction x* is considered a
correct match for x with regards to a certain condi-
tion ¢, or 0 otherwise. We define a prediction to be a
correct match with regards to the location (¢ = loc),
if the distance between the predicted location x* and
the true location x is less than 10 m or the true POI’s
geometry o contains x*:

x ~ Xt = (d(x,x*) < 10m)V (x* Co)  (9)

We define a prediction to be correct with regards to
the POI (¢ = poi), if additionally the true POI’s label
I, is correctly predicted:

XA = (A (== ). (10)

Here, ~Po requires an exact match for all POI
labels except labels dormitory, apartments, residen-
tial, detached, semidetached house, house, terrace,
yes (referring to an unspecified building), or apart-
ment, which are allowed to be used interchangeably
as they all refer to a home POI where people live. In
the case that the adversary cannot make a guess, for
example because no suitable POI was found, the pre-
diction is excluded from the metric calculations.

Incorrectly classified POls (Subset)

—— g=2

Incorrectly classified POIs [%]
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Figure 4: Percentage incorrectly classified POIs, err;, for

varying privacy budgets € and generalization level g = 2.
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Figure 5: Percentage incorrectly classified POIs, errp,;, for
the chosen privacy budgets € and different generalization
levels g.

4.4 Relevant Privacy Parameters

To find significant privacy parameter values for the
obfuscation and generalization for the considered use
case, we estimate them as follows. For both data sets,
we sample a subset of locations that are located in a
smaller subregion of 20x20 km containing both urban
and rural areas. These subsets contain 16,268 loca-
tions for ASTRA and 44,092 locations for NCVR.

Privacy Budget €: We define a search range of
€ € [0.001,10] and fix the generalization level at the
coarsest resolution (g = 2, described in the next sec-
tion). As described in Section B.2] we estimate for
each € a suitable attack radius 7 4. We then run at-
tack (LE-PMD) using all available demographic fea-
tures and measure the attack success based on the av-
erage percentage of incorrectly classified POIs, err ;.
We fit a logistic curve to the data and calculate the
inflection point. This point indicates the region of
highest uncertainty and is chosen as the next €. The
process is repeated until the inflection point is stable
within a small range.

Figure 4| shows the percentage of incorrectly
classified POlIs, erry,;, for the tested range of
values of €  Based on this evaluation we se-
lect the following values of & for our experi-
ments: e € {0.001,0.005,0.01,0.05,0.1,0.5,1}



Table 2: Top features by lowest percentage of incorrectly classified POISs, errpo;.

Privacy Budget € | Top features ASTRA Top features NCVR

0.001 number of children (99.74%), single parenting (99.73%) race (99.97%)

0.005 single parenting (97.63%), citizenship (97.6%) ethnicity (99.68%)

0.01 income (94.7%), age (94.67%), season (94.63%) ethnicity (98.88%)

student (74.7%), working time (74.18%), weekend (73.75%),

0.05 number of children (73.5gS%), income (73.49%) age (85.74%)

0.1 student (58.72%), weekend (58.24%) ethnicity (64.38%)

0.5 weekend (22.82%) ethnicity (2.77%)

1 age (13.16%) age (0.4%)
leading to an estimated obfuscation distance of age 1l ] ] 1.0
r € {5,000m, 1,000m,500m, 100m,50m, 10m, Sm}. R -

Generalization Level g: To understand the im- educa{::;\k\)eyv:dlz - [ | °?
pact of the generalization level on the attack success, o come - ] 06
we evaluate for each €, derived in the previous step, e chider .
the percentage of incorrectly classified POIs, errp,;, retired = . 04
on the sample subset for three generalization levels single parerting | -

g € {0,1,2}. Higher generalization levels indicate e ucent - -0.2
increasing levels of privacy protection. For exam- urban INing - |

ple, the value of the attribute age is transformed into F R ;»E -0.0
one of 20 (g = 0), six (g = 1), or three (g = 2) non- s g%é%g %gg %gé%
overlapping intervals. The weekday (1 to 7, g = 0) § 5 § g £°

is reduced to weekend status (g € {1,2}), the season
(spring to winter, g = 0) becomes indoor or outdoor
season (g € {1,2}), and so on.

Fi gureE]shows errpo; for each generalization level
g. As expected, a coarser generalization (higher gen-
eralization levels ¢ = 1 and g = 2) increases the pri-
vacy protection (compared to g = 0) due to the re-
duction of information. To create a baseline for at-
tacks using such demographic knowledge, we select
the coarsest generalization level of g = 2 for all fur-
ther evaluations.

4.5 Relevant Demographic Features

The goal of this pre-analysis is to identify the most
significant demographic features to be used in attacks
PMD and LE-PMD for each data set. We first care-
fully eliminate attributes that show a high correlation
with other attributes. Second, we employ a forward
feature selection approach, to identify the minimal set
of attributes, yielding the lowest errpy;.

Based on the full data sets, we first calculate
the correlation between each of the demographic at-
tributes. Figure [6] shows the correlation matrix for
ASTRA’s demographic attributes. Due to a high cor-
relation with the features employed, retired and age,
we eliminate the feature working time from further
analysis. We further eliminate age of youngest child
because of its high correlation with number of chil-

single parenting

Figure 6: Absolute correlation of demographic features in
ASTRA, thresholded by values of at least 0.2.

dren. For NCVR, there are no such high correlations
between the attributes to be observed.

In the second step, we run the forward feature se-
lection for each of the relevant privacy budgets €, us-
ing generalization level g = 2, as we described in Sec-
tion £.4] First, we run attack LE-PMD with back-
ground knowledge comprising only one attribute. For
the setting that yields the lowest err,;, the attack is
repeated with the respective attribute plus a second
attribute. We continue this process until the attack
success cannot be improved further by adding more
attributes. Table [2| shows the top scoring features for
the different privacy budgets € for both data sets. For
further analyses, we select those features that appear
the most often in the top two for the different values
of € {weekend, student, age, single parenting} for
ASTRA and {ethnicity} for NCVR.

5 EXPERIMENTAL RESULTS

In this section, we compare the success of the nine
different attack strategies to understand which charac-
teristics of an attack and of the data pose the highest
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Figure 7: Error metrics across attack models for increasing privacy budgets €.

privacy risk for individuals. Figure [/|shows the esti-
mation error and the percentage of incorrectly classi-
fied locations and POIs for both data sets across the
different attacks for increasing privacy budgets €.

5.1 Impact of Privacy Knowledge

We first analyze the impact of the privacy knowl-
edge on the attack success in both data sets. As ex-
pected, attack NNV, which serves as a random baseline
without any background knowledge, produces one of
the highest estimation errors over all attacks. Addi-
tional knowledge of the privacy mechanism, as used
in attack L, can in most cases not improve the attack
success. However, if the privacy budget € is known,
as in attack LE, the adversary can significantly im-
prove the estimation error for € > 0.001. This is to
be expected, because the knowledge of € allows the
adversary to make an accurate estimation of the ob-
fuscation distance and they can adjust the attack ra-
dius accordingly. Similarly, the estimation error for
attacks P, PM, and PMD, relying solely on seman-
tic background knowledge, can be significantly im-
proved when the privacy budget € is known in attacks
LE-P, LE-PM, and LE-PMD.

Knowing €, however, cannot significantly reduce
the percentage of incorrectly classified locations and
POIs in attacks without semantic knowledge, indicat-
ing that an adversary is guessing in the correct area
but still cannot identify the correct location. Over-
all, the privacy parameter has an important influence
on the attack success and on the privacy of the user.

While the results indicate that the disclosure of the
used privacy mechanism does not increase the privacy
risk for the user, the privacy budget should not be dis-
closed in cases where the Laplace mechanism is used
to achieve geo-indistinguishability.

5.2 Impact of Semantic Knowledge

Next, we explore whether semantic background in-
formation is useful for an adversary to increase their
attack success. Comparing the estimation error of
attacks P, PM, and PMD, which use only semantic
knowledge, with the random baseline NV, a significant
improvement can be observed for each attack. Attack
PMD shows the smallest improvement of all three at-
tacks for ASTRA, while for NCVR it is similar to
the baseline. Also, the improvement is not as large
as when the privacy budget € is known as in attacks
LE-P, LE-PM, and LE-PMD. This indicates that se-
mantic knowledge can be better leveraged when the
obfuscation distance is well estimated and the adver-
sary is searching in the correct area.

Attacks PM and LE-PM, which consider typi-
cal mobility patterns of persons, can only slightly
improve the estimation error compared to randomly
picking any POI in the attack circle, as implemented
by attacks P and LE-P. The percentage of incorrectly
classified locations and POIs, however, shows a larger
improvement. This indicates that the prediction of
POIs is more precise when the adversary is exploit-
ing mobility patterns. Because semantic information
of POI maps and mobility patterns of persons can be
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Figure 8: errp, per demographic group, attack model,
and POI label, where errp,; < 50% for at least 100 occur-
rences (€ = 0.1). Demographic groups are encoded as S/NS
(Student/Non-student) - P/NP (Single parent/No single par-
ent) - W/WE (Weekday/Weekend).

freely obtained by anyone, an assessment of the pri-
vacy risk involved in sharing location data in LBS-
applications should therefore always take into account
such information.

Opposed to our expectation, attacks PMD and
LE-PMD, incorporating user-specific mobility pat-
terns cannot further improve the results for any of the
three metrics compared to using a generic mobility
profile as done by attacks PM and LE-PM. For attack
PMD the success is even worse. However, the success
can be elevated for certain demographic groups using
this attack, as we describe in Section 5.4}

5.3 Impact of Combined Knowledge

When combining both privacy and semantic back-
ground knowledge in attacks LE-P, LE-PM, and
LE-PMD, it is not surprising that the highest attack
success can be achieved for all three metrics. In par-
ticular, the percentage of incorrectly classified loca-
tions and POIs are significantly reduced down to er-
ror rates close to 0% for the three attacks. The effect
is more prominent for privacy budgets of € > 0.01.
This indicates, that synergy effects appear when both
semantic and privacy knowledge are available for an
attack.

5.4 TImpact of Demographic Features
and POI Label

While attacks PMD and LE-PMD cannot generally
improve the error metrics, there can be a variation
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Figure 9: Ratio of top ten POI labels in ASTRA.
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Figure 10: Re-identification likelihood exposed by home
locations using attack LE-PMD.

between individual demographic groups or for cer-
tain POI labels. We thus analyze the privacy risk
for such groups as follows. Based on the significant
demographic features for ASTRA (see Section [.3),
student, single parenting, and weekend, we create
groups from each combination (for better readability,
we leave out age). We aggregate the results per de-
mographic group, attack model, and POI label, and
filter out combinations that have less than 100 occur-
rences and an average err,,; < 50%. Figure @ shows
the results for € = 0.1 in the ASTRA data set.

Only the five attacks with the most back-
ground knowledge (PM, PMD, LE-P, LE-PM, and
LE-PMD) display significant results. The figure in-
dicates that different home locations (which we sum-
marized as apartments), can be identified well among
all demographic groups. However, this is also the
POI label that occurs with 60% the most often in
the ASTRA data set (see Figure [9). This POI type
is especially sensitive as it might re-identify a user
when their home location becomes known. The re-
identification risk from such POIs through attack LE-
PMD can be substantial, if € is not chosen carefully.
Figure [T0] shows the ratio of re-identified home loca-
tions, which is calculated as the percentage of cor-
rectly classified POIs, (1 — errp,;) (based only on
home-related locations), and weighted by the ratio of
successful predictions over these POIs.

Hotels and motels are also well identified, even
though their ratio of samples is small. This could
be caused by such POIs being rare and thus easier to
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Figure 11: erry,; per population density for ASTRA and NCVR for attacks over all privacy budgets €.

identify. The same is true for offices and commercial
places where persons work. This risk is mainly in-
curring for users from the non-student group, which
is largely comprised of workers. For students (which
includes pupils) there is an increased risk on week-
days that educational institutions, such as universities
or schools, are identified by an attack.

Note that these results are underlying the given
distribution of demographic attributes and POI labels
in the ASTRA data set and our mapping approach, as
we described in Section[£2]

5.5 Impact of Population Density

To analyze the impact of the population density on
the attack success, we divide the geographical space
R into square cells of 1,000m cell width and assign
each grid cell a label, based on the number of inhab-
itants per square kilometer as follows: urban (more
than 1,500), rural (less than 300), or mixed (else).
Figure shows errp,; per population density for
ASTRA and NCVR for attack LE-PMD over all pri-
vacy budgets €. The lowest error rates can be observed
for rural areas, while locations in urban areas are the
hardest to reconstruct. This is to be expected, because
the density of POlIs is higher in urban areas, increas-
ing the number of potential POIs to choose as pre-
diction. The impact is more significant for increasing
values of € up to € =0.1.

6 DISCUSSION

We now discuss the key findings of our work, its lim-
itations and future work.

6.1 Key Findings

In our experimental evaluation we investigated poten-
tial privacy leaks through context linking attacks in
an LBS scenario. We further studied the impact that

different levels of background knowledge can have
onto the success of localization attacks. Our results
indicate that an adversary with sufficient background
knowledge can in fact reconstruct a user’s true loca-
tion from an obfuscated one, and even find out their
semantic meaning. The highest attack success can be
achieved when knowledge of the privacy mechanism
(and in particular the privacy parameter €) is com-
bined with semantic knowledge. Semantic informa-
tion, such as POIs, have a high influence on the results
because they significantly limit the possible locations
that a user can be at. Without a rough estimate, how-
ever, of the obfuscation distance, the attack success is
not as significant.

Against our expectation, an adversary who ex-
ploits a user’s demographic features cannot increase
their attack success in every case. However, for dis-
tinct demographic groups, such as students, the pri-
vacy risk can be higher as their whereabouts are more
predictable. Confirming our expectation, locations in
rural areas are more likely to be reconstructed than in
urban areas.

These results need to be taken into account
when designing new location privacy-preserving
mechanisms. While related works integrate such
background knowledge in their protection schemes,
they require a structured approach considering such
knowledge depending on its influence on privacy
leaks. Our work is an initial step towards such a struc-
tured analysis of background knowledge. Users of
LBS or similar services need to be aware of whether
they belong to a risk group, which can increase their
risk of privacy leakage.

6.2 Limitations and Future Work

Our analysis provides first indications as to which
types of background knowledge carry the highest pri-
vacy risk, but has certain limitations. While our AS-
TRA data set (Schneider et al., 2026) is real-world
based, it might be limited with regards to the demo-




graphic and POI variety and is underlying assump-
tions in the data generation process. Our results on the
ASTRA data set are backed by the real-world NCVR
data set (Christen, 2014), which is however limited to
only home-related POIs. The generalizability of our
results can thus be affected to over- or underestimate
the risk for certain demographic groups and POIs to
be identified. Future work should re-evaluate our find-
ings using large real-world data sets with greater geo-
graphical and semantic diversity.

While our risk analysis focuses specifically on
the Laplace mechanism, other DP-based protection
mechanisms remain to be investigated. Future work
should further investigate the privacy risk under more
elaborate attack approaches. For example, in an im-
proved attack, an adversary can consider typical POI
visit patterns and compare them to the actual POI dis-
tribution around the observed user location. Because
urban morphology is very unique, this approach can
help to pinpoint more likely areas for a user to be
in (Cao et al., 2018). Advanced attacks should further
leverage the capabilities of deep learning techniques
to better model the mobility patterns in large training
data sets (Buchholz et al., 2022).

While in our work we assume that a user is send-
ing a single request to the LBS, further studies should
investigate the privacy risk from repeated requests.
This might allow the adversary to estimate a more
specific mobility pattern for a single user. Because
such data points are often correlated (for example,
when sharing trajectory data), the adversary might be
able to acquire a more accurate probability distribu-
tion, indicating where a user is present at a given time.

6.3 KEthical Considerations

For our experiments, we stored and processed all
datasets exclusively on local devices and secured net-
works to meet ethical requirements. We explicitly did
not attempt to re-identify any individuals or vulnera-
ble groups in the datasets. Furthermore, we disclose
only aggregate statistical performance measures and
do not release any individual-level or raw data. Con-
sequently, all experiments were conducted in compli-
ance with institutional and legal requirements.

7 CONCLUSION

In this work, we examined whether differentially pri-
vate locations of individuals can be reconstructed via
context linking attacks and which type of background
knowledge causes the highest privacy leak. Our re-
sults show that a successful reconstruction is in fact

possible with almost 50% of correctly guessed POIs
for a privacy budget of € = 0.1, which relates to an
obfuscation of about 50m. In particular, semantic
background information about POIs and mobility pat-
terns of humans significantly increase the privacy risk
caused by such attacks, especially when combined
with knowledge about the chosen parameters of the
privacy mechanism.

Our work highlights which pieces of adversarial
knowledge should be taken into account the most
when devising semantic-aware location protection
mechanisms and thus contributes to an effective pro-
tection of human mobility data. While our work pro-
vides initial findings, future work should investigate
in more depths different types of background knowl-
edge, more fine-granular demographic features and
more advanced attack approaches, using real-world
data sets with larger demographic variety.
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