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Abstract

Personal data is collected and stored by many organizations, and this data is highly
valuable for analyses in domains such as health research or fraud detection. In many cases,
the data of multiple organizations has to be combined because no single data provider
holds a sufficiently large number of samples to support statistically reliable conclusions
or because the relevant pieces of information are under distinct data ownership.
Linking records from different sources requires a common global identifier, but such

identifiers are rarely available. Therefore, records are compared and classified pairwise
based on quasi-identifying attributes, such as first name, last name or date of birth, to
assign common global IDs to records corresponding to the same real-world entity.

Data linkages may potentially harm the privacy of individuals by combining informa-
tion that can be used against their interests. As a consequence, they are subject to many
legal and organizational constraints. In most cases, the identifying information is not
needed for the actual data analysis but only for the matching. Privacy-preserving record
linkage (PPRL) methods are a promising approach to conduct such linkages without
sharing identifying plaintext information between the data owners or to a third party,
thereby following the data minimization principle and reducing the privacy risk. The
data owners encode the identifying data and the matching is conducted on the encoded
data only.
A variety of encoding techniques have been proposed, mostly employing similarity-

preserving but irreversible transformations, thereby enabling fuzzy matching to achieve
a higher linkage quality in the presence of minor discrepancies between duplicates. An
attribute-level application of such encodings preserves the frequency distribution of
values, which allows an adversary to recover plaintext values, e.g., by matching the most
common encoded item to the most common real-world attribute. Record-level encodings
are a recommended approach to reduce the risk of reidentification attacks but impose
considerable limitations on the linkage algorithm. In this thesis, we focus on this encoding
scheme and study its impact on the linkage outcome. We propose methods for improving
the robustness and quality of the PPRL results in order to foster its consideration as a
privacy-by-default alternative to conventional record linkage.

PPRL algorithms are typically applied to linkage problems where personal identifying
attributes are used for comparison. Naturally, such datasets from real-world databases are
rarely publicly available, which is why research results in this domain are often reported
for a few datasets only. Therefore, we investigate the robustness of PPRL methods
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with record-level encodings. To this end, we designed a modular evaluation framework
that includes components for dataset creation, linkage execution, and subsequent result
analysis. The approach supports comprehensive studies of different linkage strategies
across a broad range of datasets including both curated subsets of existing real-world
data and synthetically constructed linkage scenarios that reflect varying levels of data
quality. For the majority of the evaluated scenarios, baseline PPRL methods lag behind a
state-of-the-art deep learning entity resolution system that depends on the existence of
labeled training data though.
Assigning weights to attributes is a fundamental component of most record linkage

algorithms. Several encoding schemes have been introduced to embed these weights into
record-level representations. However, a detailed investigation on how these weights
influence the results in the PPRL context is missing. We propose and evaluate adaptive
weighting strategies for record-level encodings with the goal of enhancing the robustness
and overall quality of PPRL outcomes. Our findings indicate that this rather small
modification in the encoding process leads to an improved and more robust linkage
quality despite the potentially adverse effects arising from using inconsistent encoding
parameters at the data owners.

Fine-tuning record linkage methods for high-quality outcomes requires training data
that contains information about confirmed matches and non-matches. To address this,
we propose a linkage protocol that allows labeling of record pairs in a multi-layer clerical
review procedure, in which more information is gradually disclosed if needed. Only a
fraction of the uncertain pairs has to be reviewed manually by a (human) oracle using
masked display of selected attributes. The majority of labeling is done automatically using
hardened attribute-level encodings based on a model trained in active learning cycles built
upon the manual reviews. While adding complexity to the otherwise straightforward
linkage protocol, the approach not only leads to improved linkage quality but also allows
to control the linkage outcome with respect to the balance of false and missed matches
and to increase the reliability of the otherwise unverified results.
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1
Introduction

1.1 Motivation

In today’s mostly digital world, nearly everybody is part of data collections by different
organizations. Governments and their administrations need to manage tax and social
benefit payments of their citizens. Companies process data of their customers to provide
their services. Health care providers store and process medical information of patients to
enable proper treatment. While many use cases are possible based on the data within a
single organization, this does not generally hold true. State administrations need to gather
data from multiple federal institutions, e.g., to prohibit multiple claims of financial aids.
Companies want to verify the financial credibility of potential customers by querying a
credit score database. Health care providers exchange medical information of patients
with each other to avoid unnecessary examinations and with health insurances to ensure
payment. Researchers often rely on datasets that comprise information from several
domains, such as medical records along with data on living and working situation. Some
organizations, in particular Big Tech companies, may have such a large user base and
integration in multiple areas of peoples lives that they can conduct such analysis within
their realm. However, they are not obliged to do so or share the results as it may not be
in their strategic and financial interest.
In general though, such use cases require the integration of data originating from

multiple organizations [17]. Health researchers in particular need data from multiple
health care providers because the individual sources do not provide enough samples
(patients) for statistically reliable analytical conclusions. They also need data from
multiple sources when the required data items of patients are available only at distinct
institutions, e.g., a general health care provider and a specific disease registry.
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CHAPTER 1. INTRODUCTION

This thesis focuses on such use cases where data of individuals from multiple sources
(or data owners) is combined. For that, it is essential to assign a globally unique identifier
to source-specific records that correspond to the same real-world entity. Consequently,
this task is referred to as entity resolution or record linkage. In a straightforward approach,
the data owners share their respective datasets with a trusted institution, called linkage
unit, which determines pairs or groups of records considered a match that are assigned
a common global ID. Using these identifiers the respective data of matching entities
can be combined or duplicates can be excluded. This linkage is rather trivial if the
data sources already contain uniquely identifying attributes for each record such as a
social security number (SSN). In most cases, such information is either not (or only for
some records) available, or it is not usable due to regulatory restrictions. Therefore, the
classification of record pairs asmatch or non-match typically relies on comparing suitable
quasi-identifying attributes, e.g., names, date of birth, and address.
Data integration can potentially harm the privacy of individuals by processing infor-

mation that can be used against their interest, like revealing a stigmatized disease. Thus,
the conduction of such a linkage is subject of many legal and organizational constraints
which aim to reduce the privacy risk [20, 91, 101]. Privacy-preserving record linkage (PPRL)
addresses this challenge and allows to compare and classify records pairs without sharing
sensitive plaintext information between the data owners or a third party. It has been
an active research subject for the last decades [50, 148]. To protect the identities of the
records, the quasi-identifying attributes are encoded before being sent to the linkage unit
which performs the linkage on the encoded data only. A variety of encoding techniques
have been proposed [20]. They mostly employ a similarity-preserving but irreversible
transformation allowing fuzzy matching to achieve a higher linkage quality in the pres-
ence of minor discrepancies between duplicates. Beyond these perturbation-based PPRL
techniques, secure multiparty computation (SMPC) methods have been employed for this
purpose, offering a higher degree of data protection at the cost of substantially increased
computational overhead.

In many cases a consent of the affected persons is required [65]. This consent can also
comprise allowance of linkage on plaintext. Studies on the attitude towards secondary
research on patient data show that privacy concerns are among the most influential
factors [1, 96, 118]. It is therefore reasonable to assume that the application of privacy-
preserving computation techniques can enhance acceptance, even in situations where
they are not strictly necessary. Especially when sensitive (health-related) information is
involved, individuals are more likely to approve of its use if their privacy is protected
during the linkage process.
Furthermore, there are data protection regulations in place that manifest individuals’

fundamental right to privacy. Article 5(1)(c) of the General Data Protection Regulation
(GDPR) of the European Union states [35]:

2



1.1. MOTIVATION

Article 5 — Principles relating to processing of personal data

1. Personal data shall be:
(c) adequate, relevant and limited to what is necessary in relation to the

purposes for which they are processed (‘data minimisation’);

In the context of data linkage, this data minimization principle can be interpreted
as follows: If identifying plaintext attributes are not necessary for the purpose of the
processing (in this case, record linkage), they should not be used. Therefore, privacy-
preserving and privacy-enhancing techniques should always be prioritized. There is a
caveat though: if PPRL is unable to reach the level of linkage quality necessary for the
intended use of the data or considered a disproportionate effort, it can be argued that it
does not fall under this regulation.
The most commonly employed perturbation-based PPRL method using record-level

Bloom filter encodings is very simple when compared to the plethora of methods available
in conventional record linkage [20, 99]. All attributes of a record are hashed into a single
joint Bloom filter, that is compared to another Bloom filter representing a match candidate.
Pairs are classified based on the similarity score using a threshold. This approach is
sensitive in particular to the chosen threshold, the attributes includedwith their respective
weights, and the quality of the underlying data.

Data custodians may have concerns against PPRL due to privacy attacks and the
potentially lower linkage quality. The former are possible in particular when similarity-
preserving encodings are used that share exploitable frequency patterns with the un-
derlying plaintext [154]. Hence, there is an inherent possibility of successfully aligning
input and output values for reidentification attacks on perturbation-based methods, i.e.,
utilizing Bloom filter encodings. These PPRL approaches do not provide formal security
guarantees, but increase the effort required to carry out attacks and lower the likelihood
of success, making it less appealing for malicious adversaries or curious data custodians
to peek into the plain data. SMPC techniques reduce this risk even further, but they
generally require efforts that may be seen as disproportionate to the benefits.

In addition to demonstrating resistance against attacks, PPRL methods need to achieve
high linkage quality as errors can lead to distortions in the integrated data and con-
sequently to incorrect analytical conclusions. The result of a record linkage process
– conventional or privacy-preserving – contains errors in all non-trivial applications,
because certain potential duplicates are difficult to assess. Some true matches are missed,
for example when attributes differ greatly or have been replaced, and some false links be-
tween non-matching records occur, for example due to agreement on frequent attributes.

The focus of this work is to enhance the linkage quality of PPRL while still providing
a high level of privacy protection. In the following, we outline the primary objectives
addressed by this thesis.

3



CHAPTER 1. INTRODUCTION

Robustness To ensure high linkage quality in real-world applications with unknown
and varying dataset characteristics, the linkage method should be capable of delivering
such results across a wide range of (benchmark) datasets. Two possible approaches come
to mind: The linkage method can be designed to recognize and appropriately handle
various kinds of discrepancies between duplicates, for instance transposed attributes and
typographical mistakes. However, in the PPRL context that typically implies a lower level
of privacy protection, i.e., by using attribute-level encodings, to support such flexible
matching strategies.

Alternatively, one could employ an adaptive linkage protocol in which the parameters
of the encoding are determined by the actual composition of the given dataset. For
example, if the records are automatically integrated at the data owners from a reliable
source, such as an electronic health card, matching records may be from different points
in time. In this scenario, typographical errors are not to be expected, but changes in
address and possibly the last name. The encoding technique could then be tailored to
tolerate these types of differences.

Transparency Typically, record linkage is merely one link in the processing chain of
a data integration task. Any errors and uncertainties at this stage should be made visible
to the downstream components, for example, so that less certain links receive a lower
weight in subsequent analyses. If confidence scores are included in the linkage results,
the users can determine whether they would rather risk accepting false links and missing
true matches, or the other way around. Including a description of the datasets in the
linkage report is regarded as good practice, as it enables readers to evaluate how difficult
the linkage task is and, consequently, what level of linkage quality can be expected [87].
Transparency is also important in the evaluation of linkage algorithms. Typically,

quality measures are reported for benchmark datasets that comprise a variety of errors.
Data custodians cannot assess whether can expect comparable quality for their own
linkage problem when it differs in terms of available attributes, patterns of missing data,
and other characteristics. The evaluation should provide fine-grained insights into the
performance of a linkage method, allowing to examine strengths and weaknesses related
to specific error types or other dataset characteristics.

Reliability Instead of enforcing a binary decision as match or non-match, one can
also introduce a third class for uncertain links. A manual human-based clerical review
of these links can help to resolve the ambiguities. For example, a record pair with a
different address, but same name and date of birth is likely a match whereas a record
pair with several small but meaningful differences across multiple attributes would be
labeled as a non-match by a human. However, when the classification model cannot
determine whether the observed differences stem from one or several attributes – as
it is the case with record-level encodings – this can lead to misclassifications. In the
PPRL context, conducting a clerical review that requires displaying plaintext attributes to

4



1.2. SCIENTIFIC CONTRIBUTIONS

human oracles is generally not feasible [20]. In consequence, there is a need for research
on privacy-preserving techniques for classifying uncertain record pairs, enabling reliable
and high-quality linkage results.

Control The privacy-utility tradeoff principle [81] applies to PPRL as well. A higher
level of protection against cryptanalysis usually leads to lower linkage quality, because
the methods used to obfuscate exploitable patterns in the encoded data also make it more
difficult to reliably distinguish patterns that characterize a match from those that denote
a non-match. The linkage method cannot be optimal with regard to both aspects. It
depends on the intended use case which linkage quality is considered good or sufficient.
Therefore, it is desirable to employ adaptive linkage protocols that provide a high level
of protection in general, but can be adjusted as needed to reach the desired level of
confidence in the outcome.

1.2 Scientific Contributions

In this section, we outline the scientific contributions made in this thesis.

Evaluation framework for PPRL

To support the objectives of robustness and transparency, amodular evaluation framework
for PPRL was developed. It includes components for dataset creation, linkage execution,
and subsequent result analysis. The approach enables comprehensive assessment of PPRL
strategies across a broad range of datasets including both curated subsets of existing real-
world data and synthetically constructed linkage scenarios that reflect varying levels of
data quality. Natural or intentionally induced data characteristics are traced throughout
the linkage process to enable analysis of influencing factors on the linkage quality. The
proposed framework is employed to study the robustness of record-level encodings, in
particular with regard to attribute weights. A suite of benchmark linkage problems
with variable composition is created and described, focusing on data characteristics
with particular influence on the parametrization of the linkage algorithm such as value
frequency distributions. The results indicate that the weights have a strong impact on
the linkage quality in most scenarios. This highlights the need for further research on
their application in the PPRL context. The comparison with a state-of-the-art deep-
learning–based plaintext entity resolution system reveals that the PPRL method has
considerable shortcomings. The framework was presented at the 14th International
Workshop on Quality in Databases at the VLDB 2025 and published in the workshop
proceedings [120].
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CHAPTER 1. INTRODUCTION

Value-specific weighting for record-level encodings

Assigning weights to attributes is a fundamental component of most record linkage
algorithms. Although encoding schemata were previously proposed for PPRL to incor-
porate such weights in record-level Bloom filters, the estimation of the weight values
and their impact were not studied in detail. These methods are examined and weight
adaptation approaches based on individual value frequencies were integrated. Key chal-
lenges are that this linkage approach does not support dynamic assignment of weights
during classification, as well as the restricted availability of the frequency distribution
of the datasets. The evaluation on real-world datasets in general shows that frequency-
dependent weighting schemes improve the linkage quality as well as the robustness with
regard to threshold selection. While the CLK-RBF approach [147] is rather tolerant to
weight variations when comparing record pairs, this is not true for RBF encodings [32]
that are composed of attribute-level encodings. Overall, the findings indicate that the
approach leads to an increased linkage quality despite drawbacks due to the inconsistent
encoding parameters. This work was presented at the BTW 2023 and published in the
conference proceedings [122].

Multi-layer linkage protocol with clerical review using

gradual information disclosure

The parametrization of record linkage methods often requires training data with infor-
mation on known matches and non-matches for high quality results. This is particular
true for PPRL approaches that (are restricted to) use a simple threshold for classification.
A linkage protocol which includes acquisition of labeled pairs was proposed using a
multi-layer clerical review process with gradual information disclosure. Only a fraction
of the uncertain pairs is reviewed manually by a (human) oracle using a masked display
of selected attributes. The majority of labeling is done automatically using hardened
attribute-level encodings by utilizing a model trained in active learning cycles based on
the manual reviews. While adding complexity to the otherwise straightforward linkage
protocol, it allows to resolve uncertain match candidates and control the linkage outcome
with respect to the balance of false and missed matches and to gain confidence in the
otherwise unverified results. The approach was presented at the BTW 2025 and published
in the conference proceedings [123]. Furthermore, the work was demonstrated at the
SIGMOD 2025 and published in the companion proceedings [121].

The concepts, implementations, experiments and original manuscripts of these publica-
tions were realized by Florens Rohde. The manuscripts were revised by Florens Rohde
and the respective co-authors. The research process was supervised by Prof. Rahm.
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1.3. STRUCTURE

1.3 Structure

This doctoral thesis is organized as follows:

Chapter 2 provides the required background knowledge on conventional and privacy-
preserving record linkage, including quality and privacy measures. To further
clarify the objectives of this thesis, it also includes descriptions of PPRL use case
scenarios along with their respective requirements.

Chapter 3 introduces the evaluation framework and implementation for studying
PPRL methods which is used throughout this thesis. Furthermore, existing PPRL
approaches are benchmarked with this framework to assess their robustness in
particular with regard to input dataset variations.

Chapter 4 studies methods for adapting important parameters of the encoding phase
of PPRL protocols, namely attribute weights, based on value frequencies. The
proposed scheme is applied to attribute-level and multiple record-level encoding
methods, and it is also tested in constrained settings where only limited information
is available.

Chapter 5 proposes a multi-layer PPRL protocol using masked clerical review with
minimal information disclosure. The labels are incorporated in an active learning
process to reduce the number of reviews while training a classification model for
the majority of uncertain links.

Chapter 6 gives a summary of the contributions of this thesis and outlines directions
for future work.
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2
Background and Related Work

In this chapter, the required background knowledge for the contributions of this dis-
sertation is provided. The general record linkage workflow and its privacy-preserving
counterpart as well as approaches for assessing linkage quality and privacy are described.
Finally, application scenarios for PPRL are outlined.

2.1 Record linkage

The notation R is used for datasets containing all records of a specific linkage problem. In
a scenario involving S sources, Rs denotes a database owned by s so that R = ⋃︁

s∈S Rs.
Each Rs consists of records r which comprise a set of attributes A = {a0, a1, . . . , ai−1},
that contain granular information, e.g., first name, last name or date of birth.
Record linkage refers to the task of identifying records that correspond to the same

real-world entity, such as a specific individual. Unlike deduplication, which aims to detect
duplicates within a single database Rs, record linkage is concerned with finding matching
records across multiple data sources Rs. The term entity resolution is frequently used
interchangeably with record linkage, though occasionally, it serves as an overarching
term encompassing both record linkage and deduplication.
Unique record identifiers would enable a join-like operation. For example, social

security numbers (SSN) and tax identification numbers are very robust identifiers for
individuals. Nevertheless, these attributes are not universally available but specific to
particular domains. As such, their use is legally restricted to specific applications and
processes, at least in certain countries like Germany. The health insurance number
for example is utilized for accounting between health providers and the insurance and
typically cannot be used for other purposes such as secondary research [91]. Even if such
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an unique identifier can be used, it is likely not present across all data sources or in every
record within those sources [97]. For instance, when establishing links across domains
like between a hospital and a corporation or across different companies, these lack both
an SSN and a tax identification number.

Due to these obstacles, records are compared pairwise based on their (quasi-)identifying
attributes, such as first name, last name and date of birth, and classified as match or
non-match. Databases often face data quality issues such as missing or outdated values,
and errors from data collection [17, 107, 110]. The main challenge in record linkage is
detecting duplicates having these issues, which makes exact matching impossible, while
avoiding wrong classifications of similar but distinct records. Thus, in the next section
we explore the data quality challenges to record linkage.

2.1.1 Dataqality issues

Various approaches exist that propose terminology and frameworks to describe data
quality dimensions [3, 68, 155]. Common categories include completeness, correctness,
concordance, plausibility, and timeliness. However, a thorough discussion of these
dimensions is out of scope for this thesis. Thus, we focus on data quality issues that
arise when linking records between heterogeneous systems [17, 110]. Table 2.1 illustrates
some examples of such problems.

First name Last name Date of birth Address Quality issue

Johannes Schulze 12/02/1972 28755 Bremen
Joha m es Schul t ze 12/02/1972 28755 Bremen Minor error (OCR/typo/
Johann a Schulze 12/02/1972 28755 Bremen spelling variation)

Johannes Schulze 02.12. 1972 28755 Bremen Inconsistent format
Schulze Johannes 12/02/1972 28755 Bremen Exchanged attributes
Johannes Schulze 12/02/1972 Missing attributes
Johannes Schulze 12/02/1972 10117 Berlin Attribute replacementJohannes Theuerkauf 12/02/1972 28755 Bremen
Johannes Paul Schulze-Theuerkauf 12/02/1972 28755 Bremen Extended attributes

Table 2.1: Common data quality issues in record pairs: A given record (first row) may suffer from a
variety of possible differences when compared to corresponding records making it challenging
to identify these matches while detecting meaningful differences indicating a non-match.

Minor errors, such as typographical (typo) and optical character recognition (OCR)
mistakes are often introduced during manual entry or automated text recognition. Small
spelling variations may occur in corresponding records, e.g., due to multiple possible
transcriptions from other alphabets like Cyrillic. When attempting to accommodate
match tolerance for these variations, it could also result in incorrect matches with similar
values, such as male and female name variants like Johannes and Johanna.
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2.1. RECORD LINKAGE

Inconsistent formatting frequently arises in systems with differing or missing data
entry standards and database constraints. These problems may also occur within records
of a single system, due to erroneous schema modifications or human mistakes. A common
example is the date format which may differ due to distinct language standards of the
databases to be linked.
Exchanged attributes occur when field values are swapped. A typical example for

exchanged attributes are first and last name which are also known as forename or given
name and surname or family name. While the initial terms implicitly refer to the positions
of the components, the latter better describe the meaning of the components. In some
non-western countries such as Vietnam the family name is written first which can easily
result in such errors.

Missing attributes reflect incomplete records, where some fields are blank. Possible
reasons could be that the value does not exist, e.g., because a person has no middle name,
or that an attribute such as the place of birth is not known to a data owner. This data
completeness problem can lead to missed matches when agreement on a given attribute
would strongly indicate a duplicate, and it can also cause incorrect links when the absent
attribute would, in fact, differ between the records.
Attribute replacements involve one value being substituted with another due to

real-world changes, for example, a change of address when an individual moved or last
name in case of marriage/divorce. This would not be problematic for record linkage if
the sources are updated in a time-synchronous way but this is usually not the case. Data
owners often have record entries for individuals from different points in time, resulting
in such discrepancies.

Extended attributes represent cases where additional information is provided, such
as multiple first names, a full middle name instead of the initial or compound last names.
As one attribute is a substring of the other, it is a rather minor problem for record linkage
methods. However, these data characteristics are again culture-dependent and have to
be treated accordingly. For instance, middle name(s) usage and abbreviation is more
common in US American culture than in Germany.

2.1.2 Linkage process

In this section, we describe the common steps involved in record linkage processes [17],
as illustrated in Figure 2.1 for a scenario with two databases (S = 2).

Preprocessing

First, the databases are preprocessed to facilitate further use in the linkage algorithm,
including schema matching, normalization and deduplication [17].
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Dataset

RA

Dataset

RB

Preprocessing

Preprocessing

Blocking/Indexing Comparison
Classification/

Clustering
Evaluation

Clerical Review

Uncertain links Reviewed links

Figure 2.1: Record linkage workflow for matching two databases with the core steps preprocessing,
blocking/indexing, comparison, classification, evaluation, and potentially clerical review
(adapted from [20]).

Each data source Rs may have its own database schema. Thus, schema matching is a
precondition in many record linkage processes to align the attributes of different sources
for comparison later in the process [110]. As illustrated in Figure 2.2, the databases may
exhibit a single or multiple attribute(s) for the name components as well as different
column names for the same semantic content (date of birth). The database specific
schemata are mapped to common schema for subsequent unified processing.
Data cleaning often comprises imputation of missing values, normalization, e.g., by

replacing special characters such as German umlauts, or by enforcing a common date
format. It should be noted that the selection of data cleaning methods should be carefully
considered as it may also have detrimental effects on the linkage quality by eliminating in-
formation which is meaningful for distinguishing similar but non-matching records [116].

Each source database may contain multiple records for an entity. This could be due to
insufficient data entry constraints which requires internal deduplication. Furthermore,
a data owner may deliberately store multiple representations for known entities from
different subsystems or from record history. Having clean sources without duplicates
enables application of certain post processing methods as discussed below. Nevertheless,
incorporating several distinct representations of a given entity from the same source can
likewise enhance the quality of the linkage. For instance, if RA includes two representa-

 Name  Birth date  Given name  Family name  Date of birth

 Ingrid Mueller  12/03/1961  Ingrid  Müller  03.12.1961

Data Cleaning/Standardization

 First name  Last name  Date of birth  First name  Last name  Date of birth

 INGRID  MUELLER  03.12.1961  INGRID  MUELLER  03.12.1961

Figure 2.2: Example of data normalization for record preprocessing: A combined name field is split into
its components and the source schema is aligned with a standardized schema. The date
format is unified and umlaut characters are replaced.
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2.1. RECORD LINKAGE

tions of the same entity from different years, such as 2020 and 2004, and the data in RB

was collected in 2003, the older record in source A is likely to exhibit greater similarity
to the records in B, thereby simplifying the linkage process.

Blocking and filtering

A performance issue in record linkage is that the pairwise comparison of all records in
the datasets scales poorly. For S = 2, the number of comparisons grows quadratically
with the database sizes. Blocking is a common technique to reduce the number of match
comparisons [16]. The standard blocking approach partitions the records according
to a function on the values of selected fields, returning blocking keys. The similarity
computation is then restricted to pairs of records from the same partition, i.e., records
sharing a common blocking key.
A frequently used approach for plaintext matching is phonetic blocking, e.g., based

on the Soundex encoding [95]. Phonetic encoding functions are typically applied on
name attributes and aim to produce the same output for input values with a similar
pronunciation (even with typographical variations or errors). For instance, the Soundex
value for both names ’Sara’ and ’Sarah’ is S600. Since the first letter of the attribute
value is preserved in the Soundex code, variations at the beginning of a name, e.g., ’Zara’
(Z600) cannot be compensated. Thus, a single blocking key strategy may lead to a
large number of missed matches if they happen to disagree on the selected blocking
criteria. Therefore, it is common to combine multiple blocking strategies, allowing in-
detail comparison if at least one of the blocking keys of records agree. However, this
approach can result in the same pair being compared multiple times, making it necessary
to deduplicate the pair candidates generated by the different blocking strategies.
Figure 2.3 shows an example of standard blocking where two blocking key functions

are used. For pairs to be selected as match candidates, they have to agree on the initials
of first and last names, the year of birth or both.

 PHILIPP WOLF

 18.03.1981

 INGRID MUELLER

 03.12.1961

 PHILINE WOLFF

 18.03.1981

 PHILIP WOLF

 18.03.1982

 HERIBERT KAISER

 03.01.1961

 INGRID MUELLER

 03.12.1961

 PW   PW 

 1961 

 IM   1961 

Figure 2.3: Example of standard blocking using two strategies for key generation: Initials of first and last
name (yellow, orange) and full year of birth (green). This reduces the number of comparisons
from 9 to 4.
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Filtering uses a similarity or distance measure and removes pairs that cannot reach a
predefined threshold, e.g., by employing record features like length or prefix [135]. We
explain metric space filtering briefly in Section 2.3.4. Both approaches, blocking and
filtering, result in a set of match candidate record pairs which are compared in detail for
subsequent classification.

Comparison

The selected record pairs are compared, often separately for each of the corresponding
attributes. A variety of similarity measures for strings and other data types have been
proposed [17, 140], as outlined in Figure 2.4. Common measures to compare names are
edit distance, also known as Levenshtein edit distance, or Jaro-Winkler similarity. For
numeric attributes, it is advisable to rely on numeric comparison methods that measure
numerical distance, rather than on string-based similarity measures.

Besides straightforward attribute-by-attribute comparison, some linkage methods also
make use of exchange groups. These groups contain attributes that may be mistakenly
exchanged, e.g., first and last name, which are compared interchangeably [123].
The comparison phase produces an output similarity vector comprising one or more

features describing the closeness of the record pairs. Typically, the similarity functions
produce normalized values within the interval [0, 1].

Similarity measures

Hybrid Phonetic-Based Numeric-BasedToken-BasedEdit-Based

Jaro

Jaro-Winkler

Levenshtein

Hamming

Dice

Jaccard

Overlap

TF/IDF

Monge-Elkan

Soft TF/IDF

Soundex

Kölner

Phonetic

Dates

Numerical

distance

Figure 2.4: Overview of common similarity measures for record linkage: Edit-based (compare characters),
Token-based (compare words or tokens), Hybrid (combine token and character similarity),
Phonetic-based (compare sounds), and Numeric-based (compare numbers).

Classification

For each record pair, a classification as a match or non-match is done based on its feature
vector. Different approaches for such classification exist, as outlined in this section.
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Rule-based classification Data custodians may implement a set of rules that
describe what are considered match criteria [17]. For example, records may need to fully
agree on at least one of the attribute sets {Social Security Number}, {First name, last name,
date of birth}, {First name, date of birth, full address} to be classified as a match.

Probabilistic classification Classification of two records ra and rb can also be
based on their overall similarity sim(ra, rb) that has to exceed a certain threshold t.
Alternatively, a threshold range at the decision boundary may be implemented to select
uncertain links which are resolved by clerical review.

The record similarity can be calculated as the weighted sum of the normalized similar-
ities of all attributes pairs (ai, bi) [25].

sim(a, b) =
∑︁

wi · sim(ai, bi)∑︁
wi

, (2.1)

A key challenge is the determination of these attribute weights. Fellegi and Sunter pro-
posed a probabilistic record linkage approach based on dynamic weightings of attributes
when comparing records [36]. It is the basis for many record linkage approaches and
is still frequently used and adapted [17, 63, 123]. The method grounds on two aspects
which influence the importance of each attribute pair for the overall similarity: reliability
and discriminatory power. Consequently, the m- and u-probabilities are defined as

mi = P (ai = bi|ra ≡ rb) (2.2)
ui = P (ai = bi|ra ̸≡ rb) (2.3)

where ra and rb are records from datasets Ra and Rb, and ai and bi are the values of
corresponding attributes i of these records. ≡ indicates that two records are a match,
whereby ̸≡ that they are a non-match.

The m-probability defines the likelihood that two matching records have the same
value for attribute i. Ideally, mi = 1 if there is full agreement among all matches for
attribute i which is the case only when the attribute pairs i do not contain any errors. In
practice, the value is lower due to the aforementioned data quality issues. For instance, if
20 % of the duplicates have a non-equal value due to any reason, then m = 0.8.

In contrast, the u-probability specifies the chance that two non-matching records agree
on values for attribute i. The probability score decreases when an attribute has a wide
range of possible values that occur with roughly the same likelihood. When an attribute
has only two possible and equally likely values, then u = 0.5 · 0.5 + 0.5 · 0.5 = 0.5.
However, the likelihood u of a random agreement for values is influenced by their
frequency, with common values having higher scores than rare ones.
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Using the m- and u-probabilities, the weight wi for attribute i is determined as

wi =

⎧⎪⎨⎪⎩wm = log2

(︂
mi

ui

)︂
if ai = bi

wu = log2

(︂
1−mi

1−ui

)︂
if ai ̸= bi

(2.4)

Originally, an overall similarity weight w = ∑︁
wi is computed based on the positive

wm and negative wu of all attributes and has to reach a certain minimal score for the
record pair to account as a match. In order to get a positive weight for the normalized
weighted aggregation in Equation (2.1) one can use either only wm [123] or the range
wm − wu [32].

The model relies on the assumption of conditional independence of the attributes
which is typically not true and results in biased parameter estimations. Nevertheless,
research has shown that the effect on the record linkage quality is rather low [160].
The study further derives the conclusion that incorporation of conditional dependencies
is important when the true overlap is low and the conditional dependence within the
non-matches is dominant. If the discriminating power of the matching fields is high,
consideration of conditional dependencies is not required in general.

Learner-based classification Supervised machine learning takes a different ap-
proach for classification by fitting the model parameters using labeled samples [99].
Thus, it relies on training data consisting of tuples of (similarity) feature vectors and
corresponding target predictions (match and non-match). The typical imbalance of these
classes in the record linkage domain requires its consideration when selecting the training
dataset [38]. Ensemble learners combine multiple weak learners for improved linkage
quality. A well-known example is Random Forest (RF) [12] based on decision trees which
has been widely used in record linkage.

Advancements in deep learning techniques, which pioneered in computer vision tasks,
have also yielded encouraging outcomes in the field of record linkage [99]. These ap-
proaches avoid the need for manual feature engineering (in particular selecting similarity
functions in the record linkage domain) by transforming records into multidimensional
vectors, or embeddings. Transformer models are commonly pretrained on extensive
external datasets like Wikipedia, allowing them to incorporate broad world knowledge
into the process, which often results in higher linkage quality [100].

Traditional supervised methods necessitate training datasets that are expensive to
produce. Active learning strategies mitigate this issue by choosing an appropriate subset
of samples for labeling, thereby avoiding the need to annotate the entire dataset [99].
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Clustering/Postprocessing

The outcome of the previous step are tuples (ri, rj , sim). In multi-party linkage scenarios
with S > 2, matching pairs are clustered to group the records, e.g., based on transitive
closure, for assignment to a joined unique entity [125]. Under the assumption of clean,
or duplicate free, sources, a postprocessing step can be employed that removes links
when more likely match candidates exists [43]. Figure 2.5 shows an example of such a
postprocessing step based on record-level similarity scores.

 PHILIPP WOLF

 18.03.1981

 INGRID MÜLLER

 03.12.1961

 PHILINE WOLFF

 18.03.1981

 PHILIP WOLF

 18.03.1982

 HERIBERT KAISER

 03.01.1961

 INGRID MUELLER

 03.12.1961

0.93
0.81

(Postprocessing)

0.24

(< threshold)

1.00

Figure 2.5: Example of linkage result postprocessing using a similarity threshold of 0.7 and under the
assumption of duplicate-free/clean data sources which allows to discard links when a more
likely match candidate exists.

2.2 Quality assessment

The term ground truth refers to the verified labels used as a benchmark to evaluate
the performance of a classifier. It represents the (real-world) truth against which the
predictions of a model are compared. Ground truth may be specified either in terms of
expected matching record pairs or by defining cluster of records from different sources.

2.2.1 Binary classification evaluation

Binary classifiers for record linkage tasks produce one of two labels for each pair, match
or non-match. Consequently, we refer to ground truth pairs as True Matches (TM) and
True Non-Matches (TNM).

Following [30], we use the termmatch to denote the true relationship between a pair of
records according to ground truth, link to indicate their predicted/assumed relationship,
and agreement to express their similarity with respect to matching variables.
The confusion matrix as illustrated in Figure 2.6 summarizes the results of classifica-

tions by showing the counts of all four possible outcomes: True Positives (TP, correctly
predicted TM), True Negatives (TN, correctly predicted TNM), False Positives (FP, incor-
rectly predicted TNM), and False Negatives (FN, incorrectly predicted TM).
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True Positive (TP) False Positive (FP)

False Negative (FN)

True Match (TM) True Non-Match (TNM)

Predicted Link   

Predicted Non-Link   

Ground Truth

Classification

Results
True Negative (TN)

Figure 2.6: Confusion matrix for evaluating binary classification results.

Based on these values a variety of quality measures can be computed, of which the
following are commonly used in record linkage tasks.

In the context of record linkage, the number of non-matches in general exceeds that of
matches. Consequently, any measure that relies on the count of true non-matches, like
accuracy, becomes disproportionately sensitive to this class. In record linkage tasks, the
primary interest typically lies with the matches. Moreover, the count of non-matches
is influenced by the chosen blocking strategy, leading to the possibility of artificially
inflating accuracy by employing an ineffective strategy that results in a large number of
highly improbable matches. Therefore, we focus on the following measures for our binary
classification task: Recall measures the proportion of found true matches from all true
matches. Precision measures the proportion of found true matches from all foundmatches.
These two measures are largely influenced by the choice of the classification threshold
whereby a lower threshold usually results in increased recall and lower precision and
vice versa. It is desirable to have a single score which can be used by optimizers when
tuning the parameters. The F1 score is a measure which combines both scores using their
harmonic mean.

Recall: R = TP
TP + FN = TP

TM (2.5)

Precision: P = TP
TP + FP (2.6)

F1 score: F = 2 · R · P
R + P (2.7)

While being a popular quality measure for record linkage tasks, it has been noted
that the F1 score actually is not well suited for comparing results of different datasets
or different methods [19, 57]. The authors show that the weight of recall and precision
implicitly depends on the linkage outcome, namely the values of the confusion matrix.
Stable weights are achieved when each method classifies the same number of pairs as
matches whichmeans that TP + FP = const. This can be realized by adapting the threshold
for each method accordingly. A suitable weight of recall and precision depends on the use
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case. A general approach is the equal weighting which is achieved when the number of
predicted matches is on par with the number of actual matches (TP + FP = TP + FN) [57].

Furthermore, the F1 score is criticized for being a pragmatic measure without a plausible
justification for its use of the harmonic mean besides the desire to combine recall and
precision in a single measure. An interpretable transformation named F* has been
proposed to mitigate this issue [58], see Equation (2.8). As the F∗ metric is a monotonic
transformation of the F1 score, an optimization with regard to one of them also maximizes
the other.

F∗ = F
2− F = R · P

R + P− R · P (2.8)

It should be mentioned that those pairwise measures may fall short when applied to
multi-source linkages. For example, when evaluating a linkage result with four data
sources, a missing record in a true entity cluster that should contain four records would
count as three FN pairs. It could also lead to multiple FP pairs if the missed record
was incorrectly assigned to another unrelated entity. However, as this work focuses on
two-party linkage scenarios we do not dive into this topic further.
The quality measures described so far in this section depend on the choice of the

classification threshold. For assessing the robustness of the classification outcome, the
area under the curve (AUC) of recall and precision (AUC-PR) is beneficial. In the following,
the shorter term AUC is used and refers to AUC-PR.
Figure 2.7 illustrates the binary evaluation measures for two scenarios where the

similarity distributions of TM and TNM have a higher (left) or lower (right) overlap. The
quality measures are computed for various thresholds (middle) and the optimal value
with regard to the F1 score is determined, which is different for both scenarios. While the
F1 score for the optimal threshold of each scenario is higher in the low-overlap setting, it
is nearly equal when using the threshold of 0.53 which is optimal for the high-overlap
scenario but not for the low-overlap setting. When using the AUC, it becomes evident
that the classification results in the low overlap case are overall better independent of
the chosen threshold.

2.2.2 Blocking evaluation

Blocking reduces the number of comparisons but may lead to early loss of matches.
While the overall linkage quality measures also reflect these effects it is often beneficial
to determine the effectiveness and quality of the blocking phase itself.
The Pairs Completeness (PC) measures the proportion of remaining true matches

after the blocking step from all true matches. This is equivalent to the recall measure.
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Figure 2.7: Illustration of how the extent of overlap between the similarity distributions of matches and
non-matches (top) affects the resulting outcomes. The low overlap example on the right
achieves better quality results than the high overlap example on the left. The precision-recall
curve at the bottom enables comparisons of the overall quality for various thresholds.

Consequently, there is another measure analogous to the precision: Pairs Quality (PQ) is
the ratio of true matches to the total number of match candidates.

The reduction ratio (RR) is defined as the proportion of comparisons that is avoided
by the use of blocking. For record linkage between two files of equal size N , the total
number of possible comparisons is N ·N .

RR = 1− #candidate pairs after blocking
#all possible pairs (2.9)

For example, a value RR = 0.999 = 99.9% refers to a reduction of the number of
comparisons by a factor of 1,000.
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2.3 Privacy-preserving record linkage

In the last decades, a variety of methods for privacy-preserving record linkage has been
proposed [20, 40, 50, 150]. In this section, we first describe the fundamental protocol
designs and possible attack scenarios before explaining existing perturbation-based
techniques, in particular Bloom filter encodings.

2.3.1 Protocol designs

Separation principle

Task: Link records between multiple data owners
without exchanging plaintext identifying information
with each other or a third party and provide globally

unique pseudonyms for merging payload data.

Name Birth date Diagnosis Treatment PID
Philip Wolf 18.03.1982 influenza SuperMed AB123

Heribert Kaiser 03.01.1961 influenza none CD456
Ingrid Mueller 12/03/1961 influenza MegaMed EF789

Name Birth date Deceased PID
Philipp Wolf 18.03.1982 yes AB123
Ingrid Müller 03.12.1961 no EF789
Philine Wolff 18.03.1981 no GH012

Age Diagnosis Treatment Deceased PID
40 - 50 influenza SuperMed yes AB123
60 - 70 influenza MegaMed no EF789

Data owner A Data owner B

Data analyst Linkage Unit

Encoding

1 1

2 2

3

5 44

6

Encoding Encode IDAT
Send encoded IDAT
Execute record linkage
Send PID
Send PID-MDAT
Combine MDAT

1
2
3

5
4

6

5

Figure 2.8: Separation principle: Identifying information (IDAT) is only used for linkage while the
payload/microdata (MDAT) is only provided to the analysts. The linkage unit assigs globally
unique pseudonyms (PID) that are used to combine correspondingMDAT. Perturbation-based
PPRL adds an encoding step for the IDAT before sending them to the linkage unit.

At the data owners, we distinguish between two types of information: Identifying data
(IDAT), needed for record linkage, such as name, date of birth and address, and medi-
cal/micro data (MDAT), needed for data analysis, such as type of disease, blood pressure,
or medication. A principle commonly applied in medical research is the separation of
MDAT and IDAT early in the data integration process, both, on the technical as well as on
the organizational level [6, 49, 101]. The linkage unit only receives the IDAT values from
the data holders but not the medical data to expose only minimal information for record
linkage. The linkage unit determines matching records and returns unique pseudonyms,
also called patient identifier codes (PID), which serve as global identifiers.

After the linkage process, the data holders can send the MDAT with the corresponding
PID to the analysts which enables them to combine the information. To prevent unau-
thorized combination of such pseudonymized data from different research projects, use
cases specific pseudonyms are used.
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Perturbation-based methods

Even with this separation principle, the linkage unit can infer certain information from
the plaintext records based on their context, i.e., the data source. For instance, a record
from amortality register implies that the corresponding individual is diseased. In presence
of the plaintext IDAT, the linkage unit learns the identity of these individuals.
Some PPRL methods are based on perturbation techniques where the data owners

encode the IDAT into a binary representation or bit vector (BV) before sending it to a semi-
trusted third party for linkage [20]. The central component of these PPRL approaches is
the transformation of plaintext data into an encoded form using keyed cryptographic
one-way hash functions. One simple method is to map the (concatenated) plaintext
data directly to a hash value, from which it is not possible to deduce the original data
without knowing the hash function. As collisions of hash values are very unlikely, a
matching hash value means that the plaintext data is also identical. The drawback of this
straightforward method is that even small deviations, for example caused by typing errors,
result in different hash values and therefore no match is recognized. Thus, encoding
methods employ different techniques to achieve similarity-preserving, error-tolerant
transformations, and thereby enable fuzzy comparison (see Section 2.3.3).

It is essential that the data owners keep the encoding parameters confidential and do
not share it with the linkage unit. Otherwise, this reidentification attacks are possible
where the original plaintext values are obtained, as outlined in Section 2.3.2.

Such three-party PPRL methods using a semi-trusted third party have been used in
multiple real-world linkage projects for health research, such as [26, 105]. They are very
efficient as they have low communication costs as the data owners typically transfer the
encoded dataset only once to the linkage unit. The linkage unit can employ blocking
techniques on the encoded data to reduce the number of match candidates.
Further approaches have been proposed that allow for two-party linkage without a

third party, e.g., by using similarities to a reference dataset [149] or iterative disclosure
of selected bits of the encodings [146].

Secure Multiparty Computation

Other PPRL protocols facilitate Secure Multi-Party Computation (SMPC) methods which
provide formal security guarantees when evaluating a certain function, here for comput-
ing the record similarity, over private input data where the participating parties learn
only about the result [16]. However, these approaches require significantly more com-
munication and computational resources, which makes them practically unsuitable for
linking large datasets. In principle, any function can be computed with SMPC, but many
protocols impose certain restrictions in order to obtain reasonably efficient performance.
Lazrig et al. [79] proposed a protocol without a third party using Yao protocol to evaluate
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approximate similarity functions for Bloom filter encodings. In [78], a comparably fast
linkage using the SMPC framework Sharemind [8] is presented which uses record-level
hashes and thus has low error-tolerance. Extensions of the popular pseudonymization
and record linkage tool Mainzelliste using SMPC for linkage as well as set intersection
cardinality computation have been proposed [76, 141].
Overall, these techniques are appealing, but their constraints hamper their use in

practice. As illustrated in the preceding examples, SMPC linkage protocols frequently
convert plaintext data into binary representations which are also used in perturbation-
based PPRL to enable more efficient comparisons. Encoding techniques are therefore an
important subject of study and can be integrated with SMPC to enhance security. Thus,
this thesis focuses on perturbation approaches for PPRL.

2.3.2 Attack scenarios

In this section, we outline potential attacks on perturbation-based PPRL protocols. For a
more comprehensive overview, we refer to [150, 152, 154]. A common assumption is an
honest-but-curious or semi-trusted adversary model which means that all participating
institutions follow the protocol but may try to learn as much as possible about the
sensitive data of others.
Dictionary attacks An attacker who a) can access an arbitrary number of bit

vectors and b) knows the parameters used for the encoding, could encode any chosen
combination of plaintext attributes, compare the result to the available bit vectors, and
thereby reidentify individuals. This attack has a high damage potential, as it can also
be applied to a single bit vector. Rare attributes can also be revealed in this way. The
encoding parameters, in particular the secret key, must therefore only be known to the
data owners. If a data owner collaborates with the linkage unit, they can jointly carry out
a dictionary attack on the bit vectors of the remaining data sources, because the linkage
unit is able to satisfy condition a) while the data owner fulfills condition b).
Brute force attacks An attacker has a) access to any number of bit vectors and

b) the plaintext data for one or more bit vectors which is also referred to as a known
plaintext attack. The plaintext data can then be encoded using every possible combination
of parameters until the resulting output data matches the given bit vectors. These
parameters can then be used to perform a dictionary attack on all bit vectors. This risk
can be mitigated by choosing a sufficiently complex secret for the keyed hash functions.
Frequency attacks An attacker has a) access to a large number of bit vectors and

b) a plaintext dataset with personal attributes (e.g., a telephone book) that has similar
properties to the dataset on which the bit vectors are based. If the bit vectors and the
plaintext data are sorted according to the frequency of attribute values, it is possible to
identify correspondences that lead to the reidentification of certain individuals. This is
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 Encoded value  Frequency
 AQIgcMYgIAAMKgoggyEkQA

 SFQIATkATAEIEQJgCAQAAQ

 U8cAIDIgJgEIOgJEDA0AAQ

 ...  ...

 521

 694

 812

 Plaintext value  Frequency
 MUELLER  2076

 SCHMIDT  1432

 874 SCHNEIDER

 ...  ...

 wEQgJKJAJAaIqIJECAQBAQ  503  734 FISCHER

 WALTER-BORJANS  1

Figure 2.9: Example of a reidentification attack by aligning encoded and plaintext values by their
respective frequencies, thereby allowing an adversary to infer the original sensitive data
without knowledge of the encoding function.

particularly relevant for individuals with common attribute values, like names, since only
in their case it will be feasible to find reliable matches. In addition to the frequency of
attributes, their length poses another vulnerability, given that some encoding schemes,
such as Bloom filters, exhibit a correlation between the length of the input data and
the cardinality of the resulting bit vector, that can be exploited [152]. These analyses
can also be extended to the level of tokens, e.g., substrings, whereby rarer values could
also be recovered if they consist of frequent tokens. Attribute values vary from region
to region. Hence, it is challenging for an attacker to find a suitable plaintext dataset
that is sufficiently similar to the origin of the bit vectors and large enough to compute a
meaningful frequency distribution.
Graph-based attacks The results of the comparison step in a record linkage pro-

cedure can be represented as a similarity graph, where records serve as nodes and the
similarity scores between them form the edges. If an attacker possesses a) such a similar-
ity graph constructed from encoded records and b) a sufficiently similar reference dataset
together with its own similarity graph, then plaintext records and encoded records can
be matched by comparing their neighboring nodes and edges [151]. The underlying
attack scenario assumes access to an identical or at least highly similar plaintext dataset,
which restricts its applicability in practice. Further work has demonstrated that such
attacks only succeed when there is a substantial overlap between plaintext and encoded
records [61].

2.3.3 Encoding methods

This section describes approaches for encoding plaintext in perturbation-based PPRL
protocols. Given a record r with a set of attributes A = {a0, a1, . . . , ai−1}, the encoding
function E = encode(r, P) is defined, where P denotes the set of encoding parameters
and the output E is the encoded record consisting of one or more encoded parts. The
encoding parameters P are known only to the data owners.
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FIRST NAME Philipp

LAST NAME Wolf

DATE OF BIRTH 1982-03-18

ADDRESS 04109 Leipzig

Attributes

BV-FN 001010

BV-LN 101011

BV-YOB 00101

BV-ADDR 10110101

Encoded attributes

BV-R 1110100010

Encoded record

BV-R1 1110100010

BV-R2 0100111001

BV-R3 001010000

Encoded records

Multiple record-levelRecord-levelAttribute-level

Figure 2.10: Comparison of different schemata for encoding an example record: Attribute-level encodings
expose fine granular information and thus are generally more flexible in the linkage process.
Record-level encodings conceal much of the details but suffer from potential quality issues
that can be mitigated by using multiple of such encodings with varying composition.

Encoding schemata

Most encoding functions can be applied either on individual attributes or on entire records.
Figure 2.10 shows an example of these approaches.

Attribute-level encodings The encoding function produces |E| ≥ i encoded parts,
each corresponding to a specific attribute ai. Attributes may have multiple encoded
representations, e.g., for the value and its frequency. Each attribute encoding may use
different parameters, which depend on the characteristics of its values, such as their
average length. As a result, the encoded representations can differ, e.g., in their binary
lengths. This schema enables the computation of attribute-level similarities and a dynamic
weighting of attributes, as well as the detection and handling of missing values during
matching.
Record-level encodings Record-level encodings result in |E| = 1. Thus, all

attributes are encoded in a joint bit vector. Different parameters (including weights)
can be used for individual attributes. Frequency analysis becomes more challenging
since the bits in the record-level encodings can no longer be readily assigned to their
original individual attributes. Such record-level encodings impose limitations that can
affect the linkage quality. The encoding parameters are chosen based on assumptions
about dataset properties that might be inaccurate. In particular, attribute weights are
typically determined by the attributes’ value frequencies and error rates as described
in Section 2.1.2. The latter are not known to the data owners prior to the linkage and
must be estimated.

Multiple record-level encodings This method is similar to the previous, however,
here distinct subsets of attributes are created, and each subset is represented by its own bit
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vector. Consequently, the encoding function produces |E| > 1 encoded parts, which do
not correspond to individual attributes. For instance, one might construct combinations
such as {First name, last name, date of birth} and {First name, date of birth, full address}.
If someone has moved, they could be matched using the first combination; if they have
changed their last name due to marriage or divorce, they could be matched using the
second. Different classification approaches are possible, for instance, using a majority
decision or assuming a match when at least one encoding agrees.

When selecting an encoding method, it is necessary to balance the potential linkage
quality and the associated privacy risk. Attribute-level encodings enable the linkage
unit to adapt flexibly to the data at hand, like dealing with missing values. Exchanged
attributes (such as first and last name) can be tolerated in both approaches as long as
they are encoded in the same way, meaning no attribute-specific parameters are applied.

Bloom filter encoding

Bloom filters were originally introduced as a data structure designed to efficiently de-
termine whether an element belongs to a set [7]. Their use in the PPRL context was
proposed by Schnell et al. [130]. They became the de-facto standard for practical PPRL
on large datasets due to their straightforward implementation as well as their fast and
error-tolerant comparison [50].
A Bloom filter is a bit vector of fixed size l where initially all bit positions are set

to 0. The input data is split into tokens, typically (overlapping) substrings of length q

(q-grams). Next, a set of h cryptographic hash functions H = {H0, H1, . . . , Hh−1} is
applied to each token. The hash values obtained are assigned to bit positions in [0, l − 1],
e.g., using the modulo operator, and these positions are then set to ’1’. Given that identical
q-grams are mapped to the same bit positions, a high overlap of q-grams leads to similar
Bloom filters making them suitable for fuzzy comparison. The hash functions should be
independent, e.g., by using Random Hashing [92]. This transformation is not reversible
due to collisions where multiple features are hashed to the same position. Figure 2.11
shows an example of two similar plaintext values that are tokenized and encoded in
Bloom filters.

Bloom filter encodings were shown to be susceptible to certain types of attacks (see Sec-
tion 2.3.2). Various encoding techniques and recommendations to hamper reidentification
attacks have been proposed [46, 154]. In particular, attribute-level encodings should be
avoided, as they make it relatively straightforward to match commonly occurring en-
coded attribute values to frequent plaintext values [21]. As a result, record-level variants
of Bloom filter encodings have been introduced, most prominently the Cryptographic
Long-term Key (CLK) scheme where tokens from all attributes are hashed into a joint
Bloom filter [128].
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0 11 0 1 1 0 0 0 1 1 0 0 01 0 1 0 1

0 1 0 1 1 0 0 0 1 1 0 0 01 0 1 00 0

PHILIPP

PHILIP

PHI HIL ILI LIP IPP

PHI HIL ILI LIP

0

0

Figure 2.11: Example for encoding two similar values using Bloom filters with overlapping trigrams
(q = 3), l = 20 and h = 2. Please note that in practical encodings more hash functions h
are used, leading to more collisions; here, h is reduced for illustration.

Weight application

Since attribute weights play an important role in record linkage algorithms, it is essential
to integrate them into such encodings in PPRL. Attribute weights can be applied in
different ways in the PPRL process depending on the encoding strategy. If attribute-level
Bloom filter (ABF) are used, the linkage unit can compare record pairs attribute-wise.

In the probabilistic record linkage theory of Fellegi and Sunter [36] (positive) agreement
and (negative) disagreement weights are assigned to each attribute depending on whether
they are equal or not (Equation (2.4)). The total weight is calculated by adding up the
respective weights of all attribute pairs, but this approach does not support approximate
similarity functions. Therefore, a common approach is the combination of normalized
attribute similarity scores in the range [0, 1] to an overall record similarity using a
weighted average (Equation (2.1)). This is equivalent to the application of weights on
plaintext data in conventional record linkage as they can make use of attribute-level
comparisons. Weights can be determined and applied at the linkage unit during the
matching phase.

When using record-level encodings, however, attribute weights must be incorporated
in the encoding phase at the data owners. For Bloom filter encodings, the following
approaches have been proposed and are illustrated with an example in Figure 2.12.
Record-level Bloom filter (RBF) encodings, proposed by Durham et al. [32], use a sam-

pling based approach. Initially, separate attribute-level Bloom filters are generated. Based
on the respective weights a proportional number of bits is sampled from each attribute-
level Bloom filter to construct the joint record-level Bloom filter. Finally, the bits in the
RBF are permuted to ensure that an attacker cannot easily reassign bits of the Bloom
filters to specific attributes.

Following the CLK-RBF approach by Vatsalan et al. [147], weights can be reflected in
the number of hash functions hi used for each attribute i. The more hash functions are
used for an attribute, the more bits in the final Bloom filter are set based on that attribute.
Consequently, the influence of that attribute on the Bloom filter similarity is stronger.
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#L LI IS SA A# DO

Permutation

RBF

#D NOON VAOV N#AN #5 6#56

1 0 0 1 1 0 0 1 0 0 0 1 0 1 0 0 1 0 0 1 1 0 1 0 1 1 0 1 0 1 0 0

#L LI IS SA A# DO#D NOON VAOV N#AN #5 6#56

0 1 0 0 1 1 1 0 0 1 1 1 1 1 1 0 0 0 0 1 0 1 1 0 1 1 0 0 0 0 0 1

1 0 1 0 1 0 1 0 1 1 0 1 1 0 0 1 0 1 1 0 0 0 0 0 1 0 1 1 0 0 0 0

ABF

CLK-RBF

h=1 h=1 h=3

h=2 h=1 h=3

1 1 0 0 0 1 1 0 0 0 0 1 0 0 0 0 0 1 0 0 1 0 1 0 1 1 0 0 0 1 1 0 1 0 1 1 0 0 1 1 0 0 1 0 1 0 0 0

Sampling based on weights

Figure 2.12: Encoding of an example record using two record-level techniques which incorporate at-
tribute weights: RBF [32] sample bits from attribute-level encodings (ABF) whereas CLK-
RBF [147] adapt the number of hash functions based on relative attribute weights.

Bloom filter variations and hardening techniqes

To prevent or hamper frequency analyses, a variety of hardening techniques has been pro-
posed in the literature. These aim to avoid vulnerability patterns in the bit vectors [152],
but are partially ineffective or may have a strong negative impact on the linkage quality
[46]. The usage of salting for individual attributes or groups of attributes can improve
privacy as well as the linkage quality. This attribute salting uses different seeds for
constructing hash functions of different attributes, which obfuscates q-gram frequencies
in the encodings. Record-level salting, on the other hand relies on the presence of a
stable attribute to derive a seed from the specific record being encoded. Without such an
attribute, the resulting Bloom filter encodings become highly dissimilar, which in turn
causes low recall.

XOR-folding is a straightforward yet effective method for balancing utility and privacy:
the Bloom filter is divided into two equal parts, that are then merged by applying a
bitwise XOR operation to corresponding bits [133]. Other hardenings aim to achieve a
balanced cardinality of the resulting Bloom filters to impede attacks exploiting attribute
lengths [132] or integrate random bit flipping within the differential privacy framework [2,
34]. A different approach based on autoencoders was proposed by [24]. Autoencoders
are a type of neural networks designed for transforming input data to an (compressed)
encoded representation which carries the essential information.

Apart from their susceptibility to reidentification attacks, Bloom filter encodings also
come with some limitations that potentially affect the linkage quality. Typically, they
do not incorporate any positional information of the tokens [20]. Thus, q-grams from
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different parts of an attribute or in record-level encodings potentially even from different
attributes are encoded likewise, thereby losing this information for the comparison. This
stands in contrast to plaintext string similarity measures such as Jaro-Winkler [161]
which are explicitly designed to assign greater importance to agreeing characters that
occur at the beginning of strings as it has been shown to be favorable for comparing
names [17].

Other encodings

Token-based encodings such as Bloom filters are not well suited for numerical data as
they would fail, for example, to detect the close distance of ’99’ and ’100’. Specialized
encoding techniques have been proposed for numerical data [28, 69] and hierarchical
classification codes [131]. Unfortunately, these methods are not suitable for mixed data
types for application in record-level encoding schemata.
Due to the attack possibilities on Bloom filters, further encoding techniques have

been proposed to mitigate this issue, such as tabulation min-hashes [139], two-step
hash encoding [113] and reference set encodings [164]. They follow the same basic
principle of sending the encoded data to the linkage unit for comparison which requires
a similarity preserving transformation. Thereby, they are still naturally prone to some
kind of frequency analysis.

A very different technique are fingerprint or signature based linkage approaches [49].
They adopt the minimum linkage information approach, aiming to create a record rep-
resentation that includes only the information necessary to uniquely identify it, while
still tolerating slight differences. For instance, the Swiss Anonymous Linkage Code [10]
concatenates the Soundex codes of first and last names with the full date of birth and
gender. Essentially, they are variants of rule-based linkage approaches. Since they com-
bine plaintext information bits that are often commonly known, such as data about
well-known individuals, they do not provide sufficient protection against reidentification.
Self-generated identifying codes aim to include information which is not publicly known
such as an persons favorite sports team during high school [85, 129]. Since this informa-
tion is not available in datasets for general purpose linkage, these methods are restricted
to longitudinal research studies.
To address the possible linkage quality issues associated with using a single encoded

representation, some applications employ multiple record-level encodings. The US Amer-
ican clinical research network PCORnet employs a hashing-based PPRL system [71, 88]. It
generates multiple hashed tokens from combinations of personal identifying information
(PII) (or IDAT) and uses a majority approach of matching tokens to classify record pairs
as a match. Randall et al. [117] proposed a protocol using multiple dynamic match keys
that is essentially an extension of the anonymous linkage code concept. Possible attribute
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combinations are determined based on the characteristics of the datasets to be linked
using the probabilistic model (see Section 2.1.2). Following a privacy attack [153], a
recommendation for enhancing the privacy of this method was developed: removing non-
unique match keys at each data owner. The study showed that this countermeasure led to
only a minor reduction in recall. A similar cryptanalysis approach on the linkage protocol
employed in German cancer registries showed similar flaws and recommendations [62].

2.3.4 Linkage components

The procedure within the linkage unit in PPRL protocols generally resembles matching
based on plaintext as described in Section 2.1. However, due to the encoded representation
of the records, certain restrictions apply for the available methods.

Preprocessing

The preprocessing must be carried out by the data owners themselves, since it operates
on plaintext data. Schema matching is usually not required in PPRL, because its privacy-
preserving setup generally limits the use to linkage based on personal quasi-identifiers,
which tend to have similar structures or can at least be transformed into a comparable
structure with relatively little effort. Differences in the granularity of attributes may
require preprocessing, e.g., to split a single attribute with the full name into multiple
attributes for first, middle and last name. Recently, privacy-preserving schema matching
methods using functional dependencies [60] and k-anonymized data [4] have been pro-
posed. In this work, a schema matching step is not included, because the preprocessing
is conducted on the plaintext at each data source to align with a common target schema
for the linkage input.

Blocking and Filtering

Both, blocking and filtering techniques are employed in PPRL similarly to plaintext
linkage. Nevertheless, PPRL specific research has been conducted on blocking and
filtering methods for the multi-party setting with S > 2 [111, 136].

Locality-sensitive hashing (LSH) was proposed for solving the nearest neighbor-
hood problem in high-dimensional data spaces [48]. The basic idea of LSH is to apply a set
of hash functions on the bit vectors. These hash functions are designed to be sensitive to a
particular distance measure. The probability of a collision is much higher for objects with
a small distance (high similarity) than for objects with greater distance (low similarity).
The hash functions employed in LSH are separate and unrelated to the ones used in
Bloom filter construction.
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LSH in the PPRL context is used to derive blocking keys from bit vectors, including
Bloom filter [44, 70]. For this, one can employ hash functions that are sensitive to
Hamming distance (HLSH). The functions fi yield the bit located at position i in the bit
vector [33]. For example, when the function f4 is applied to the bit vector 11011001, it
returns the bit value on position 4 and therefore 1. To cluster similar records, a blocking
key is formed by applying Ψ hash functions that are chosen at random. The resulting
outputs of these Ψ hash functions are then concatenated to generate the blocking key.
Thus, the parameter Ψ represents the length of the blocking key.

To enhance error tolerance, Λ blocking keys are generated to raise the likelihood that
two similar bit vectors coincide in at least one blocking key, ensuring that the encoded
records are then compared with each other to determine whether they represent a match.

A higher value of Ψ increases the chance that only highly similar bit vectors end up in
the same block, what consequently results in smaller blocks and fewer comparisons. A
smaller value of Ψ yields larger blocks, but it also reduces the chance that two similar
bit vectors are overlooked because of erroneous data. Higher values of Λ increase the
likelihood that similar bit vectors are assigned the same blocking key. At the same
time, however, this also raises the number of blocks and, consequently, the number of
candidates to be processed, which leads to longer execution times.
Metric space filtering is another approach which leverages the mathematical

properties of metric spaces to select potential record pairs before applying more compu-
tationally intensive comparison methods. The filtering mechanism works by excluding
match candidates that cannot reach a predefined similarity threshold due to the trian-
gle inequality property of metric spaces, thereby eliminating unnecessary comparisons
without sacrificing accuracy [51, 135].

Comparison

For token-based encoding techniques such as Bloom filters, set similarity measures are
used, usually either Jaccard or Dice [29]. Given their close relationship, both are suitable
and applied in literature [20]. Dice similarity assigns relatively more weight to shared
elements by normalizing the intersection by the sum of set sizes rather than their union,
what generally results in higher similarity values than Jaccard for the same degree of
overlap. Consequently, when selecting a classification threshold, the optimal threshold is
typically higher for Dice than for Jaccard similarity. The similarity measures are defined
as

dice(a, b) = 2|a ∧ b|
|a|+ |b| (2.10)

jaccard(a, b) = |a ∧ b|
|a ∨ b|

= |a ∧ b|
|a|+ |b| − |a ∧ b|

(2.11)
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where |x| is the cardinality of a Bloom filter x, i.e., the number of bits set to 1. ∧ denotes
the bitwise AND operation.
In contrast to plaintext linkage, the same token-based similarity function is typically

used for all encoded attributes or even the record-level encodings whereas in plaintext
linkage distinct functions can be chosen for attributes representing numerical data or
strings, as outlined in Figure 2.4.

Classification

The classification models used in PPRL are, in principle, the same as the ones applied
in traditional record linkage (see Section 2.1.2), but they are usually simpler because
only a limited number of features are available. For record-level encodings typically
only a single record-level similarity score is used, leading to the selection of a threshold-
based classifier. Multiple similarity measures could be applied on the same record-level
encodings to derive additional features for classification. Nonetheless, as they are applied
on the same masked data and similarity measures such as the Dice or Jaccard coefficients
are transformations of each other, the benefit is limited. Deep learning classifiers were
applied in PPRL where the data owners utilized federated learning to collaboratively
train such a classification model on multiple record-level similarities [114]. However,
the method depends on the existence of labeled training data which is commonly not
available in the PPRL context.

2.3.5 Privacy assessment

There is no universal privacy measure for perturbation-based PPRL approaches or more
specifically, for associated encoding techniques. It is mostly about showing that previously
published attack scenarios are not (practically) feasible on certain encoding techniques.

In [152], a vulnerability assessment framework is proposed, consisting of the following
attack vectors: frequency, length, co-occurrence, similarity, and similarity neighborhood.

Multiple privacymeasures for Bloomfilters have been proposed based on the uniformity
of the bit vectors [46]. The general notion is that encodings are less vulnerable to attacks
when the encoded data follows a uniform distribution, i.e., does not contain exploitable
frequency patterns.
A straightforward approach uses the well-known Gini coefficient [15] which is pri-

marily known in economics for assessing the unequal distribution of wealth or income
among the population. Nevertheless, it can also be applied to other variables, in this case
frequencies of bit position being set to 1. The counts are normalized to the total sum of
the 1-bits and sorted according to their size. They are then summed up, resulting in a
cumulative distribution.
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G(x) =
∑︁m−1

i=0
∑︁m−1

j=0 |ci − cj|
2m · b

(2.12)

The Gini coefficient varies between 0, indicating perfect equality where all values are
identical, and 1, representing maximum inequality where a single position contains all
the 1-bits while the others consist solely of 0-bits.

2.4 Application context

(Privacy-preserving) record linkage methods are often applied as a part of rather complex
data integration processes. In order to facilitate such projects, various countries such as
Australia [11, 115], USA [88, 157] or the United Kingdom [86] established population data
centers, in particular for health data. In Germany, the Medical Informatics Initiative [137]
– among other goals – aims to develop a unified infrastructure for secondary health
research. Linkage is conducted on-demand per data use project (DUP) and thus on
different patient groups with varying data characteristics, depending on the requirements
of the analysis. The following application scenarios utilizing cross-site record linkage
were identified by the data protection working group of this initiative [55, 89].

Data provision to analysts Data from multiple data owners is combined based
on the record linkage result. It is provided as a one-time dataset or as a initial dataset
with subsequent updates when additional subjects turn up or additional data for previous
subjects is collected. This use case is straightforward and illustrated above in Figure 2.8.
The linkage is typically not tightly coupled to the analysis but a distinct previous step
in the workflow. Even when quasi-identifiers, including names, addresses, or phone
numbers, are removed from patient records, additional methods such as generalization
or k-anonymity [143] are necessary to de-identify the MDAT. This is because distinctive
or infrequent details in the records, like uncommon medical conditions or rare clinical
incidents, can still enable reidentification when they are linked with publicly accessible
information or other datasets [102, 106].

Distributed analytics As anonymized or pseudonymized data still poses a reiden-
tification risk, distributed analytic methods aim to bring the algorithm to the data and not
vice versa [156, 158]. Rather than (centrally) aggregating the data, intermediate analysis
results are securely exchanged to update the final outcome iteratively. Bloom filter based
PPRL has been integrated in such a setting to enable the detection of patients that are
registered in multiple institutions [67]. After determining global record identifiers, the
data owners can include their unique records in the analysis to prevent duplicate bias.
Feasibility query Feasibility queries allow researchers to get an estimate of the

number of patient records they can expect for certain selection criteria. These queries
are applied before the actual data use agreement is finalized and intended to enable
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researchers to formulate their request in such a way that the data provided will meet
their requirements. In most cases, matching can be omitted and the hit counts reported
by the individual data owners can be summed up, given that no exact values are returned
anyway. If the intended analysis requires the consolidation of data variables from dif-
ferent sources, linkage is essential in order to assess the expected result. Set overlap
estimation approaches allow to efficiently approximate the result size [142]. In general,
applying secure multi-party computation is substantially more resource-intensive than
perturbation-based PPRL and may thereby be infeasible. Feasibility queries are concerned
with the cardinality of the intersection rather than identifying specific record pairs. SMPC
techniques for calculating private set intersection (PSI) cardinality should be considered
due to their high privacy guarantees [90].
Pseudonym management In addition to generating knowledge that supports

healthcare provision as a whole, analysis of pseudonymous patient health data can also
uncover findings that are beneficial for individual patients. For instance, the data could
indicate an increased health risk for a patient that could be alleviated by prevention
measures. Furthermore, data analysts may want to approach patients or their health
providers to request additional information. Such processes require the resolution of
pseudonyms to their original patient identifiers which is a task for data trustees. Inde-
pendent of the chosen linkage method, a data trustee institution is thus often needed to
enable such workflows [5, 55].
Incremental linkage in patient registries The previous use cases primarily

involve batch linkage where static datasets from multiple data owners are matched
once. This is also known as offline matching [17]. Once the linkage outcome has been
established and the global identifiers (or pseudonyms) have been assigned, the encoded
data is no longer required. However, some use cases call for an incremental approach,
where records are progressively added and linked to a long-term patient database. Cancer
registries are one such example. Some patient registry systems, including Mainzelliste [77,
123] and E-PIX [54, 56], provide support for Bloom filter based PPRL.

Embedding of PPRL in the data linkage process

The effort required to link records across institutions, together with the increased privacy
risk, is only justified for certain data use projects. Accordingly, the choice on whether
to perform matching is individual for each DUP. This decision should be based on the
consideration of various aspects.
a) Estimation of the expected number of duplicates The overlap depends on

the selection criteria of the research project and thus on the chosen subsets of patients
at the data owner sites. It can be estimated qualitatively from expert predictions or
quantitatively by applying set overlap assessment methods [142].
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b) Description of the linkage variables The achievable quality in record linkage
depends on the characteristics of the datasets and on the ability to adapt linkage con-
figuration to this dataset. Each data owner should therefore describe the master data
available for the locally selected patients, particularly the proportion of missing values.
In accordance with recommendation 6.1 of “Good Practice Data Linkage” [87], each data
linkage must include a description of the quality of the key variables in the final report.
c) Impact on the research project Depending on the project scope, duplicates

in the combined dataset can have different effects on the analysis and thereby lead to
different requirements with regard to the linkage quality. While a duplicate detection
may be nice-to-have for some projects, it will be essential for others, for example in
long-term studies on rare diseases where the focus is exactly on those patients that were
treated in multiple sites [76]. High recall has priority, e.g., when all individuals of a
certain group need to be identified in order to inform them about a possible life-saving
treatment where false positives do not have bad consequences or can be resolved easily
after contact. Nevertheless, precision is more often the priority, e.g., when it is important
to avoid merging data items of different persons which may lead to wrong conclusions
during analysis.
Overall, it should be noted that linkage errors only affect the analysis results when

the information obtained from mistakenly linked or unlinked records diverges from
the conclusions that would have been obtained if the linkage quality were perfectly
correct [30]. Because linkage errors can strongly affect downstream analyses, it is
essential to propagate uncertainties along the linkage result [82].
These three aspects could be studied in the context of feasibility queries. The data

owner would then not only determine how many patients satisfy the selection criteria,
but also provide a description of the characteristics of variables relevant to record linkage.
The analysts receive an estimated number of duplicates and have to assess the impact
on their project. On this basis, the coordinating institution decides whether cross-site
record linkage should be carried out.
Post-processing (Fully automated) matching algorithms are not able to achieve

perfect linkage quality. Even with plaintext data, there are difficult cases that require
manual intervention, like requesting additional information. In conventional record
linkage, the match results can be checked on a sample basis. In PPRL, however, this is
typically not possible due to the encoded representation.

According to recommendation 6.4 of the “Good Practice Data Linkage” [87], after each
data linkage the number of linked and non-linked records should be checked on the basis
of the original files. This includes the plausibility of the determined number of matches
and potential differences between matching and non-matching records with regard to
variables used in the analysis.
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3
Robustness evaluation framework

In this chapter, we present the framework and implementation for studying PPRLmethods
which is used throughout this thesis. Section 3.1 motivates the design choice of the
framework. Section 3.2, which is based on [120, 121], describes the architecture and
implementation of the service-oriented approach for the PPRL process itself as well
as further components which are necessary for evaluating linkage algorithms more
broadly: Dataset generators create a variety of test datasets for the linkage process. The
analysis components help to understand strength and limitations of linkage approaches.
In Section 3.3, the framework is employed to study the robustness of PPRL with record-
level encodings, focusing on attribute weights and comparison to plaintext linkage. Finally
in Section 3.4 we discuss both, the framework design and the evaluation results.

3.1 Motivation

Attribute-level encodings create exploitable frequency patterns in encoded data, facilitat-
ing rather straightforward reidentification, e.g., by aligning the most common plaintext
values with the most common Bloom filters [154]. Consequently, these encodings are
appropriate for data linkages that require a flexible matching strategy to achieve high-
quality outcomes and privacy risks are limited. Usually, attributes are combined into
a single record-level encoding for improved attack resilience. This approach strongly
limits the flexibility of the matching algorithm. The linkage unit only uses a simple
threshold-based classification based on a single similarity score. Despite this simplistic
approach, the results of PPRL are often surprisingly good because the linkage problems
are usually less complex in comparison to other domains, e.g., when linking commercial
products from data sources with differing schemas.
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A key challenge in this process is the determination of suitable encoding and linkage
parameters without having information regarding the properties of matching and non-
matching records. In conventional record linkage attribute weights are often used during
the comparison and classification step for aggregating the attribute similarity scores for
subsequent threshold-based classification. In PPRL protocols with record-level encodings,
however, the weights must be applied at the time of encoding. Thereby, the computation
of suitable weights, e.g., based on the probabilistic approach by Fellegi and Sunter [36],
must be done without access to attribute similarities of potential matches and non-
matches. Therefore, PPRL protocols using such record-level perturbation methods are
intrinsically less flexible and prone to malconfiguration.
Data custodians seeking an appropriate linkage strategy for their particular use case

may find themselves without sufficient guidance to select a suitable solution. Conse-
quently, they may either revert to traditional record linkage methods, which necessitate
significant organizational efforts for engagement with fully reliable third-party entities,
or they may abandon their objectives due to these considerable challenges.

Usually, entity resolution algorithms are evaluated based on benchmark datasets from
various domains. Considering their particular application involving sensitive information,
the assessment of PPRL algorithms on datasets derived for instance from commercial
domains such as Abt-Buy or bibliographic sources like DBLP and Google Scholar is not
advisable [72]. PPRL algorithms are typically applied on linkage problems where personal
identifying attributes are used for comparison. Naturally, such datasets from real-world
databases are rarely publicly available. Research in this domain therefore either uses those
few datasets which are publicly available or derived from public sources (in particular
temporal snapshots of voter registries), generate synthetic datasets or use datasets which
the authors have access to based on their affiliation or special agreements [20]. Although
publications frequently offer synthetic or publicly accessible datasets, this is generally
not the case for real-world linkage problems. The absence of standardized benchmark
datasets makes it challenging to compare the outcomes of various PPRL algorithms. Our
approach facilitates the versatile generation of linkage datasets and the derivation of
variants, thereby enabling a more comprehensive study of PPRL algorithms.

As outlined in Section 2.4, the PPRL process is typically integrated in a more complex
workflow and architecture including pseudonymmanagement and de-identification of the
data of interest (MDAT). A variety of heterogeneous software components from academia
and industry are involved at the data owners, e.g., hospital information systems, at the
data trustee institution as well as for the overall workflowmanagement. It is essential that
the PPRL components can be easily integrated into such an ecosystem. To this end, the
proposed framework is built on a service-oriented architecture using REST APIs, which
makes this possible without encountering compatibility problems that typically arise
when integrating software libraries tied to specific programming languages. In particular,
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it simplifies the adoption of the FHIR (Fast Healthcare Interoperability Resources) standard
for exchanging patient records [37, 127].
Moreover, linkage quality measures are often provided for the entire dataset, which

might include a range of data error types. Thus, observers cannot assess whether they can
expect a similar quality for their dataset with potentially different properties regarding
the available attributes, missingness, etc. The evaluation should include a more detailed
report on the performance of a linkage method so that strengths and weaknesses with
regard to certain error types or other dataset properties can be assessed.
In this chapter, we present a framework for comprehensive evaluation and quality

analysis of PPRL algorithms in order to support data custodians in choosing suitable
methods and to facilitate further methodological research in this domain. In particular,
we make the following contributions:

• We introduce our framework for evaluating PPRL algorithms by employing a com-
bination of methods for generating, corrupting, and deriving benchmark datasets.

• We present our methodology for analyzing linkage outcomes using descriptive
tags, facilitating a comprehensive comparison and refinement of methods.

• We employ the framework to generate and analyze a variety of linkage problems
that are used to evaluate perturbation-based PPRL using record-level encodings in
comparison to plaintext linkage.

Related work

There exist numerous general-purpose record linkage frameworks, such as pyJedAI [93]
and others [27, 83, 124], as well as dedicated PPRL tools [45, 134] that offer implemen-
tations of both record linkage and perturbation encoding methods. PRIMAT [45] in
particular offers implementations for a variety of encoding and hardening techniques as
well as postprocessing algorithms for [43]. However, the existing tools are either pro-
gramming libraries or provide only command line interfaces and thus, are not designed
as stand-alone services. Further solutions are specialized for medical applications, such as
Mainzelliste [77, 123, 144] and E-PIX [54, 56]. However, these tools are primarily confined
to executing linkage operations and lack the capabilities necessary for generating test
datasets or conducting in-depth result analysis beyond basic quality metrics.
For evaluating record linkage algorithms, benchmark datasets are required, ideally

covering various possible scenarios regarding data origin and quality issues to prove
wide applicability of these methods.

On the one hand, a number of data generators for entity resolution tasks exist. Tools like
FEBRL [18] create records entirely from scratch. The pseudopeople package facilitates the
generation of extensive datasets through individual-based modeling of the US population,
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Figure 3.1: Architecture of the evaluation framework with linkage input creation components on the
left side (DG: Synthetic data generator, DC : Data corrupter, DS : Selector from multi-source
record clusters, DM : Linkage problem modifier), the PPRL execution services in the center
(LDO : Encoding, LLU : Matching, LP M : Protocol management) and the result analysis
modules on the right side (AD : Dataset-level evaluation, AP : Prediction analysis, AG: Group
analysis, AS : Similarity analysis). Green components produce descriptive tags while yellow
modules consume the metadata.

which also encompasses household structures [53]. Others create a corrupted variant with
a variety of error types based on an existing (real-world) input dataset [64]. Another group
of data creation tools, such as GeCo [22] and Gecko [66], integrate both the generative and
corruptive aspects. Approaches such as [108] facilitate transformer models to synthesize
surrogate datasets from existing linkage problems which follow a similar distribution of
matches and non-matches.
On the other hand, further tools exist to benchmark matching solutions based on

profiling test datasets such as [103]. One of the few tools available for understanding
record linkage results is Frost/Snowman [52], which has been proposed for comparing
linkage algorithms on certain benchmark datasets or a certain algorithm on multiple
datasets using various metrics. Nevertheless, the platform lacks features for generating
test data or conducting in-depth analysis of results when dealing with multiple dataset
representations (plaintext and encoded).

To the best of our knowledge, there is no solution yet which comprises data generation
and detailed linkage result exploration in a holistic framework, in particular with a focus
on PPRL.

3.2 Service-oriented framework

The overall architecture of our framework is depicted in Figure 3.1. This thesis focuses
on two linkage input sources but the framework is generalizable for multi-party linkage.
On the left side, multiple paths for creating linkage datasets are provided, depending
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on the available input data. By utilizing statistical population data, it’s possible to
create synthetic datasets (DG) and corrupt them (DC) while maintaining real-world
characteristics. Linkage problems can also be generated based on the corruption of
given single-source data or through the selection (DS) from multi-source record clusters.
Ultimately, the dataset can be altered to adjust size and overlap of the data sources (DM ).
In the center, privacy-preserving record linkage components are responsible for the

encoding (LDO) and matching (LLU ) phases of a perturbation-based protocol. The data
flow is orchestrated by a protocol manager service (LP M ).

All those components serve as potential sources of descriptive tags which are gathered
to facilitate subsequent analysis by the components on the right side. In addition, ground
truth information for the linkage input is needed for most analysis types and thus is
provided by the data creation components. Basic dataset-level analysis (AD) of the linkage
can be carried out using only the ground truth of a particular test dataset. The remaining
components (AP , AG, and AS) depend on tags to facilitate a more in-depth examination.
Our comprehensive framework allows to trace natural or intentionally induced data

characteristics through the PPRL algorithm for a fine grained analysis of the linkage
outcome even when obscured by additional noise in this process. Notably, post-linkage
tag inference could not comprise pairs that are eliminated during the blocking phase.
This is facilitated by using a common data model throughout the framework to describe
such traits, which we refer to as tags, as described in the next section.

3.2.1 Tag concept

Tags describe linkage problems based on dataset and outcome characteristics across
the dimensions of Granularity, Representation, Origin, and Type. We denote tags as
τR

G [O](LABEL,[string],[number]) whereby the origin O is included only if relevant.
Granularity Tags describe individual records (τr), attributes (τa), record pairs (τrp),

attribute pairs (τap), or entire datasets (τR). While all tags include references to the
respective dataset, the availability of references to the respective record(s) and attributes
depend on the granularity level.

Dataset representation Tags may originate from the plaintext data (P ) or encoded
data (E), or describe structural traits (S).
Origin While some pair-level tags such as the similarity emerge during matching,

plaintext records and their attributes are analyzed in advance. Other (pair-level) tags may
be derived beforehand, during generation, corruption or selection.
Type Tags have a label and may include numerical/string values for detailed de-

scription. The content of the values depends on the tag type. Some tags may only
have categorical (string) values. For tags with numerical values, the string is used for
assignments to predefined intervals or categories for simplified analysis.
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Scope of provided tags Examples

DG Record-level τS
r (HOUSEHOLD, ‘single’)

DC Pair corruption method τS
rp(MODIFIER, ‘rareNameMove’)

(intention and technique) τP
ap(TYPO, ‘f->d’)

DS Record and pair-level τS
rp(YEAR_DIFF, ‘0-3’, 2)

τS
r (VOTER_GROUP, ‘Democrat’)

DM Dataset-level τR(OVERLAP, ‘A-B’, 0.2)
LDO Plaintext (Indiv. and pair) τP

a (MISSING), τP
ap(SUBSET )

(Dynamic) encoding param. τE
a (NUM_HASHES, ‘default’, 20)

LLU Encoded data description τE
r (FILLRATIO, ‘aboveAvg’, 0.42)

Intermediate results τE
rp(SIM, ‘0.85-0.90’, 0.865)

τE
r (BLOCK_SIZE, ‘belowAvg’, 12)

Table 3.1: Examples of tags which are provided by data generation and linkage execution components
of the framework.

Table 3.1 lists the tag scope and examples from the components in our framework.
The implementation stores all tags in a document-oriented database using a unified flat
data model. However, tags can also be provided on-demand for ad-hoc analysis without
database persistence.

3.2.2 Linkage problem creation

In the following, we describe the components provided by our framework for creating
the input datasets for the PPRL algorithm.

DG: Synthetic dataset generation

Synthesizing realistic data is challenging, as evidenced by ongoing development of
new tools and methodologies as outlined above. Such datasets can be generated based
on statistical distributions of name frequencies, age cohorts, and residential addresses
etc. These values may come from public sources like national censuses or from similar
datasets related to the specific use case. Our implementation comprises a data generator
tailored for Germany, particularly aimed at tackling the issue of aligning individuals
residing within household structures in record linkage [31]. These pairs often exhibit a
relatively high similarity because of shared surnames and/or locations. The generator
creates datasets in two main stages: individual data generation and household structure
modeling.
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Figure 3.2: Attribute dependency graph of the data generator based on German census data: Records are
constructed based on census data triples (federal state, gender and age). [Adapted from [31]]

Individuals generation The generator utilizes German Census data1 to accurately
reflect real-world demographics, including age, gender, and regional statistics. Depen-
dencies between attributes are modeled with a directed acyclic graph to ensure logical
consistency between attributes as illustrated in Figure 3.2. For example, gender and date
of birth influence the choice of first name. The graph is simplified, excluding certain
dependencies. For instance, there’s likely a correlation between current residence and
birthplace. Yet, to incorporate these dependencies into the generator, statistical data
is required which is not easily accessible. In future work, such dependencies can be
integrated as long as no cyclic dependencies in the graph emerge. Values of name, date
of birth, and location-related attributes are generated from probability distributions.
Household modeling Household structures are generated in four phases, each

focusing on a specific household type. Family households are created with realistic
parent-child relationships. The number of children and the type of partnership (e.g.,
married, single parent) are determined using statistical distributions. Dependencies such
as age gaps between siblings and parents are modeled. Childless couples and single-
person households are generated based on age (and partnership type) distributions. Shared
housings such as student apartments, are based on grouping individuals with similar
demographic attributes, in particular age.

Apart from the actual records, the generator also provides tags describing the household
type of the generated records. This enables post-linkage analysis of household-related
linkage bias.

DC : Linkage problem creation by record corruption

Based on a foundational dataset composed of either synthetic or real records, additional
records of other sources are subsequently generated by inducing typical data quality issues
such as typos as well as missing or replaced attribute values. The goal of our corrupter is
not primarily to simulate authentic compositions of data errors, but rather to enable the
creation of diverse record pair categories that can be classified as true matches or non-
matches. An additional objective is to assign tags according to the modification applied

1https://ergebnisse.zensus2022.de/datenbank/online/
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to each pair, enabling the analysis of the linkage output for the expected classification
result.

The framework offers various types of corruption that can be combined. At the attribute
level, basic manipulations of strings and dates can be applied, such as character swaps
or substitutions to simulate typographical errors, and allows for variations in dates,
like date of birth adjustments. At the record level, attribute values can be swapped
(such as first and last names), substituted, expanded depending on a specified value
distribution (for instance, a name change after marriage or an address change following
a relocation) or removed to simulate missing values. All modifications are conditional,
making it possible to represent data quality issues specific to certain groups, such as
young adults being more prone to address changes compared to middle-aged individuals.
Every alteration generates a tag, enabling thorough tracking by the post-linkage analyzers.
Moreover, these modifications are grouped to simplify the assignment of more general
tags τS

rp[DC ](MODIFIER). These tags capture the intended type of pairing, such as an
individual who relocated which affects multiple residential attributes, or two similar
but distinct records with common names, that a human oracle would likely classify as a
match or non-match respectively.

DS : Selection from existing record clusters

The previous methods for generating data face the challenge of choosing suitable param-
eters to accurately mimic real-world errors. The usefulness of these test datasets largely
depends on whether the initial assumptions regarding the dataset’s characteristics are
appropriate, including data quality issues. An alternative method employed in the litera-
ture involves utilizing historical data to simulate linkage issues across diverse temporal
snapshots. This method naturally incorporates real-world characteristics of outdated
data. Databases of registered voters, such as the one in North Carolina (NCVR), are
frequently utilized as linkage benchmark datasets [20]. Based on the NCVR data, Panse
et al. [98] provide a database for large-scale record linkage tasks, containing clusters of
historical records sharing the same voter ID. We employ a dataset generator enabling the
selection of subsets considering the degree of duplicate dirtyness or the snapshot time
(t) span within these record clusters. Table 3.2 shows an example of such a cluster from
NCVR where different record pairs could be selected for inclusion in the linkage dataset,
depending on the desired composition. For example, a higher minimal time span between
selected records typically results in more challenging match candidates. A potential issue
when creating a linkage problem with ground truth labels like this is that there could be
non-intentional perfect matches between records. For example, it is possible that both
sources contain records from different clusters which agree in their attributes used for
linkage, due to a false negative in the ground clusters or a common name and year of
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Voter ID Snapshot t First name Middle name Last name YOB Zip City

XY123

2008-11-04 VANESA M. PATEL 1977 27253 GRAHAM
2009-10-07 VANESA MARIE PATEL 1977 27253 GRAHAM
2012-11-06 VANESA MARIE PATEL 1977 27215 BURLINGTON
2019-10-08 VANESA MARIE TAYLOR 1977 27215 BURLINGTON

Table 3.2: Example record cluster of a certain individual from temporal snapshots of a voter registry
grouped by voter ID. The data shows different types of real-world errors which allows to
derive different linkage problems based on selection.

birth in a high-density region. Those pairs would be classified as a match by all methods
and are therefore not of interest for a comparative evaluation. Thus, the selector prevents
selecting records from different clusters that fully agree in the name, year of birth and
address.

DM : Dataset size and overlap modifier

This component aims to create test datasets with varying sizes and levels of overlap
among sources. Variations in size are crucial for studying scalability aspects. Greater
overlap in general facilitates higher linkage quality. When the dataset contains true
matching pairs for many of the records, the likelihood of false positive classifications
decreases because genuine duplicates tend to have a higher similarity than random pairs.
The overlap is typically not known prior to the linkage. Thus, conducting experiments on
datasets with varying degrees of overlap permits an examination of the effects of these
unknowns on the linkage result.

Implementation DG and DS are implemented as dedicated web services, enabling
configuration-file-based creation and export of datasets as CSV files or JSON objects.
These generated datasets, but also existing datasets from external sources can be imported
into the data owner services – which are explained in the next section – in both formats
as well. The component DM is part of the implementations of DC and DS .

3.2.3 Linkage execution

The PPRL algorithm relies on components for data owners (LDO) and linkage unit (LLU ).
Both provide tags during the process, e.g., when calculating parameters dynamically,
such as attribute weights unique to each record. These neither can be determined on
plaintext before linking nor afterwards from the final linkage outcome. In addition, the
protocol manager LP M controls the configuration and data flow of both services.
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LDO: Encoding at data owners

The original plaintext is irreversibly transformed to an encoded representation, as de-
scribed in Section 2.3.3. The implementation comprises multiple encoding techniques
which allows to test the effect on the linkage outcome (see also Section 3.3). Furthermore,
the data owner module contains an analyzer component for plaintext records, allow-
ing to capture aspects such as attribute lengths or missingness in tags for usage in the
linkage result analysis. In practical use cases each data owner would deploy a dedicated
LDO. However, for evaluation purposes a single service is used to avoid the overhead of
exchanging the secret encoding parameters.

LLU : (Privacy-preserving) Matching

The linkage unit service receives the encoded records and applies a matching algorithm
to determine entity clusters, as described in Section 2.3.4. The service supports multiple
configurable classification models which allows the execution of conventional plaintext
linkage algorithms as well. Intermediate and final linkage results including pairs are
managed per project, separate from the records themselves, which allows to efficiently
test multiple linkage approaches on the same (encoded) dataset. For evaluation purposes
the linkage unit also supports adding a ground truth to the linkage problems in order
to determine the linkage quality. Due to the rather simple matching approach in PPRL,
insights on influencing factors of the encoding technique on the similarity score are
valuable for method development. Thus, apart from tags describing the encoded dataset,
τE

rp(SIM) is provided, encompassing the record pair similarity which is crucial for certain
analysis types as outlined below.

LP M : Protocol orchestration

The protocol manager service orchestrates the data flow between the other components,
including the data creation services. It follows a workflow definition of modular steps,
such as in its simplest form by retrieving an encoded dataset from LDO and passing it to
LLU , or more complex, dynamic flows as used in the multi-layer protocol in Chapter 5.

Implementation The PPRL services are implemented as web services and designed
for managing multiple linkage projects in parallel. Thereby, it is possible to execute
multiple linkages independently on the same LLU instance. For each project, a secret has
to be agreed on between the data owners. When requesting encoded records from the
data owner service, a secret derivation algorithm is used, e.g., when multiple seeds for
the cryptographic hash functions of each attribute are needed for employing attribute
salting. Encoding, matching and protocol configurations as well as the datasets and
record pairs are persisted independently from each other in MongoDB collections. For
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testing purposes, they can be provided by the same database management system, while
in practical use cases, distinct instances under control of the respective institutions would
be used.

3.2.4 Linkage result analyzer

This section outlines the analytical capabilities of our framework.

AD: Dataset-level evaluation

To assess the overall quality of linkage, we apply the conventional performance met-
rics recall, precision, and F1 score. In the absence of ground truth, these metrics can
be estimated in an unsupervised manner based on similarity graphs [41]. In addition
to the usual confusion matrix, we differentiate between two types of false positives:
FPs(ingleton), which are FP links where both records are true non-matches or singletons,
and FPd(uplicate), which encompass all FP where at least one record is a true duplicate.
High FPd/FP ratios suggest inadequate or missing postprocessing in linkage scenarios
involving clean sources without internal duplicates.

AG: Group-basedqality analysis

This component utilizes the tags provided by the data creation and linkage modules. The
linkage outcomes are categorized by these tags to calculate quality measures for each
subset. Examining the outcomes of a benchmark dataset allows observers to determine
more effectively if these results might be applicable to their use case, even when using a
different composition of records and types of data quality issues. We present an example
for this analysis in Section 3.2.5.

AP : Prediction-based analysis

This component is similar to the previous approach but reversed. It provides tools to
outline and contrast the characteristics of specific groups in the outcome. Categorizing
elements within the confusion matrix, such as exploring prevalent trends among FP or
FN pairs, allows to pinpoint systematic deficiencies in the linkage method [30]. Further-
more, match predictions can be categorized by examining possible systematic disparities
between records considered as matches or non-matches. These effects might arise from
issues with the linkage algorithm in addressing data quality problems effectively within
specific groups of records. Thus, AP can also be applied in situations where the ground
truth for the linkage problem is unavailable.
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AS : Similarity analysis

This component enables an in-depth examination of the outcomes grounded in τE
rp(SIM).

Similar to previousmethods, one can utilize either single tags or collections of tags to study
the similarity distribution across the respective groups. It shows how effectively pairs can
be distinguished either as match or non-match using the threshold-based classification
models of PPRL with record-level encodings. Additionally, this module enables the
examination of how similarity scores of specific record pairs vary with different encoding
and matching techniques.

Implementation The analysis modules are implemented as a Python-based Streamlit2

application using the web interfaces of the PPRL services for retrieval of the linkage
outcome and its descriptive tags. Additionally, CSV export is supported, facilitating
customized analysis utilizing external tools.

3.2.5 Workflow example

In this section, we provide an illustrative example of how the framework enables evalua-
tion of PPRL algorithms based on workflow definitions including dataset creation and
linkage protocol orchestration. Figure 3.3 outlines the process. First, a synthetic dataset
is created and subsequently modified to produce record variants that are either supposed
to be matches (here: ID42-44) or non-matches (here: ID42-43 and ID42-45). Afterwards, a
Bloom filter based linkage is conducted using the encoding and matching modules. The
tags derived in this process can be used for different analysis types, as described in the
following sections.

Group-specific linkageqality analysis

While dataset-level linkage quality measures (AD) allow to assess and compare the
overall performance of PPRL algorithms, group-based analysis (AG) reveals possible
quality issues for certain subsets (see Figure 3.4). The upper result shows that the chosen
linkage algorithm excels at identifying duplicates that differ by zero or one attribute,
though it struggles when error rates are higher. Since attaining a high recall for records
that are highly similar or identical is straightforward, this distinction enables focusing
on the more complex cases, thereby disregarding the proportion of trivial matches that
might lead to an overall high quality measure. The bottom result demonstrates that the
linkage method employs encodings capable of handling slight attribute variations, such
as typos, as well as expansions, like double last names or initials of first names.

2https://streamlit.io/
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3.2. SERVICE-ORIENTED FRAMEWORK

Step 0: Definition of the experiment workflow incl. configurations for DG, DC , LDO , LLU

Step 1: Generation of a synthetic dataset with household structures using DG.
ID First name Last name Date of birth Zip City

42 PAUL POLLMANN 1979-10-25 73102 BIRENBACH
43 THOMAS POLLMANN 1978-04-10 73102 BIRENBACH

Step 2: Creation of modified/corrupted records using DC (here: based on record 42).
ID First name Last name Date of birth Zip City

44 PAUL POLLMANN-MEIER 1979-10-25 73102 BIRENBACH
45 PAULA HOFFMANN 1979-10-25 74629 PFEDELBACH

Step 3: Import of generated linkage input dataset to LDO and encoding.

Step 4: Transfer of encoded dataset to LLU and matching.

Step 5: Detailed evaluation based on collected tags and partially using ground truth.

Tag store collects tags created during steps 1-4 (here: only tags related to record 42).
ID0 ID1 Origin Attribute Label StringValue Num.

42 43 DG RELATION SIBLING
42 44 DC MODIFIER DOUBLE_LAST_NAME
42 44 DC LASTNAME EXTENDED
42 45 DC MODIFIER SIMILAR_BUT_OTHER_PLACE
42 45 DC FIRSTNAME REPLACEMENT ‘similar’ 0.80
42 45 DC LASTNAME REPLACEMENT ‘similar’ 0.63
42 45 DC CITY REPLACEMENT ‘similar’ 0.50
42 45 DC ZIP REPLACEMENT ‘dependsOnAttribute:CITY’
42 LDO FIRSTNAME LENGTH ‘belowAverage’ 4
42 LDO FIRSTNAME REL_FREQ_RANK VERY_FREQUENT 0.002
42 LDO CITY REL_FREQ_RANK VERY_RARE 0.851
42 45 LDO FIRSTNAME MINOR ‘->s’
42 43 LLU SIM ‘0.70-0.75’ 0.716
42 44 LLU SIM ‘0.85-0.90’ 0.872
42 45 LLU SIM ‘0.75-0.80’ 0.763
42 LLU BF_FILLRATIO ‘0.35-0.40’ 0.387

42 LLU FIRSTNAME BF_FILLRATIO ‘0.35-0.40’ 0.398
42 45 LLU FIRSTNAME SIM ‘0.85-0.90’ 0.894

Figure 3.3: Example use of the framework based on the data creation path DG->DC : The steps for
generating the linkage input datasets, executing the PPRL protocol and subsequent result
analysis are illustrated using example records. The table on the bottom shows corresponding
tags, describing plaintext and encoded records as well as record pairs. The lower part of the
table illustrates selected tags from another experiment using the same dataset but a different
(attribute-level) encoding.
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Figure 3.4: Example for group-based quality assessment using τP
rp[LDO] for the number of differing input

attributes (top) and τP
ap[LDO] for descriptions of fine-grained corruption types (bottom).

Prediction-based analysis

To investigate potential biases in the linkage outcome, it is advantageous to examine the
distributions of specific tags by prediction type (AP ), as depicted in Figure 3.5. Differences
in the distributions are not necessarily indicators of systematic linkage flaws if these
reflect real-world differences between records belonging to the match or non-match
group. Nevertheless, it is improbable that rare or common names, or low fill ratios, which
correlate with shorter plaintext values, belong to this category. Therefore, methodological
adjustments such as integration of value-specific attribute weights should be considered.

Figure 3.5: Example for prediction-based analysis on distributions of attribute frequencies (left, τP
a [LDO)

and Bloom filter fill ratios (right, τE
r [LLU ]) indicates correlation of common names with

false positives and of low fill ratios with false negatives.
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Figure 3.6: Overview of linkage problem dimensions and their creation scenarios. Datasets from different
geographical regions are modified, either using corruption configurations for creating true
matching or true non-matching pairs, or using selection based on dissimilarity, age or gender
from real-world clusters. Datasets of varying size and overlap between sources are created.

3.3 Robustness evaluation

In this section, we evaluate the linkage quality of existing PPRL methods in particular
with regard to their robustness for different datasets. We compare these results with a
baseline using plaintext data. The outcomes serve as baselines for our methodological
contributions in subsequent chapters.

3.3.1 Linkage problem creation

We employ the data creation modules of the proposed framework to derive multiple link-
age problems used throughout this thesis. Figure 3.6 gives an overview of the dimensions
of these benchmark datasets.

Base datasets We aim to evaluate the linkage methods on multiple datasets with
different characteristics, in particular being from different geographical regions. We use
DG to generate a dataset based on German census data (GER). We modify the dataset
to create a second data source for matching using multiple corruption scenarios as
outlined below. Additionally, we use DS to select real-world datasets based on the US
voter registry from North Carolina (NC). For better comparability of results from both
regions, we introduce another origin dataset restricted to the German federate state of
Baden-Württemberg (BW ) as it has approximately the same population size of 11 million
residents as North Carolina.
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Modifications For the selection-based dataset creation, we intentionally do not
include matches with perfect agreement as those are trivial to match by any method. The
duplicates are created by randomly sampling records from snapshot ’2021-01-01’ and
using a duplicate from a different snapshot where at least one (min1E) or two (min2E)
of the attributes or attribute combination first name, middle name, last name, place of
birth and city and zip code are non-equal. These basic datasets represent the voters of
North Carolina and thereby a large proportion of the population. As such, this is helpful
to simulate linkages on population databases. However as described in Section 2.4, data
linkages are also conducted for specific use cases where only subsets are selected at each
data owner prior to the linkage depending on the specific need of data analysts. These
may include for example age-based or gender-based cohorts. Those subsets have different
characteristics and thus likely require different parameters for optimal linkage quality.
The subgroup selection strategy is based on the min1E configuration. From the potential
records and pairs only those are selected where at least one fulfills the content condition.
We create three age cohorts having year of birth values between 1900 and 1949, 1950
and 1979, and above 1980. In addition, we create two subgroups containing only persons
having a gender attribute value of male or female respectively.
For both base datasets from Germany, GER and BW, only a single record is available

for each entity. Therefore we apply the corruption module DC to derive linkage problems
using different data quality scenarios, as described in Figure 3.6. In order to better compare
linkage methods on datasets from regions with different language, we also create linkage
problems with these corruption scenarios on the base dataset from North Carolina where
only a single record is used from each cluster.
TIME represents a scenario where true matches exhibit differences corresponding to

typical timely record changes, e.g., changed last name values due to marriage/divorce
(replaced or extended attributes) or new addresses due to relocations (replaced attributes).
DIRTY focuses more on differences that arise due to limited data quality standards which
results in missing values, typos, exchanged or extended attributes. FRQ contains pairs
with identical modification configurations where the ground truth label depends on the
frequency of attribute values. For example, two records sharing first name, last name and
year of birth while having a different location entry are considered a match only if both
name components are rare. We define common as being in the top 2 % of unique attribute
values whereas rare means that the value is in the bottom 65 % of unique values. These
boundary values were determined by the practical requirement of obtaining a sufficient
number of suitable original records that meet these conditions in the selection process
to achieve the desired linkage problem sizes. The purpose of this corruption scenario is
the creation of tagged pairs with relatively more common or rare attribute values; the
precise frequencies are not critical and could be adjusted if needed.
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All three scenarios also contain a small amount of perfect matches as a sanity check
for the linkage methods as those pairs should be predicted as a match by any approach.
All scenarios also include a proportion of pairs that share the same last name and have a
similar first name, or vice versa, but have different year of birth, city and zip code values.
Those pairs are labeled as true non-matches and are included to test the ability of the
linkage methods to prevent false positive classifications of similar but still unambiguous
non-matches.

Size and overlap We create linkage problems with two equally sized data sources
having overlaps – share of common entities – of 10 %, 20 % and 30 % and a total size of
20000, 100000 and 200000 records.

Random seed For each of those linkage problem creation pipelines, we create two
datasets using different seeds for the (random) sampling components while keeping all
other parameters the same. This allows to check if possible effects are due to, e.g., a
specific modification scenario, or an artifact due to the randomness.

Dataset naming The dataset notation is composed of these components. For example,
BW-T-20S refers to a dataset from Baden-Würtemberg in Germany, corrupted using
the TIME scenario which results in 20000 records in total and an overlap of 10 % (S).
NC-Yob50-100L refers to a dataset from North Carolina with 100000 records in total,
an overlap of 30 % (L) and a selection configuration where only persons having year of
birth (yob) values between 1950 and 1979 are included.

3.3.2 Dataset comparison

In the following, the characteristics of the created linkage problems are compared. We
use dataset variants of GER, BW and NC, each corrupted with TIME, DIRTY, FRQ.
Furthermore, we include the 2 error-based and 5 subgroup-based selection settings based
on the NC dataset. We restrict the comparison to the 100L size and overlap datasets. In
total, this yields 16 linkage problem configurations. We focus on the following 7 attributes
which are relevant to the linkage methods used in this work: First name (FN), middle
name (MN), last name (LN), year of birth (YOB), city, ZIP code (which corresponds to
PLZ or ’Postleitzahl’ in Germany) and place of birth (POB). In the following, selected
dataset characteristics are shown.

Figure 3.7 and Figure 3.8 describe the attribute lengths and missingness of the datasets.
Overall, the GER and BW datasets differ from the NC datasets in that they do not include
a middle name attribute and contain substantially longer place of birth values (∼ 13 vs
2). The latter is due to different value representations. While the attribute holds the full
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federal state of birth in GER and BW, it contains a two-character state abbreviation for
NC. Furthermore, the city values of BW are on average the longest (∼ 11.7), whereas
they are shorter for GER (∼ 10.4) and NC (∼ 8.9). For the age-based subgroups of NC, it
can be observed that records of older individuals in Yob00 have, on average, shorter
middle name lengths (4.65) than those in Yob50 (5.3) and Yob80 (6). The list of most
common values in Figure 3.9 indicates that this is caused by a higher proportion of entries
consisting of a single character, namely the initial. The other attributes have comparable
lengths in general. None of the datasets contain missing values for the attributes first
name, last name, or year of birth. The German-based datasets likewise show no missing
values for the place-of-birth attribute, except in the DIRTY corruption scenario, where
this attribute is removed for some records. The NC datasets, in contrast, exhibit high
rates of missing values for this attribute as well as for the middle name.
Figure 3.9 shows the frequency distributions of the most common values of selected

attributes from the datasets derived by selection from the NC voter registry. While the
distributions of last names are very similar, this does not hold for first and middle names
or for year of birth. The most frequent first names in NC-Ma and NC-Yob00 occur
more often than in the other datasets, especially compared to NC-Fe and the remaining
age groups. The year of birth distributions naturally shows higher frequencies for the
age based subgroups as they contain only values within a certain range. NC-Yob00
exhibits a relatively high occurrence of the value ’1900’, as this value seems to serve as a
placeholder when data is missing.
The frequency distributions of selected attributes from the datasets derived for GER

and BW are depicted in Figure 3.10. The distribution of first name values shows higher
frequencies for the most common values in F than in the T and D variants. This occurs
because the corruption procedure explicitly selects records containing rare and common
values for the output dataset, which in turn produces the observed distortions. The BW
datasets exhibit higher frequencies for the most common city and zip code values, which
results from the limitation to this federal state rather than covering the entire country.
Finally, we examine the characteristics of the matched records based on the ground

truth, see Figure 3.11. The core idea is that the linkage problems vary in how types of
differences between corresponding records are distributed. This is particularly true for
the datasets generated through corruption, as different scenarios were employed during
their creation. For all record pairs considered true matches, difference schemata based
on an attribute-wise comparison are determined. Attributes are compared using the
Levenshtein similarity and categorized as being either equal, very similar (sim > 0.8),
very dissimilar (sim < 0.2), or as medium similar if they fall in between these thresholds.
If one or both attribute values are missing, respective categories are assigned. This
resulted in a difference schema for each record pair. The figure shows the most frequent
difference patterns for each linkage problem.
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Figure 3.10: Frequency distributions of the most common values of selected attributes in the linkage
datasets based on the generator for GER and BW.
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Only the corrupted datasets contain matches which perfectly agree. In the TIME
scenario the most common types of differences affect the last name and address attributes,
whereas in the DIRTY setting, the most common issues are missing address values and
differences in the first and last name attributes. The FRQ data shows modifications of
last name and address in the top 2-4 patterns. Both DIRTY and FRQ contain pairs with
similar values for first name, last name and city whereby the latter is categorized as
medium similar due to character swap modifier which results in lower similarity scores
than the single character replacements applied on the name components. These patterns
are expected and in line with the applied record modifications as described in Figure 3.6.
The subgroup datasets in the second row show less diverse similarity patterns. Most
groups frequently contain duplicates with differing address and missing place of birth.
While in NC-Fe the last name is most frequently affected, the dataset containing records
with a ’male’ gender value is not. The age based datasets contain more address changes
in younger groups.
Overall, these analysis results show that the generated linkage problems differ in

terms of attribute length, degree of missingness, frequency distributions, and the kinds of
discrepancies between duplicate records. All of these factors are important for configuring
record linkage algorithms and thus enable a more comprehensive assessment of linkage
methods.

3.3.3 Linkage methods

We evaluate linkage strategies of perturbation-based PPRL with record-level encodings
and compare them with plaintext-based record linkage on these linkage problems in
order to study possible detrimental effects.

Blocking

In this work, we focus on the evaluation of PPRL techniques with regard to comparison
and classification quality rather than scalability. However, to run linkage experiments
on larger datasets in a reasonable time, a blocking strategy needs to employed. We use
standard blocking to reduce the number of comparisons that need to be computed, as
described in Section 2.1.2. To ensure the comparability of the results, we define blocking
keys independent of the encoding method so that the same set of match candidates is
used in all linkage methods on a certain dataset. For each record we generate blocking
keys at the data owners based on the plaintext attribute combinations {FN, YOB}, {LN,
YOB} and {Soundex(FN), Soundex(LN)} and encode them using a cryptographic one-way
hash function. These hashed blocking keys are transmitted together with the encoded
records to enable standard blocking at the linkage unit.
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However, this may lead to a glass ceiling of the linkage quality results for all techniques
as the highest achievable recall is determined by the pair completeness score (PC) of the
blocking phase. One possible strategy would be to use the remaining pairs after blocking
as the reference of the true matches to be found. However, this may cause distortions as
the missed true matches due to blocking could be meaningful when comparing (PP)RL
techniques because they may be the hard ones where differences between methods
become visible. Another strategy is the inclusion of a blocking key from the global record
id that is unique for each duplicate pair based on the ground truth. This blocking key
ensures that no true match is excluded from the comparison. The impact of the additional
blocking function is evaluated in the result section below.

Encodings

Record-level PPRL methods are typically less flexible as important parameters such as
attribute weights have to be chosen before the encoding at the data owners and thus
before having any information from comparing records of different sources. In addition,
record-level encodings conceal record details from the linkage unit which imposes strong
limitations on the applicable classification models. Thus, the choice of the encoding
technique and its parameters is crucial for the linkage quality outcome.
Bloom filter encoding parameter choices including hardening techniques have been

studied before [9, 46]. Hardening techniques aim to reduce the feasibility of attacks by
(further) obfuscating characteristics of the original plaintext datasets. Thus, the linkage
quality is typically lower or equal but not higher than with basic encodings. We do not
apply any hardenings apart from attribute salting, as it has been shown to reduce the
privacy risk while achieving comparable or even better linkage quality [46]. We choose
this setup because we want to study how much worse the linkage quality is at least when
using PPRL in contrast to plaintext linkage.
Weighting A very important subset of parameters concerns weights which are

incorporated in the encoding process to reflect the different discriminatory power of
attributes. We define three static weight scenarios as described in Table 3.3.

Scenario FN MN LN YOB CITY ZIP POB

Equal 1 1 1 1 1 1 1
Core 2 1 2 2 1 1 1
Core+ 3 2 3 3 1 1 2

Table 3.3: Weight set scenarios in the robustness evaluation: Equal uses the same weight for all of the
attributes, where as Core doubles the weights of three essential attributes and Core+ further
increases these weights and lowers the relative weight of residential attributes.
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Bloom filter generation The plaintext attributes are preprocessed by removing
leading and trailing whitespace, conversion to lowercase and removal of diacritics before
being split into overlapping bigrams using padding. For the record-level Bloom filter
we use l = 1024. The number of hash functions hi is selected based on the average
length of each attribute to achieve an average fill rate of the respective Bloom filter of
approximately 40 %. We use the CLK-RBF encoding approach to incorporate weights
in record level encodings as described in Section 2.3.3. The number of set bit positions
related to a certain attribute depends on the (average) attribute length. Shorter values
consist of fewer tokens and thereby fewer bits are set. Thus, we compute hi with the
following equation to ensure that the average number of hash functions of each attribute
with respect to the total number of hash functions is proportional to the relative weight
of this attribute.

hi · ni

h ·∑︁N−1
i=0 ni

= wi∑︁N−1
i=0 wi

→ hi = wi · h ·
∑︁N−1

i=0 ni

ni ·
∑︁N−1

i=0 wi

(3.1)

where wi is the weight, ni the average number of features, and hi the number of hash
functions for attribute i. h is the reference number of hash functions and determines the
average fill rate (amount of 1-bits relative to the length l) of the Bloom filters.
Please note that hi is computed based on the average attribute length which still

leads to weight variations depending on the actual length of each attribute due to the
interdependency of length, number of tokens and weight. For example, when using Bloom
filter encodings with bigrams, padding and hi = 12, an attribute of length 4 results in
(4+1)·12 = 60 bit selections. An attribute of doubled length 8 results in (8+1)·12 = 108
bit selections, which corresponds approximately to a weight increase factor of 1.8. Thus,
these record-level encodings employ weights differently than weighted attribute-level
similarity aggregation.

Baseline As a baseline for state-of-the-art plaintext linkage, we apply Unicorn [145]
on the benchmark datasets. Unicorn aims to provide a unified data matching model based
on three deep neural networks: an encoder which converts record pairs of different tasks
into a shared representation, a mixture-of-experts model (MoE) that enhances these rep-
resentations by aligning the matching semantics to improve the performance of the final
binary classification model. We finetune the pretrained UnicornPlus model using the pro-
vided script with its default parameters3 based on the DeBERTa language model [59]. The
dataset for this task was produced with the same configuration as NC-min1E-100L,
but using a different sampling seed in DS , resulting in an independent training set. The
training samples are created using the ground truth based plaintext blocking strategy

3https://github.com/ruc-datalab/Unicorn (Commit 5424e585f6c739db3c1ca610e0db079392dfbfd6)
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Figure 3.12: Comparison of quality metrics using different blocking strategies: On the left, plaintext
(PT) and HLSH results, each with and without ground truth IDs (GT) are shown. On the
right, score differences by inclusion of GT to plaintext blocking are shown for each dataset.

outlined above. A class balancing using random downsampling is employed which yields
15 000 positive and negative samples respectively.

Metrics We compare different linkage methods on various datasets. As noted by
[57] it is pointless to compare linkage quality metrics for a certain threshold between
methods that use different similarity functions as the scores may be unrelated. Therefore,
we report the results for thresholds that lead to an equal and constant weighting of recall
and precision according to [57], as described in Section 2.2.1.

3.3.4 Results

Blocking

We conduct the following experiments to assess the impact of the chosen blocking strategy.
We use record-level CLK-RBF Bloom filter encodings with equal weights for all NC dataset
corruption and subgroup variants of 100 000 records and an overlap of 30 % (100L).
In addition to the plaintext blocking, we include HLSH blocking (see Section 2.3.4) for
comparison. Based on the results of [44], we use Λ = 15 keys as it yields the best results
with respect to the PC measure in their study. We choose the length Ψ = 24 to produce
approximately the same amount of match candidates (∼400 000) as the plaintext strategy
(∼360 000). For each linkage, we determine the blocking quality measures PC, PQ and
RR, as well as the linkage quality measures recall, precision and F1 score.

Figure 3.12 shows the overall results of this blocking experiment. Without the ground
truth blocking key, the LSH-based blocking strategy has a low median PC score of 0.57,
resulting in even lower recall values, whereas the plaintext blocking strategy reaches
very high PC scores (> 0.99). As intended, the addition of the ground truth blocking key
leads to perfect PC scores as well as small improvements of PQ. Furthermore, it has only a
very low effect on the median results with plaintext blocking keys, but strongly improves
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Figure 3.13: Comparison of linkage quality results of different blocking strategies on plaintext (PT) with
and without ground truth IDs (GT) and encoding strategies for the dataset NC-D-100L.

the recall of the HLSH-based strategy. On the right side of Figure 3.12, the measures
changes of the plaintext blocking strategy by inclusion of the ground truth blocking keys
are shown for each linkage problem. The blocking strategy modification has almost no
impact on most datasets, but it substantially increases PC, F1 score, precision, and recall
for NC-F and especially for NC-D. The reason in the latter case is that it contains true
matches with exchanged first and last name. All three blocking keys include at least one
of these components, which causes these pairs to be dropped during blocking when the
ground truth blocking key is not used.

Figure 3.13 shows another aspect of the ground truth based blocking strategy. Without
it, the differences of record-level Bloom filter encoding configurations which either use
distinct attribute salting for all fields or identical hashing seeds for the name-based
attributes (FN, MN, LN) are hardly visible. When including all pairs in the comparison,
it is revealed that the name-exchange-group approach strongly improves the F1 score
for higher threshold values due to improved recall and only comparably reduces the
precision. Based on these observations the ground truth and plaintext based blocking
strategy is employed in this thesis.

Encodings

The following results are based on the 20S, 20L, 100S, 100L size and overlap variants
of the three corruption scenarios (TIME, DIRTY, FRQ) of each origin (GER, BW, NC) as
well as the five age- and gender-based subgroups from NC, each in two variants using
different seeds for the generation process. In total, this yields 112 linkage problems.

Weights: We study the impact of the weight scenarios on the linkage quality when
using record-level encodings. Figure 3.14 shows that in scenario D, the Equal weight set
clearly yields the best performance, whereas for F, Equal performs only slightly better
than Core but substantially better than Core+. Scenario T is less sensitive to the choice of
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Figure 3.14: Linkage quality with different weight sets based datasets from the origins GER, BW and
NC and different corruption scenarios T, D and F.
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Figure 3.15: Linkage quality with different weight sets on subgroups datasets from North Carolina (NC).

weight set, although Core is slightly superior in particular with regard to the F1 score.
Overall, the linkage quality for F is considerably worse than in the other settings, since
matching and non-matching pairs often differ only in the frequency of attributes, which
makes it necessary to rely on background knowledge about frequency distributions to
separate them.

Figure 3.15 shows that, overall, the Core and Core+ weight sets achieve similar perfor-
mance, while Equal performs noticeably worse with respect to both quality measures.
Core and Core+ exhibit comparable performance across the age groups, whereas AUC and
F1 score are both substantially higher for Ma than for Fe. The latter can be explained by
the high rate of changes of last name attributes in Fe, as illustrated in Figure 3.11, and
the increased weight assigned to this attribute in Core and Core+.
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Figure 3.16: Linkage quality differences of PPRL with record-level encodings (Equal weights) to a plain-
text baseline using the Unicorn deep learning model. Negative values indicate that this
baseline performs better.

In the following, we restrict our analysis to the Core weight set, since Equal per-
forms poorly on the subgroup linkage tasks, while Core+ exhibits weaknesses across
all corruption-based datasets and achieves comparable results to Core on the subgroup
datasets.

Comparison to plaintext baseline Figure 3.16 compares the results when using
weighted record-level Bloom filter encodings to the plaintext baseline using Unicorn. The
differences of the quality metrics are determined for each dataset, where negative values
indicate that the baseline achieves superior results. For the corrupted datasets, we find
that Unicorn performs better on T, increasing the median F1 score by 0.05 for GER and
BW, and by 0.02 for NC. The robustness, however, does not improve to the same extent,
which is similarly observed for D, where both AUC and F1 score, are on par. An exception
is NC-D, for which Unicorn again attains a higher median F1 score by 0.05. For F, in
contrast, the situation is reversed and the PPRL approach yields superior linkage quality.
Unicorn addresses the subgroup linkage problems more effectively, resulting in in-

creases of AUC between 0.02 and 0.07 and of the F1 score between 0.05 and 0.09. This
is, however, to be expected, since the model is finetuned on a generalized variant of NC.
Nevertheless, the trained model seems to have learned similarity patterns of how records
change over time, since it also shows strong performance on the T linkage problems
from Germany. However, the notion that the importance of agreeing attributes depends
on how frequently they occur is not taken into account. The superior performance of
Unicorn on NC-T compared to GER-T and BW-T suggests that the difference may be
partly due to insufficient background knowledge for non-English attribute values.
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3.4 Discussion

The proposed framework comprises multiple dataset creation paths which enables choos-
ing the best approach for each use case. Generally, using real-world datasetsR is preferred
since they don’t require generator and corrupter modules parametrization. Dataset size
and overlap can be modified to assess scalability and align the problem with the expected
number of matches for the intended use case. The selection component can also be
used for assessing PPRL methods in scenarios where datasets are not representative for
the entire population, for example when linking a student database with records from
a local residents’ registration office in a certain city. The corrupter module allows to
simulate various data quality scenarios to assess their impact on linkage outcomes, using
a single-source dataset Ri as input, such as a data owner’s database. If no real-world
dataset Ri is available, the generator component can synthesize databases that mimic
real-world characteristics. It should be noted that our implementation for creating Ger-
man population records requires further evaluation in that regard, which was out of
scope for this work. Furthermore, the corruption methodology enables researchers to
construct datasets with particular characteristics that are in the focus of newly developed
PPRL encoding techniques, such as the adaptability to value frequencies.
The framework is designed with perturbation-based PPRL in mind, focusing in par-

ticular on Bloom filter encodings. However, the proposed evaluation framework can
be applied to alternative externally managed linkage protocols by retrieving plaintext
records from the data owner services, executing the external linkage protocol, and subse-
quently importing the results to the linkage unit module LLU , potentially accompanied
by descriptive tags.
The analytical components facilitate comprehensive insights into PPRL algorithms

and the comparative evaluation to study applicability in given real-world scenarios.
These methods depend on tags, which must be provided by data generation and linkage
algorithm modules. Therefore, extending current data generation and corruption tools
to include descriptive tags in their outputs would be advantageous, as it would allow
their integration into the framework. Enhancing transparency on potential sources of
linkage bias in PPRL is an initial step towards a more cohesive integration between
the data linkage process and the subsequent data analysis. While this work focuses
on analyzing the linkage quality in the PPRL context, it is worthwhile to extend the
framework to study privacy aspects of encodings as well including assessment of risks
related to reidentification attacks.
We created a variety of datasets for studying linkage algorithms that differ in data

aspects highly relevant for this task such as the frequency distributions of attribute values,
as shown in Section 3.3.2. One can certainly argue about the chosen configuration of
the synthetically corrupted datasets. The scenarios are not designed to be realistic in
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terms of their composition of error types. Instead, they incorporate common kinds of
discrepancies, making them useful for examining how PPRL encoding methods affect
these sets of record pairs, for example with exchanged attributes (see Figure 3.13). The
subgroup datasets have a more realistic composition of data quality issues due to their
real-world origin, apart from the exclusion of perfectly agreeing duplicates.
Assigning ground truth labels to generated pairs is not unambiguous and thus are

the linkage quality metrics which are computed based on them. The question is which
level of difference should be considered as a match and which as a non-match. For
example, consider a record pair with equal first name, last name and date of birth but
different residential attributes like city and zip code. If the name is not very common,
this is intuitively the same person which moved and thus, a match. Nevertheless, there
is still a degree of uncertainty. When using a real-world dataset like a voter registry,
the uniquely identifying voter ID can be used to resolve that ambiguity. The voter ID
assignment is usually based on additional verification during the registration process, e.g.,
based on a drivers license. Thus, the ground truth of the North Carolina voter registry is
mostly accurate which makes this data source suitable for evaluations of record linkage
algorithms [98].
For synthetic dataset generation and corruption, there is no additional information

and the ground truth labels are assigned based on assumptions of the operator. The
example with the presumably relocated person above is part of the FRQ corruption
scenario, where the ground truth labels are match if the name is rare and non-match if it
is a frequently occurring name. This labeling clearly does not apply to all pair patterns of
this kind in the real world. Therefore, it is reasonable to study this linkage problem based
on the record pair similarities and match probabilities, as is done below in Section 4.4.3.
The experiments using record-level Bloom filter encodings show that the attribute

weights have a strong impact on the linkage quality in most scenarios. This is not
specific to privacy-preserving record linkage, but it highlights the need to study how
these parameters can be optimized in the PPRL context. Perturbation-based linkage
methods apply weights during the encoding phase, which prevents them from estimating
attribute-specific error rates when facilitating the Fellegi–Sunter approach for weight
estimation. Compared to the state-of-the-art plaintext linkage results, the PPRL approach
performs worse on nearly all linkage tasks, except in the FRQ corruption setting.
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3.5 Conclusion

We introduced a comprehensive evaluation framework for privacy-preserving record
linkage. It offers multiple modules to create versatile benchmark datasets for linkage
tasks depending on the available input data. Analyzing linkage quality outcomes based
on record (pair) characteristics, or tags, enables researchers to better comprehend their
linkage results and evaluate those of others. This also aids data custodians in selecting
suitable PPRL methods for specific applications and datasets. In future work, we intend
to integrate further linkage benchmark datasets in our selection component for more
general use.

The framework was employed to generate a set of benchmark linkage problems which
are used for an assessment of the linkage quality which is achieved using a common PPRL
linkage approach. The comparison of PPRL using record-level Bloom filter encodings
with a state-of-the-art baseline for plaintext linkage shows that the linkage quality is
worse in almost all scenarios. The created datasets are used throughout this thesis, in
particular in the next chapter for studying adaptive weighting schemes.
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4
Value-specific attribute weight adaptation

Typically, each record in the datasets to be linked is encoded using identical, fixed
parameters to ensure comparability of their encoded representations. In this chapter, we
examine methods for dynamically adapting encodings using attribute weights that take
value frequencies into account, implying that each record may be encoded in a (slightly)
different way. This chapter is based on [122] with an extended evaluation section using
the linkage problems introduced in Section 3.3.1.

4.1 Motivation

In plaintext record linkage, records can be compared pairwise based on their attributes,
such as first name, last name, and date of birth. The attribute similarities are used to
classify pairs as match or non-match. Often weights are involved in this step to take
the different discriminatory power and error rates of attributes into account [159]. For
example, an equal date of birth is a stronger indicator for a match than an equal gender
as there are much more values (and thus each value occurs less often) for date of birth
than for gender.

Simple weight-based classification approaches only use attribute-specific weights that
are equal for all values of a certain attribute. Thus, the very common last name Smith
would result in the same weight as the rarer last name Voigt. Therefore, the use of value-
specific weights based on the frequency of a specific attribute value can increase the
linkage quality [159]. For uncertain duplicate candidates, e.g., due to a different address
as in the examples in Table 4.1 and Table 4.2, the likelihood of a match is higher if the
agreeing attributes – here first and last name – are rare. This is reflected in a higher
record similarity score (weighted average) due to increased weights of those attributes.
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First name Last name Date of birth ZIP code City Total

Record a LISA SMITH 23.09.1973 28451 LELAND
Record b LISA SMITH 23.09.1973 28075 HARRISBURG

Similarity 1.0 1.0 1.0 0.4 0.0
0.79Weight 12 13 15 7 7

Table 4.1: Example of a similarity computation of two records with common first and last name.

First name Last name Date of birth ZIP code City Total

Record a WYNONA VOIGT 23.09.1973 28451 LELAND
Record b WYNONA VOIGT 23.09.1973 28075 HARRISBURG

Similarity 1.0 1.0 1.0 0.4 0.0
0.85Weight 20 25 15 7 7

Table 4.2: Example of a similarity computation of two records with rare first and last name.

In general, Bloom filter based encodings (both attribute-level and record-level) allow for
weighting attributes. Attribute-level encodings are very similar to traditional (plaintext)
record linkage with regard to weighting. The attribute similarities can be aggregated
to a record similarity, for example, by using a weighted average. The only difference
effectively is the use of a similarity function that is suited for the encoded data structure.
When applying record-level encodings, the data owners can use different parameters
per attribute to change the attributes’ relative weight in the joint Bloom filter. However,
weight adaptation and application in the PPRL context with record-level encodings differ
from traditional record linkage as this must be conducted by the data owners.

Specifically, we make the following contributions:

• We study the challenges that arise when applying value-specific weighting in the
PPRL context to record-level encodings, e.g., the handling of name variations and
missing values during the encoding phase.

• We modify record-level encoding techniques for PPRL to allow for frequency-
dependent weight adaptation.

• We thoroughly evaluate these techniques and compare them to existing weighting
approaches on attribute-level and record-level encodings. Moreover, we analyze
the effects of using limited information on value frequencies as the complete
information is considered sensitive in the PPRL context.

The chapter is structured as follows. In the following section, we address Related Work.
Then, we discuss weighting-based classification approaches in the PPRL context (Sec-
tion 4.3) and present an extensive comparative evaluation of the different approaches
using a real-world dataset (Section 4.4). Finally, we conclude our work in Section 4.5.
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4.2 Related Work

Fellegi and Sunter introduced a probabilistic linkage framework as described in Sec-
tion 2.1.2. It incorporates the likelihood of attribute agreements between unrelated
records which is influenced by their frequencies. Herzog et al. [63] propose a method
to adjust match and non-match weights based on the frequency of individual attribute
values. Consequently, an attribute-specific and a value-specific weight is used. The
authors provide a detailed discussion about the calculation of these weights. Similarly,
Zhu et al. [163] propose a scaling factor that is applied directly to the attribute weights of
the Fellegi-Sunter approach. The scaling factor is derived from the current dataset itself,
without relying on any external source of (name) frequencies.

Attribute weighting has been used in the PPRL domain as well. The record-level en-
coding methods CLK-RBF [147] and RBF [32] have been proposed to integrate weights, as
described in Section 2.3.3. The record linkage and pseudonymization service Mainzelliste,
which supports Bloom filter based matching, only uses the agreement weights to combine
attribute similarity scores to a record similarity using the weighted average [25, 123].
In [13], weights are estimated based on partial agreement models for each individual
attribute of a sensitive dataset. However, this approach can only be utilized for attribute-
level encodings. Ranbaduge et al. proposed decay weights for record-level encodings
based on time distances [112].
Value-specific weighting approaches, however, have received limited attention so far

in PPRL. Giersiepen et al. apply the Fellegi-Sunter approach with frequency-dependent
u-probabilities to encrypted attribute-level hashes [47]. This approach is the standard
procedure used by German cancer registries. To the best of our knowledge, no prior work
has studied value-specific weight adaptation based on individual value frequencies for
record-level encodings so far.

4.3 Methods

We describe methods to adapt the weights depending on the attribute values and their
frequencies. Furthermore, we outline methods for estimating weights and discuss the
limitations that emerge when these methods are applied to the PPRL setting using record-
level encodings.

4.3.1 Freqency-dependent weight adaptation

In this section we discuss methods to determine value-specific weights that reflect the
relative significance of the respective attribute value based on its frequency.
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Value frequencies can be incorporated in the Fellegi-Sunter approach by computing a
value-dependent u-probability with ui = fi/T , where fi is the absolute frequency of value
i and T is the total number of values. For example, suppose an attribute can take three
values, ’A’, ’B’, and ’C’, which occur in the dataset with absolute frequencies 100, 50, and
2, respectively. In that case, we obtain uA = 100/152 ≈ 0.66 and uC = 2/152 ≈ 0.01. The
likelihood that two random records agree on this attribute is much larger for the most
frequent value ’A’ than for the rarest value ’C’. Hence, the weights wm and wu are 0.45
and −1.77 for value ’A’ and 6.10 and −3.30 for value ’C’ (see Equation (2.4)), assuming a
constant m = 0.9.

Another approach to modify attribute-level weights is a value-dependent scaling factor
S, so that w′ = S · w. This approach is independent of the method used to determine
default attribute weights. Furthermore, it is applicable to other parameters such as the
number of hash functions h in CLK-RBF encodings. We therefore focus on this weight
adaptation method. Zhu et al. [163] proposed a scaling factor defined as

SZhu,i =
√︄

T

Q · fi

(4.1)

where T is the total number of values, Q is the number of unique values and fi is the
absolute frequency of the value i. For values that are more common than the average,
SZhu is in [0, 1) and for rare values the factor is larger than 1. In our previous example
we would compute SA =

√︂
152/(3·100) ≈ 0.71 and SC =

√︂
152/(3·2) ≈ 5.03. Zhu’s scaling

factor has, however, two unfavorable properties: (1) The reference for S = 1 is fixed to
the mean frequency. Since value frequency distributions, e.g., of names, typically have
few very common values and many rare values, this reference can be quite low leading
to S < 1 for many mid-common values. (2) The values of the scale factor are biased
towards the lower bound. As a consequence, the scale factors are low for values that are
not very common. To address these issues, we propose an alternative scaling factor based
on the inverse document frequency (idf) which is defined as idf = log2 (T/fi). To achieve
S = 1 for a desired reference frequency fref, we define the scaling factor as

Sidf = 1 + idf(fi)− idf(fref) (4.2)

Moreover, we define fref as the frequency of the median attribute value, which is the
value in the middle of the ordered list of values with repetition according to the respective
frequency. For example, given a distribution [{A, 4}, {B, 3}, {C, 1}, {D, 1}, {E, 1}] the
(lower) middle of the list [A, A, A, A, B, B, B, C, D, E] is position 5 or value B. This
results in Sidf < 1 for values that are more frequent than 3. For SZhu the reference (mean)
frequency is (4 + 3 + 1 + 1 + 1)/5 = 2. The median-based approach results in half of
the values having a scale factor of below 1 and half above 1.
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In practice, the scaling factor SZhu can be unreasonably low or high. For instance, in
one of the datasets used in our evaluation, we have T = 200000 records with Q = 20060
unique first names. For the most common name ’James’ (fi = 3401 (1.7 %)) we get
SZhu = 0.05 and for the rarest names with fi = 1 we get SZhu = 3.2. This very large
weight reduction for the name ’James’ would result in an almost complete disregard of
this attribute in the classification which is not desirable. Sidf can even be negative for
common values which makes normalization inevitable. Therefore, we normalize and
restrict the scales as follows: (1) The scaling factor is normalized to the interval [0, 2]. We
use a separate min-max normalization for scaling factors below and above 1 to ensure
that this value is not modified. (2) S is restricted to a more narrow interval [Smin, Smax],
e.g., [0.75, 1.5], to constrain the effect of the weight adaptation.

Slowest = min(Si) (4.3)
Shighest = max(Si) (4.4)

Snorm,i =

⎧⎪⎨⎪⎩
Si−Slowest
1−Slowest

for Si < 1
1 + Si−1

Shighest−1 for Si ≥ 1
(4.5)

Srestricted,i =

⎧⎪⎨⎪⎩Smin + Snorm,i · (1− Smin) for Snorm,i < 1
1 + (Snorm,i − 1) · (Smax − 1) for Snorm,i ≥ 1

(4.6)

The weight adaptation method that relies on a scaling factor involves only a small
number of straightforward computations, as illustrated in Algorithm 1. Therefore, it
can be easily integrated into existing frameworks that already support weighted Bloom
filter encodings. The scale factor is applied to weights at the linkage unit for ABF
(see Algorithm 2) and at the data owner for RBF (see Algorithm 3) whereas in CLK-RBF
the scale factor is applied to the number of hash functions h (see Algorithm 4).

ALGORITHM 1: Computation of value-specific scale factors
Input: AF: Lookup table for attribute value frequencies

ai: Attribute value i
Output: scalei: Scale factor for value i

1 if ai is in AF then

2 freqi ← GetFrequency(AF, ai);
3 scalei ← ComputeScale(freqi); /* Eq. (4.1) (Zhu) or Eq. (4.2) (idf) */
4 scalei ← MinMaxNormalize(scalei); /* Equation (4.5) */
5 scalei ← RescaleToBoundaries(scalei); /* Equation (4.6) */
6 else

7 scalei ← 1.0;
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ALGORITHM 2: Linkage with attribute-level similarities and value-specific weighting
Input: R: Dataset with attribute-level encoded records

wdefault : Default attribute-specific weights
t: threshold

Output: M: Matching record pairs
1 Candidates← GenerateRecordPairsWithStandardBlocking(R);
2 M← [];
3 for Candidate ∈ Candidates do

4 AP← GenerateAttributePairs(Candidate);
5 AS← ComputeAttributeSimilarities(AP);
6 w← wdefault ;
7 for simi ∈ AS do

8 if simi = 1 then /* Adapt only for equal attributes */
9 scale ← GetScale(APi); /* Algorithm 1 */

10 wi ← wdefault,i · scale;

11 RS ← ComputeWeightedRecordSimilarity(w, AS); /* Equation (2.1) */
12 if RS > t then M.append(Candidate) ;

ALGORITHM 3: Record-level Bloom filter (RBF) [32] with value-specific weighting
Input: A: Attributes of plaintext record r

wdefault : Default attribute-specific weights
lRBF , lABF : Length of the record-level / attribute-level Bloom filter
hABF : Attribute-level number of hash functions

Output: ERBF : Encoded Bloom filter record
1 B← []; w← wdefault ;
2 for ai ∈ R do

3 ABF i ← GenerateBloomFilter(Ai, lABF , hABF ,i);
4 scale ← GetScale(Ai); /* Algorithm 1 */
5 wi ← wdefault,i · scale;
6 share← ComputeProportionalNumbersOfBits(w, lRBF );
7 for ABF i ∈ ABF do

8 B.append(SampleBits(ABF i, sharei)
9 ERBF ← Permute(B);

ALGORITHM 4: CLK-RBF encoding [147] with value-specific weighting
Input: A: Attributes of plaintext record r

hdefault: Default attribute-specific number of hash functions
l: Length of the record-level Bloom filter

Output: ECLK−RBF : Encoded Bloom filter record
1 ECLK−RBF = InitializeEmptyBloomFilter(l);
2 for ai ∈ A do

3 scale ← GetScale(ai); /* Algorithm 1 */
4 hi ← hdefault,i · scale;
5 Ei ← GenerateBloomFilter(ai, l, hi);
6 ECLK−RBF ← ECLK−RBF ∪ Ei;
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4.3.2 Weight estimation

In this section we describe how weights can be estimated and the issues that arise when
applying these methods in the PPRL domain. As described in Section 2.1.2, a popular
method to determine weights is based on the probabilistic approach of Fellegi and Sunter.
The computation of the weights requires estimates of the m- and u-probabilities for
the attributes. Given ground truth data, we can calculate m = 1 − e where e is the
error rate, i.e., the share of true duplicates with a different value for that attribute. In
practical applications, the error rate must either be determined using expert and domain
knowledge or determined beforehand in a preliminary study.
A naive approach to estimate attribute-specific u-probabilities is u = 1/#uniqueValues,

which means that the probability that two attribute values agree by chance is equal to
the average relative frequency. We use a different approach which is sensitive to the
frequency distribution by setting u = ∑︁Q−1

i=0 p2
i , where Q is the number of distinct values

and pi the relative frequency of the i-th value. As an example, consider the attribute
gender that can take the categorical values ’female’, ’male’ and ’other’. The first two
values are nearly equally frequent (p = 0.48), the last value, however, is less common
(p = 0.04). The estimated probability that the values of two random records agree is 1/3

in the naive approach, but 46 % when considering the frequency distribution.
In PPRL methods with record-level encodings, it is not possible to assign weights based

on whether attributes match or differ. The reason is that weights have to be set by the
data owners and thus at a stage where the outcome of the comparisons is still unknown.
Therefore, the two weights of the Fellegi-Sunter model have to be combined into a single
weight. Durham et al. [32] proposed the range w = wm − wu. The combined weight,
however, can be dominated by wm if the attributes have a large variety of values which
is typically the case for names. As a consequence, we normalize wm and wu with respect
to the maximum/minimum value across all attributes.

wmi,norm = wmi

max(wm) (4.7)

wui,norm = wui

min(wu) (4.8)

wi,norm = max(w) · (wmi,norm − wui,norm) (4.9)
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4.3.3 Limited freqency information

The application of this approach in the PPRL domain comes with additional challenges,
for attribute-specific weights as well as for frequency-dependent value-specific weights.
The estimation of u-probabilities and the computation of weight scale factors are based
on frequency distributions which are not readily available in the PPRL context. This
information is considered sensitive as it could be used to perform frequency attacks on
Bloom filter encodings. In the following, we discuss possible solutions to deal with this
limitation.
Frequency distributions can be gathered from an external source on similar datasets,

e.g., statistical data from a census of the same geographical region or be computed for
the data to be linked. The first approach is especially useful for smaller datasets where
the calculated value counts may not represent the real-world frequency distribution well.
The latter ensures that the used frequencies correspond to the actual properties of the
dataset. Each data owner can determine its own source-specific frequency distribution
and compute weights based on it. This will likely result in different weights for identical
values. We discuss these effects in Section 4.3.4.

Data owners cannot exchange the complete frequency information as this would leak
information on rare values. However, the data owners might be willing and allowed to
exchange and combine the relative frequencies of their most common values. While this
can increase the linkage quality, it does not affect the privacy as the linkage unit does
not learn this information.

For Sidf, an alternative reference frequency has to be chosen, since the median is not a
reasonable reference point of an incomplete frequency distribution containing only the
most common values. We therefore propose to use the least frequent value in the list of
most common attribute values as the reference. The scaling factor for this value as well
as values not in the list is 1. For values on the list, it is below 1.

Restricting the frequency-dependent weight adjustments to common values will proba-
bly result in smaller impacts on the linkage outcome. Additionally, the weight application
can be restricted to certain attributes, e.g. first and last name, because frequency infor-
mation on other attributes is missing. However, it still could be beneficial with respect to
the precision. We experimentally evaluate this effect in Section 4.4.

4.3.4 Effects of attribute differences in duplicates

Real-world data often contains typographical errors. Besides, names can have natural
variations, for instance, the German last name ’Schmidt’ with its variants ’Schmid’ or
’Schmitt’. These varying values occur with different frequencies which leads to different
frequency-dependent weights.
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First name Last name Year of birth

Record a LISE DONOVAN 1956
Record b LISA DONOVAN 1956

Base

n (avg. #features) 7 8 5
wdefault 12 11 14

Scale

Sb 0.5 1 1
S′

b 0.67 1 1

RBF

wa(= wdefault) 12 11 14
wb 6 11 14
w′

b 8 11 14
% of sampling for a (wa) 12/37 = 32 % 11/37 = 30 % 14/37 = 38 %
% of sampling for b (wb) 6/31 = 19 % 11/31 = 36 % 14/31 = 45 %
% of sampling for b (w′

b) 8/33 = 24 % 11/33 = 33 % 14/33 = 43 %

CLK-RBF

ha (for S = 1) 18 15 30
hb (for Sb) 9 15 30
h′

b (for S′
b) 12 15 30

Table 4.3: Example illustrating the effects of a weight variation of single attribute when using record-level
encodings (l = 1024) based on RBF (lABF = 256) and CLK-RBF (h = 20).

The consequences of varying weights depend on the weight application technique that
is used.
For the RBF approach a single different attribute weight changes the proportions of

the weights and hence the sampling rates for all other attribute-level Bloom filters. The
fill rate of the RBF remains nearly the same across different weights settings, provided
that the attribute-level Bloom filters have equal fill rates.

Using CLK-RBF with weight adaption, as described in Algorithm 4, the scaling factor of
an attribute i is applied by changing the number of hash functions hi for that attribute only.
This does not affect the number of hash functions for the other attributes. Nevertheless,
the fill rate of the final Bloom filter is changed as the total number of hash functions is
modified.

In Table 4.3, we illustrate the effect of changing a single weight using the two encoding
methods. Based on the default weights and the average number of features per attribute,
we compute the sampling rates for RBF and the number of hash functions h for the
CLK-RBF approach for an example record a, that has S = 1 for all attributes. Record b

has the same last name and year of birth, but a different and very common first name.
Therefore, we set the scaling factor Sb(FN) = 0.5. The sampling rates for all attributes of
record b are changed due to the decreased sum of all weights. For CLK-RBF, however,
only hb(FN) is adapted. As a consequence, the generated Bloom filter encodings based
on the RBF method are more affected by weight variations compared to the CLK-RBF
approach. The same applies if we compute a different scaling factor S ′

b(FN) = 0.67
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based on a different frequency information, e.g., when using source-specific frequency
distributions (as described in the previous section) where in each distribution the name
’Lisa’ occurs often, but with different relative frequencies. If two sources encode an
identical record b based on their respective scaling factors Sb and S ′

b, the resulting Bloom
filters are different. In contrast, using the CLK-RBF approach, this affects only a few hash
functions and thus the difference between the Bloom filters is lower.

To avoid different weights for attribute variations, such as ’Lisa’ and ’Lise’, we consider
the use of frequency distributions based on generalizations of the plaintext values, e.g.,
using the Soundex phonetic encoding function [95]. Consequently, the weight for each
value is computed based on the frequency of its generalized value (Soundex code). For
example, the Soundex code for both ’Lisa’ and ’Lise’ is ’L200’, and thus, the same weights
are computed, although the original values have different frequencies.

4.3.5 Handling missing values

Apart from erroneous attributes, missing values often occur in real-world datasets and
a strategy is needed to handle them. When working with plaintext or attribute-level
encodings, the linkage unit can detect missing values. Multiple strategies can be used, e.g.,
ignoring the attribute in the similarity score aggregation or setting its similarity score
to 0. When working with record-level encodings the linkage unit cannot detect missing
values. If a data owner detects a missing value during the encoding phase the respective
weight could be redistributed to the other attributes. However, as the missingness is
source-specific, a true match with that value set would be encoded with different weights
for all attributes. This would in turn lead to differences in the resulting Bloom filters and
thus likely to misclassifications. We therefore do not adapt weights of missing values
and simply treat them as empty attributes.

4.4 Evaluation

We evaluate the methods described in the previous section with respect to the link-
age quality, while focusing on the following aspects: (1) Quantification of the effects
of frequency-dependent weight adaptation. (2) Comparison of weight application ap-
proaches in PPRL. (3) Study of the effects if only limited information on frequency
distributions is available. (4) Application of the weight adaption scheme on a variety of
linkage problems to study the robustness.
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Name |A| |B| |A ∩B| Attributes

F 100k 100k 20k FN, MN, LN, YOB, CITY, ZIP, POB
R 100k 100k 20k FN, LN, YOB, CITY, ZIP

Table 4.4: Description of used datasets for evaluation of weight adaptation and application methods.

4.4.1 Setup

Datasets To study the effects on real-world data, we use NC-min1E-200M created by
the DS component of the evaluation framework as described in Section 3.3.1.
We define a set of person-related attributes named F (‘Full‘) which are taken into

account in the linkage: First name (FN), middle name (MN), last name (LN), year of birth
(YOB), city, ZIP code and place of birth (POB). Based on F (‘Full‘) we derive another
dataset, named R (‘Reduced‘), where we removed the attributes middle name and place
of birth, thus, making the dataset more challenging to match, see also Table 4.4.
For the experiments with external statistical information we use frequencies of first

and last names from the 1990 US Census.1

Linkage parameters We apply the same encoding and blocking strategy as de-
scribed in Section 3.3.3. The dataset properties and derived weights and encoding pa-
rameters for F and R are shown in Table 4.5. We set a fixed length of l = 256 for
the attribute-level Bloom filter. RBF encodings are based on the same ABF parameters.
We set the length of the record-level Bloom filter to l = 1024. For the computation
of attribute-specific hi in the CLK-RBF encoding we use the reference number of hash
function h = 12 (F) and h = 15 (R) which results in an average Bloom filter fill rate of
approximately 40 %.

Properties ABF RBF CLK-RBF

Attr. Avail. ∅l m-prob u-prob wnorm h %(F) %(R) h(F) h(R)

FN 99.99 % 6 0.9300 0.0027 12.83 18 19.95 24.07 15 18
MN 92.16 % 5.1 0.4380 0.0037 7.43 21 11.55 – 12 –
LN 100 % 6.4 0.7187 0.0010 11.14 17 17.32 20.90 11 15
YOB 100 % 4 0.9900 0.0135 14.44 26 22.45 27.09 24 29
CITY 99.97 % 8.9 0.6507 0.0193 6.63 13 10.31 12.44 6 7
ZIP 99.89 % 5 0.5318 0.0031 8.27 21 12.86 15.51 11 14
POB 79.13 % 2 0.6436 0.1513 3.57 43 5.55 – 10 –

Table 4.5: Attribute properties (availability, average length ∅l, m- and u-probability, normalized weight)
and derived encoding parameters for Attribute-level Bloom filter (number of of hash functions
h), Record-Level Bloom filter (attribute share) and CLK-RBF (number of hash functions h).

We conduct additional experiments where a post-processing routine on the set of
matches is applied, using a symmetric best match strategy (Max1-both) to restrict the

1https://www.census.gov/topics/population/genealogy/data/1990_census.html
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result to 1:1 links. In many practical use cases this is reasonable when the sources can be
considered clean, or duplicate-free, and therefore each record of a database has at most
one duplicate in the other database [43].

Evaluation measures We use the standard measures recall, precision and F1 score
to evaluate linkage quality. We evaluate these measures for similarity thresholds t in the
range of [0.7, 1.0] in steps of 0.01. In practical record linkage, however, ground truth data
is not available and the used thresholds are rarely optimal. For a high linkage quality
in real-world applications the results should be stable for a broader range of thresholds.
We therefore use a loss measure Ld

M for the linkage quality that describes the maximal
loss of measure M in the threshold range [topt − d, topt + d]. For example, L0.03

F 1 describes
the maximal loss of the F1 score within a distance of 0.03 to the optimal threshold.
Furthermore, we report the area under the curve (AUC) of precision-over-recall as a
threshold-independent measure.

4.4.2 Results

The threshold-dependent quality measures are reported for the classification thresholds
topt that are optimal with respect to the F1 score for this linkage setup and dataset.

Weight adaption First, we evaluate different weight adaptation methods based
on the scaling factors SZhu and Sidf (see Table 4.6). We use ABF encodings as described
in Algorithm 2 and the full frequency distribution computed for the respective datasets
and test multiple scale factor intervals.
All weight adaption configurations improve the linkage quality compared to static

weights. However, the Sidf-based approaches generally show a higher rise of the AUC
than the SZhu-based with a maximum improvement by 0.043 (R) and 0.022 (F) each with a
constraint interval of [0.5, 2.0]. The optimal F1 scores show similar increases by 0.048 (R)
and 0.028 (F). Therefore, we employ this weight adaptation strategy in all subsequent
experiments.

Weight application We compare the results of the value-specific weight adaptation
strategy for the encoding techniques ABF, CLK-RBF and RBF (see Table 4.7). Two baselines
are included, with and without attribute-specific weights. The latter is implemented by
using the arithmetic mean of the attribute similarity scores (ABF), equal number of hash
functions h for all attributes (CLK-RBF) and by sampling equal shares from each attribute
(RBF). The value-specific weighting scheme achieves AUC improvements for CLK-RBF
comparable to those of the attribute-level application despite the missing restriction
of weight adjustments to equal attributes: +0.038 (R) and +0.021 (F) with respect to
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DS S Smin Smax AUC topt Rec. Pre. F1 L0.01
F1 L0.03

F1 L0.05
F1

R

– – – 0.841 0.85 0.786 0.787 0.787 0.029 0.089 0.180

Zhu
0.5 2.0 0.869 0.82 0.813 0.813 0.813 0.032 0.094 0.189
0.5 1.5 0.867 0.82 0.810 0.812 0.811 0.031 0.093 0.188
0.75 1.5 0.856 0.84 0.786 0.817 0.801 0.022 0.080 0.160

idf
0.5 2.0 0.884 0.84 0.830 0.839 0.835 0.030 0.091 0.184
0.5 1.5 0.877 0.84 0.817 0.839 0.828 0.024 0.083 0.174
0.75 1.5 0.866 0.85 0.795 0.837 0.815 0.019 0.087 0.156

F

– – – 0.918 0.83 0.809 0.914 0.859 0.008 0.050 0.151

Zhu
0.5 2.0 0.933 0.79 0.853 0.904 0.878 0.019 0.080 0.210
0.5 1.5 0.932 0.79 0.849 0.904 0.875 0.017 0.078 0.208
0.75 1.5 0.927 0.81 0.834 0.906 0.868 0.014 0.066 0.185

idf
0.5 2.0 0.940 0.81 0.863 0.913 0.887 0.017 0.072 0.191
0.5 1.5 0.937 0.81 0.851 0.916 0.882 0.014 0.064 0.180
0.75 1.5 0.931 0.82 0.838 0.914 0.875 0.012 0.058 0.167

Table 4.6: Linkage quality comparison of weight adaptation methods on Attribute-level Bloom filter.

the attribute-specific weight baseline and +0.126 (R) and +0.093 (F) to the averaging
baseline. However, with the sampling-based approach (RBF) AUC decreases for value-
specific weighting. As we discussed in Section 4.3.4, this is because even a single different
weight, e.g., due to a typo, leads to considerably dissimilar Bloom filters. Even with a low
threshold of 0.76 the recall is as low as 0.373 (for R). Thus, we subsequently focus on
the CLK-RBF encoding.
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Figure 4.1: Comparison of quality measures for
attribute- and value-specific weighting
on CLK-RBF for R.

In general, we observe that weight adap-
tation methods lead to lowered optimal
thresholds with increases in recall as well
as in precision. While the first is expected
when lowering the threshold, the rise of
precision suggests that non-match can-
didates with comparatively high similar-
ity due to common values are less often
wrongly classified as matches as these at-
tributes are weighted lower. Moreover,
we note that the improved results are
also equally or more stable regarding the
threshold selection. ForRwith an increase
of the F1 score by 0.051, Ld

F 1 is reduced
from 0.028 to 0.015 in d = 0.01 and decreases by 0.023 in d = 0.03, which indicates that
a higher linkage quality can be achieved in real-world applications with non-optimal
threshold selection (see also Figure 4.1).
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DS Enc. Weighting AUC topt Rec. Pre. F1 L0.01
F1 L0.03

F1 L0.05
F1

R

ABF
Averaging 0.777 0.86 0.609 0.803 0.693 0.015 0.045 0.052
Attribute-specific 0.841 0.85 0.786 0.787 0.787 0.029 0.089 0.180
Value-specific 0.884 0.84 0.830 0.839 0.835 0.030 0.091 0.184

CLK-
RBF

Averaging 0.749 0.85 0.580 0.806 0.674 0.014 0.047 0.078
Attribute-specific 0.837 0.83 0.782 0.767 0.775 0.028 0.093 0.221
Value-specific 0.875 0.81 0.804 0.849 0.826 0.015 0.070 0.189

RBF
Averaging 0.787 0.86 0.605 0.828 0.699 0.007 0.024 0.043
Attribute-specific 0.845 0.85 0.770 0.806 0.788 0.015 0.074 0.179
Value-specific 0.675 0.76 0.373 0.973 0.539 0.001 0.001 0.001

F

ABF
Averaging 0.900 0.80 0.808 0.857 0.832 0.009 0.046 0.134
Attribute-specific 0.918 0.83 0.809 0.914 0.859 0.008 0.050 0.151
Value-specific 0.940 0.81 0.863 0.913 0.887 0.017 0.072 0.191

CLK-
RBF

Averaging 0.845 0.77 0.714 0.804 0.756 0.009 0.034 0.067
Attribute-specific 0.917 0.80 0.824 0.903 0.861 0.019 0.079 0.192
Value-specific 0.938 0.77 0.866 0.917 0.891 0.019 0.072 0.185

RBF
Averaging 0.874 0.77 0.793 0.815 0.804 0.020 0.120 0.291
Attribute-specific 0.920 0.81 0.834 0.905 0.868 0.024 0.099 0.248
Value-specific 0.801 0.77 0.677 0.958 0.793 0.005 0.023 0.054

Table 4.7: Comparison of linkage quality results when using averaging, attribute-specific and value-
specific weighting (Sidf [0.5,2]) for different weight application methods.

Postprocessing The restriction of the linkage result to 1:1 links is reasonable in
scenarios with clean sources. In order to study whether weight adaption further improves
the results, we evaluate the weighting methods for CLK-RBF where the links have been
post-processed before the linkage quality assessment (see Table 4.8). The results show
increases of AUC, +0.026 (R) and +0.011 (F), indicating that the weight adjustment
technique is beneficial under these conditions as well.

DS PP Weighting AUC topt Rec. Pre. F1 L0.01
F1 L0.03

F1 L0.05
F1

R

yes

Attribute-specific 0.867 0.81 0.833 0.799 0.816 0.016 0.058 0.117
Value-specific 0.893 0.80 0.820 0.876 0.847 0.007 0.038 0.093

F

Attribute-specific 0.936 0.79 0.848 0.915 0.880 0.007 0.032 0.077
Value-specific 0.947 0.76 0.881 0.927 0.904 0.012 0.045 0.101

Table 4.8: Linage quality comparison of attribute-specific and value-specific weighting (Sidf [0.5,2]) for
CLK-RBF where the found matches have been restricted to 1:1 links in postprocessing (PP).

Limited freqency information Finally, we study how variations of available
frequency information affect the results (see Table 4.9). Again, we report two baselines,
with and without value-specific weight adaption, to allow for a comparison with the
current state-of-the-art of attribute-specific weights andwith value-specific weights under
ideal conditions. The results with frequency distributions based on Soundex encodings
instead of plaintext values show lower linkage quality, because weights of rare values
can be decreased in this setting if these values share the encoding with a common value.

82



4.4. EVALUATION

DS Weighting AUC topt Rec. Pre. F1 L0.01
F1 L0.03

F1 L0.05
F1

R

Attribute-specific 0.837 0.83 0.782 0.767 0.775 0.028 0.093 0.221
Value-specific 0.875 0.81 0.804 0.849 0.826 0.015 0.070 0.189
⊢ Soundex-based 0.858 0.82 0.788 0.832 0.809 0.016 0.075 0.207
⊢ Source-specific 0.875 0.81 0.791 0.864 0.826 0.009 0.058 0.171
⊢ Top 10 0.858 0.83 0.789 0.836 0.811 0.014 0.077 0.218
⊢ Top 20 0.864 0.82 0.825 0.813 0.819 0.032 0.117 0.286
⌞ Top 100 Names (Census) 0.851 0.82 0.802 0.769 0.785 0.025 0.082 0.195

F

Attribute-specific 0.917 0.80 0.824 0.903 0.861 0.019 0.079 0.192
Value-specific 0.938 0.77 0.866 0.917 0.891 0.019 0.072 0.185
⊢ Soundex-based 0.930 0.78 0.852 0.915 0.882 0.016 0.073 0.197
⊢ Source-specific 0.938 0.77 0.858 0.924 0.890 0.013 0.062 0.168
⊢ Top 10 0.928 0.79 0.845 0.913 0.877 0.018 0.080 0.212
⊢ Top 20 0.931 0.79 0.844 0.924 0.882 0.013 0.065 0.183
⌞ Top 100 Names (Census) 0.929 0.79 0.841 0.906 0.872 0.016 0.067 0.168

Table 4.9: Linkage quality comparison of weighting methods with different limitations of the available
frequency information (CLK-RBF).

When using source-specific frequency distributions, the results are almost identical to
those obtained with the global frequency data, because the distributions are very similar.
When linking smaller datasets, the distributions will have larger differences, in particular
for rare values. We therefore conduct additional experiments where we limit the available
frequency information to the most frequent values, as described in Section 4.3.3. The
results show that even with a limitation on the 20 most frequent values AUC increases
by 0.027 (R) and 0.014 (F) compared to attribute-specific weights. However, when
using external statistical data on the 100 most frequent first and last names only, the
linkage quality improvements are comparatively low. The inclusion of information on the
frequencies of additional (geographical) attributes could potentially improve the results.
Generally, we see that the quality improvements for F are lower than for R because

the inclusion of information on value frequencies is more relevant in linkage scenarios
where fewer attributes are available.

4.4.3 Robustness

The following experiments have been conducted in addition to those presented in [122].
We evaluate the effect of the value-specific weight adaption on CLK-RBF encodings

with Sidf [0.5,2] on further datasets, whose properties are described in Section 3.3.1. The
same 112 linkage problems are included as in the weight study in Section 3.3.4. The
attribute set used for linkage is identical to that employed in F.
Figure 4.2 shows the differences of the AUC and F1 score metrics when the weight

adaption scheme is used on base weights estimated using the Fellegi-Sunter approach as
before. The weight adjustment leads to performance gains for all subgroup-based linkage
problems, but causes declines in the T and D scenarios. It performs best for NC-Yob00
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Figure 4.2: Linkage quality metric differences of value-specific weighting (Sidf [0.5,2], CLK-RBF) com-
pared to attribute-specific weights estimated using the Fellegi-Sunter approach.
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Figure 4.3: Histogram of similarity shifts of record pairs due to value-specific weight adaptation on
NC-F-20-L with estimated weights using the Fellegi-Sunter approach. The pairs are
grouped by their respective modification tag from the corruption module DC .

(AUC +0.049, F1 score +0.084). This is due to the fact that it contains values for first
name and year of birth which are very frequent (see Figure 3.9) and those attributes are
largely error-free in this cohort (see Figure 3.11). The first aspect causes lowered attribute
weights for these values and thereby improved precision. The latter helps maintain high
recall because the weight scaling factor is not affected by variations in the values. In
contrast, T and D are often affected by value discrepancies and therefore by the negative
consequences described in Section 4.3.4. The corruption scenario F leads to high median
improvements of AUC between +0.029 to +0.049 and of the F1 score between +0.049
to +0.074. This is expected as it explicitly assigns pair labels in the ground truth based
on the frequency of attribute values.

Figure 4.3 shows the similarity changes of corresponding record pairs in NC-F-20-L
due to the weight adaptation based on the similarity analysis moduleAS (see Section 3.2.4).
Record pairs that contain rare values in general have positive shifts, while the similarities

84



4.4. EVALUATION

of pairs with more common values tend to become lower. As a result, the groups can be
more easily distinguished using a threshold-based classifier and are less sensitive to the
specific threshold selected. The employedmethod for estimating default, attribute-specific
weights based on the Fellegi-Sunter framework depends on error rates for individual
attributes. These are difficult to determine in the PPRL setting when using record-level
encodings, since comparisons at the attribute level cannot be performed. Therefore, we
study the application of the weight adaption scheme on static weight scenarios, as defined
in Table 3.3. In addition, source-specific frequency distributions are used.

Figure 4.4 presents the differences of the AUC and F1 score metrics for the corruption
modifications of the base datasets GER, BW and NC respectively. The FRQ corruption
scenario again shows a strong impact of the value-specific weight adaptation with median
AUC improvements of +0.015 to +0.028 for Equal, +0.013 to +0.03 for Core and +0.02
for Core+. In the other two settings, DIRTY and TIME, the linkage quality declines
when the weights are adapted, similar to the previous results. This is particularly true
for TIME and Core and Core+ weight sets. This scenario comprises a large proportion
of duplicates with changed last name values (see also Figure 3.11). The relatively high
base weight assigned to this attribute in these weight sets, together with varying scaling
factors caused by inconsistent frequency distributions, results in greater dissimilarity of
the constructed Bloom filter encodings.

Figure 4.5 shows the similarity score shifts in NC-F-20-L, comparable to Figure 4.3.
In general, rare values again lead to positive shifts and more common values tend to
decrease the similarity. In addition to this intended effect however, it can be seen that
the perfectly agreeing pairs as well as the typo-afflicted pairs only exhibit negative shifts.
The reason for this is that the source-specific similarity distributions differ, resulting in
deviating weights being assigned to identical attribute values. This does not necessarily
result in false negative predictions, since the pairs still achieve high similarity scores that
exceed the classification threshold which is typically within [0.7, 0.8]. Still, this similarity
shift is unwanted behavior for exact duplicates.
Figure 4.6 depicts the results for the subgroup datasets based on NC. In general, the

weight adaptation scheme achieves the highest metric improvements for the Equal base
weights. This is reasonable, as these configurations perform considerably worse in their
static weight application (see Figure 3.15) and therefore have a greater potential for
improvement. The other weight sets likewise indicate enhanced quality and robustness
for Ma, Yob80, and especially Yob00, whereas for Fe and Yob50 the performance
is slightly and more substantially impaired, respectively. Yob00 has mostly identical
values for the attributes first name and last name, as well as a larger proportion of agreeing
residence data. In contrast, Fe has a changed last name as the most common duplicate
difference pattern. This indicates that value-specific weight adaption is beneficial when
applied on attributes which exhibit a rather low error-rate.
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Figure 4.4: Linkage quality metric differences of value-specific weighting compared to attribute-specific
weights for corruption-based linkage problems from GER (top), BW (middle) and NC (bottom).
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Figure 4.5: Histogram of similarity shifts of corresponding record pairs due to value-specific weight
adaptation on NC-F-20-L with the Core+ weight set and source-specific frequency dis-
tributions. The pairs are grouped by their respective modification tag from the corruption
module DC .
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Figure 4.6: Linkage quality metric differences of value-specific weighting compared to attribute-specific
weights for the subgroup linkage problems from North Carolina (NC).

Overall, the results show that the effects of value-specific weight adaptation not only
depend on the characteristics of the linkage problem but also largely on the selection
of the base attribute weights which are modified using the scaling factor. Furthermore,
the results demonstrate that while the weight adaptation scheme improves the linkage
quality and robustness in some scenarios it leads to quality impairments for others.
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4.5 Conclusion

A common element of many record linkage algorithms is the classification of record pairs
as match or non-match based on a weighted aggregation of attribute similarities from
these records. Methods for applying attribute- and value-specific weights to plaintext
data have been extensively researched. In contrast, only few works adapt these methods
in the context of PPRL.
In this chapter, we apply existing record-level Bloom filter encodings and combine

them with frequency-dependent weight adaptation approaches. We extensively evaluate
the adaptive encoding schemes and compare them with attribute- and record-level Bloom
filter encodings. The results show that the modified CLK-RBF encoding outperforms the
existing (record-level) methods and achieves comparable results to attribute-level weight
application techniques regarding linkage quality and robustness. However, the latter
require attribute-level encodings, which are susceptible to cryptanalysis and thus may
not be considered for use in practical applications.

Nevertheless, weighting schemes are still limited for record-level encodings, in partic-
ular since weight adaption cannot be restricted to agreeing attributes as the similarity is
not known at the time of the weight application during encoding.
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5
Multi-layer protocol with clerical review
based on gradual information disclosure

Perturbation-based PPRL extracts a single feature from record-level comparison of pairs
and employs threshold-based classification methods that assume linear separability.
Predictions for match candidates close to the decision boundary are especially uncertain.
In general, PPRL methods do not support the inspection of those links, which would
allow to resolve the ambiguity, assess the quality of the results and refine the matching
strategy. In this chapter, which is based on [119, 121], we propose a PPRL protocol that
integrates clerical review with minimal information disclosure.

5.1 Motivation

Selection and configuration of record linkage algorithms typically require training data
with information on known matches and non-matches. In practical linkage applications
there is generally no such ground truth data available though [20]. Linkage on plaintext
data can reliably achieve high linkage quality by manually reviewing (uncertain) clas-
sifications. Such partial ground truth from clerical review also allows to evaluate and
adapt the chosen linkage algorithm. When linking sensitive data, however, a clerical
review on plaintext data is usually not feasible. There is limited work investigating a
privacy-preserving clerical review (PPCR) system for record linkage where attribute
values are gradually disclosed and displayed using (visual) masks [73, 75, 109]. However,
these masks are applied for display only and the reviewing institution still receives full
plaintext data. Moreover, the approach does not aim at reducing the labeling effort or
improving an automatic classification model based on labeled samples.

89



CHAPTER 5. MULTI-LAYER PROTOCOL WITH CLERICAL REVIEW

We therefore propose a protocol for PPRL that uses active learning to achieve high-
qualitative and reliable linkage results with a low labeling effort. Our linkage protocol
employs perturbation-based encodings and uses multiple layers to gradually disclose lim-
ited information only if needed. First, the linkage is conducted on record-level encodings
where all identifying attributes are combined in a single encoding for each record. These
encodings are more secure but do not permit sophisticated classification approaches.
Therefore, an active learning process is initiated where uncertain match candidates are
iteratively resolved by (re-)classification using attribute-level encodings or ultimately by
a masked clerical review. In contrast to a linkage solely based on attribute-level encodings
the resistance against reidentification attacks is greatly improved by using pair-specific
keys for those encodings and thereby avoiding exploitable frequent bit patterns.

In particular, we make the following contributions:

• We present a novel multi-layer active learning protocol that combines automatic
privacy-preserving record linkage and manual masked clerical review while mini-
mizing the amount of shared sensitive data.

• We analyze the implications of our protocol with regard to reidentification attacks.

• We conduct experiments on real-world data to evaluate the performance of our
protocol in terms of labeling effort, linkage quality improvement and privacy risk.

5.2 Background and related work

In the following, we describe the technical background from related work and derive
requirements for our protocol. We focus on the most popular PPRL encoding technique
based on Bloom filters. However, other perturbation approaches (see Section 2.3.3) are
applicable as well. As outlined in the background Section 2.3, attribute-level encodings
are especially vulnerable to reidentification attacks when a sufficient number of them
is available to compute meaningful frequency distributions. Thus, we derive the first
requirement for our protocol:

Requirement R1. Attribute-level encodings must not be used with the same parameters
for all records to mitigate the risk of successful frequency attacks.

Instead, multiple or all attributes are combined in a single encoded representation.
Typically, the linkage unit computes a single similarity score for each pair of encoded
records and classifies it based on a threshold. The selection of an appropriate threshold is
therefore essential for a high linkage quality. Moreover, record-level encodings conceal
whether a certain difference originates from one or multiple attributes. Table 5.1 shows
an example where the linkage unit cannot differ between two non-matching records (A1
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ID First Last Birth Date City

Pl
ai
n

A1 PAULA SMITH 1976/09/07 RALEIGH
B2 PAUL SMITH 1974/06/07 RALEIGH
A3 PETER COHEN 1976/09/07 LELAND
B3 PETER COHEN 1976/09/07 RALEIGH

Re
c.-
le
ve
l A1 0.82B2

A3 0.82B3

A
ttr
.-l
ev
el A1 0.8 1.0 (freq.) 0.7 1.0B2

A3 1.0 1.0 (rare) 1.0 0.2B3

M
as
ke
d A1 ****A

✓(freq.) ***$/*@/**
✓B2 **** ***%/*$/**

A3
✓ ✓(rare) ✓ ✗B3

Table 5.1: Quality issue of record-level encodings: Matching and non-matching pairs might have the
same record similarity score, when they have either multiple slightly different attributes (in
A1 and B2) or a single replaced attribute (A3 and B3). Attribute-level similarities and masked
clerical review with limited information disclosure enable better classification. Please note
that the full plaintext records are only known to their respective data owners (A and B) and
are displayed here in subsequent rows for better comparability by the reader.

and B2) that have similar but different first names and dates of birth, and two matching
records (A3 and B3) where these attributes are equal but the city is very different, e.g.,
because the person moved. A threshold-based classifier that should classify the second
pair as a match will therefore misclassify the first pair (and vice versa) due to the equal
overall similarity score. A classifier with access to attribute-level similarities would be
able to distinguish these cases.

In [55], a PPRL use case is presented in which uncertain match candidates from record-
level comparisons are examined using plaintext attributes, illustrating that practical
applications demand high linkage quality by integrating a clerical review.

Privacy-preserving clerical review (PPCR)

Tuning linkage parameters, such as the threshold, requires the availability of (partial)
ground truth data which is generally not available in practical linkage projects. Ground
truth labels can be determined in a clerical review process where potential matches are
decided upon manually. During clerical review, record pairs and potentially additional
information are presented to an oracle, typically a human. The display of such information
in plaintext obviously does not preserve privacy and is therefore not applicable to sensitive
data. In [162], a protocol is proposed where ground truth labels are obtained by blindly
evaluating boolean questions, formulated as match conditions, under homomorphic
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encryption. Moreover, systems with a masked display were proposed for manual clerical
review that conceal the plaintext by default, present categorical value frequencies, and
gradually disclose selected information [73–75, 109]. The studies showed that the masking
had only little impact on the error rate of the labeling using the incremental disclosure
approach in [75] and moderate impact depending on the level of disclosure in [109].
Table 5.1 (bottom) shows an example of such a masked display. Attributes that are
identical or very dissimilar are replaced by respective (dis)agreement symbols. Attributes
with a medium similarity are displayed partially either by showing the differing plaintext
characters (here: first name) or placeholders (here: birth date). Although the data is
shown only partially disclosed, the responsible institution for the clerical review has
access to the full plaintext records in the backend services. They are used to determine
appropriate masks depending on the attribute similarities. However, to enable such a
privacy-preserving clerical review (PPCR), the system requires merely selected plaintext
based on the information whether an attribute pair is equal, dissimilar, or somewhat
similar. Only in the latter case, the attribute values are needed to determine replaced
or swapped characters (groups). Based on these observations, we derive the following
requirements for our protocol:

Requirement R2. The protocol must determine attribute-level similarities.

Requirement R3. The institution responsible for the (masked) clerical review should only
have access to those plaintext attributes that are displayed (partially).

The risk to conduct a successful reidentification attack on an encoded dataset increases
when more information is disclosed (see below in Section 5.3.2). While some data owners
might be willing and allowed to provide more information to improve the linkage quality,
others might not. From this assumption, we derive another requirement:

Requirement R4. Data owners must have control over the amount of information they
share for each record.

For example, the provision could be limited by a restrictive or missing consent of
some persons. In such a linkage scenario with heterogeneous consents, it would be
beneficial to use additional information from records with less strict consent to improve
the classification performance for all other records.

Active Learning

We aim to use the partial ground truth from clerical review to improve the classification
performance for non-reviewed record pairs. Our protocol is similar to active learning
approaches that strive to minimize manual labeling, which in the PPRL context is based on
sensitive data. In pool-based active learning, samples are selected from a set of unlabeled
instances using a query strategy and labeled by an oracle. The labeled samples are then
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used to train a classification model. This process is repeated until an exit condition is
met, e.g., by reaching a budget of allowed queries. The most important component is the
query strategy. A variety of techniques was proposed [99]. Some, such as heuristic-based
methods using the feature vectors of unlabeled instances, are not suitable for record-level
encodings, as only a single similarity score feature is available. Margin-based strategies
are applicable and select the most uncertain instances, typically close to the decision
boundary, i.e., the threshold.

While many studies on active learning assume the (human) oracle to be flawless [104],
this is not a reasonable model for our protocol due to the restricted access to the data
for enhanced privacy. A lack of handling label noise could lead to poor models when
used for training. Crowd-based approaches could be used where the output label is
determined collectively, e.g., by a majority vote [14]. However, in our privacy-sensitive
setting, additional queries and oracles would increase the privacy risk. We therefore
consider only a single human oracle.

RequirementR5. Themodel update process must not expect the oracle labels to be error-free
as its predictions are based on limited information.

5.3 Methods

In the following, we present our multi-layer active learning PPRL protocol based on
the requirements listed above. Our protocol follows the need-to-know principle [126]:
The protocol is comprised of multiple layers of classification with increasing levels of
disclosure. The data owners share only as much information for each record as needed for
a classification decision with high probability. While the majority of pairs are classified
with high certainty in the top layer, some pairs require additional information. The
underlying assumption is that the accuracy of the classification benefits from such
disclosure.
Without loss of generality, we focus on a protocol with three layers (see Figure 5.1).

First, in LR, encodings with a higher focus on privacy protection are used to determine
certain matches and certain non-matches, e.g., record-level encodings ER. Batches
of uncertain match candidates are selected and pushed to wishlists for review by the
next layer LA. To determine attribute similarities (R2) attribute-level encodings EA are
necessary. A pair-specific secret key is used to ensure that each record pair is encoded
differently (R1). These keyed attribute-level encodings serve two purposes: (i) Classify
uncertain record pairs with a higher probability for an unambiguous match decision than
with record-level encodings and thus ideally make further clerical review unnecessary
and (ii) Determine attributes that have an intermediate similarity score and should be
visually masked in clerical review (R3). The masked clerical review is the last layer LC
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Figure 5.1: PPRL protocol with three linkage layers: Initially, data owners provide record-level encodings
(R). Uncertain pairs are reviewed using keyed attribute-level encodings (A) and finally with
masked disclosure of selected attributes only (C).

to resolve remaining uncertain match candidates. For each batch, the revised labels
are reported to the upper layer and used to update the model. Non-revised pairs are
reclassified with the updated model. Predictions can change in subsequent iterations and
are propagated again upwards in order to hamper learning from erroneous labels (R5).
After each batch, the first layer holds the best possible result that is achieved based on
the given information. A protocol with i layers uses i− 1 active learning processes. Our
three-layered protocol consists of ALR and ALA. In ALR, the classifier MA of layer LA

is used as an oracle to label instances and train the classification model MR from layer
LR. In ALA, a human oracle provides the labels for layer LA and its model MA.

The protocol requires data owners to actively provide additional information through
their encoding component (R4). They retrieve batches of requests for further information
on selected records from the linkage unit. However, the data owners may limit the level
of disclosure independently for each record. If no additional information is provided at
all by the data owners to layers LA and LC , the protocol is equivalent to the common
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single-provision setting of a PPRL process utilizing a record-level encoding. If no plaintext
attributes are provided, no labeled instances are available for training the attribute-level
model. Using a pre-trained model (trained on a sufficiently similar dataset) the protocol
could be run in a basic configuration with a single active learning process based on the
upper two layers.

5.3.1 Components

Encoding Without loss of generality, we focus on Bloom filter encodings, as described
in Section 2.3.3. For these encodings the parameters P comprise at least the length of
the Bloom filter m, the q-gram length q and the set of h hash functions H. We use a
pseudo random number generator (PRNG) to generate h values in the range [0, m− 1].
The PRNG is initialized with a seed s that is constructed by a keyed cryptographic hash
function s = HMACSHA256 (f, keydo), where f is the feature (q-gram) to be hashed and
keydo is a secret key as part of the P known only to the data owners.

For the first layer any error-tolerant record-level encoding technique can be used, e.g.,
record-level Bloom filters as proposed by Durham et al. [32] or Cryptographic Longterm
Keys (CLK) as proposed by Schnell et al. [128]. Error tolerance means that the encoded
entities must be comparable with approximate similarity functions. For the second layer
attribute-level encodings are used, e.g., keyed attribute-level Bloom filter (KABF). For
each attribute ai a secret key is constructed as keyi = concat(keydo, keypair, ani) where
keydo is the secret key known to the data owners only, keypair is a pair-specific key and
ani is the name of the attribute. keydo is necessary to prevent dictionary attacks by the
linkage unit. keypair is a random key generated by the linkage unit individually for each
uncertain record pair. It ensures that these specific encoded records are created using the
same hash functions and thereby are comparable. The inclusion of the attribute name
an is called attribute salting and leads to different hash functions for each attribute of
a record [46]. Thus, the same q-grams from different attributes are hashed to different
bit positions which hampers frequency analysis. The masked clerical review in the third
layer requires selected plaintext attributes without any obfuscation. Visual masking
depends on the paired records and therefore has to be applied at LC .

Blocking, comparison and classification For each layer a separate linkage strat-
egy is used. First, pairs of encoded records are generated. We use standard blocking to
reduce the number of pairs in the first layer. For lower layers, no further blocking is
required as the match candidates have been identified already. For each pair the cor-
responding encoded parts in E are compared which results in a similarity vector sim.
We use the Dice coefficient to compare Bloom filters and compute normalized similarity
scores in the range [0, 1] [29]. The classificationmodel is a function (g, p) = classify(sim),
where g is the binary classification target ({Non-match, Match}) and p is the probability of
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that target ([0.5, 1]). We denote the classification model of layer LR as MR (Record-level)
and the model of LA as MA (Attribute-level). Arbitrary classification methods utilizing
similarities are applicable. In the first layer, a simple threshold-based classification model
is used. For record-level Bloom filter additional features, e.g., based on the bit vector fill
rate, could be computed. Some hardening techniques distort these features though, so
for the sake of generalizability we use only the minimal available feature. In the second
layer, we use an evolving Random Forest model as suggested by [104]. The classifier is
updated gradually by adding and replacing trees as explained below.
Query strategy The aim of the query strategy in Active Learning is the selection

of samples that are most important for the training. We consider uncertainty sampling
which selects those samples where the probability of the model prediction is low. For a
binary threshold-based classification these are typically the record pairs whose similarity
is close to the threshold value. However, a sampling strategy considering only the
minimal distance to the threshold potentially results in homogeneous samples for training.
Therefore, we use a bucket-based strategy to select pairs with varying similarities. We
divide the samples where p < pt into x buckets of equal width (pt − 0.5)/x, where pt is
the probability threshold. In multiple iterations, a random sample is selected from each of
the buckets ordered by the lower bound of that bin. For each selected pair we generate a
pair-specific secret keypair and push both records to a queue of oracle requests (wishlist).
According to R4 the data owners retrieve a batch of their respective wishlist and may or
may not provide the requested record representations to the next layer. The batch size
depends on the overall size of the datasets as well as on the expected response rate of the
data owners. A larger batch size is required to gather a sufficient number of pairs if the
response rate of the data owners is low (as the data owners’ responses are independent
of each other). In ALA, we again apply this query strategy, based on the probabilities p

that are calculated by MA.
Oracle The oracle assigns a (preliminary) ground truth label to a record pair. In

ALR, the attribute-based MA is used as the oracle based on attribute similarities, whereas
in ALA a human assigns the label based on the visually masked display. Both oracles
have limited information and therefore may assign wrong labels with a non-negligible
error rate. We denote the error rate of the masked clerical review as err. As the oracle in
the intermediate layer LA evolves with more updates from the lower layer, the oracle
may revise its prediction as explained in the next Section.
Update and back-propagation Predictions of the oracle are reported from that

lower layer and used to update the model. The revised model is then used to reclassify
all non-reviewed instances. After that, all instances with changed outcomes (g, p) are
reported again to the next upper layer. The update is based on all labeled instances (also
from previous iterations). This is because instances may be reported multiple times from
the lower layer if the prediction has been revised by the reclassification in the lower layer.
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The classifier for record-level encodings MR uses a single threshold t. We implement a
straightforward threshold optimization algorithm as follows : The reported labeled pairs
with their similarity are classified using various thresholds. The threshold for which
the quality measure q is optimized is selected as the new threshold. We consider only
thresholds within a maximal distance dt to the initial threshold because we presume
an approximately suitable default value. We also restrict the maximal shift per update
(dtstep) in order to prevent selecting thresholds where few labeled samples are available
yet. For attribute-level encodings initially a Random Forest model is bootstrapped based
on the predictions from MR. On update, another small temporary Random Forest model
is trained based on all labeled instances. The trees are added to the larger Random Forest
model. If the number of trees exceeds a limit, the oldest trees are removed. Thereby, the
model gradually adapts to the current set of labeled instances and previous potentially
erroneous samples are forgotten. In both layers, the instances are weighted based on
their probabilities p. The weights of instances labeled by LC are doubled as they are
assumed to be more reliable.

5.3.2 Privacy analysis

Perturbation-based PPRL protocols are commonly based on the Honest-but-curious
adversary model [84]. It is assumed that each party follows the protocol but tries to learn
as much as possible about the other parties based on the data it receives. Moreover, the
linkage unit is assumed to not collude with any data owner. Otherwise a data owner could
share the encoding function including its parameters, such a keydo, with the linkage unit
that could transform various possible records r, e.g., from a public source, and thereby
conduct a dictionary attack to assign individuals to (encoded) records.
Attribute-level BF have been shown to be vulnerable to frequency attacks [21, 23].

These attacks determine frequencies of BF encodings and align these with plaintext value
frequencies (see step 4 and 5 in Figure 5.2). A sufficient number of records with the same
encoding is required for gathering meaningful frequency information. We therefore use
compound secret keys where the linkage unit provides distinct secret shares for each
record pair as described in Section 5.3.1. Thus, at most two records are encoded the
same way and frequencies cannot be determined for the complete dataset. Nevertheless,
attacks based on similarity graphs [151] are still possible in principle. For each attribute
a corresponding similarity graph could be constructed. However, as only a subset of the
full graph of the first layer is compared on the attribute-level, it is rather unlikely that an
attacker could construct a sufficiently similar graph based on plaintext values.
Additional attack scenarios arise in our protocol when multiple linkage layers are

conducted by the same linkage unit. In the following, we analyze possible attacks by
combining different (encoded) representations of the same records from multiple layers.
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Figure 5.2: Example of a reidentification attack for an attribute L(astname) based on RBF encodings and
known attribute similarities

Attack record-level encodings with KABF Durham et al. proposed an encoding
method where first attribute-level BF are generated fromwhich bits are sampled according
to the respective attribute weights to construct a record-level BF (RBF) [32]. In Figure 5.2,
we outline an attack on those RBFs when attribute-level similarities are known. That
would be the case if a single organization is responsible for LR and LA. This attack is
possible because each bit position in the record-level Bloom filter corresponds to exactly
one attribute. The bit positions of a certain attribute can be identified using a set of pairs
where all but this attribute are equal.

In CLK, tokens from different attributes are hashed directly into a joint Bloom filter and
therefore can be mapped to the same bit positions [128]. These collisions have the effect
that bit positions cannot be assigned unambiguously to attributes. Thus, the attack on
RBF, as described above, is not applicable, in particular if CLK with hardening techniques
are used, e.g., with record-specific salting or xor-folding [46].

Attack KABF with plaintext An attacker with access to a plaintext attribute pair
(from LC) and a KABF pair (from LA) can presume which bit positions correspond to
which token, similar to the attack on RBFs described above. However, as distinct hashing
secrets are used for each attribute as well as for each record pair, the attacker cannot
infer any information about other encoded records.
Attack record-level encodings with plaintext The most hazardous scenario

arises when an attacker has access to plaintext attributes and a record-level encoding of
the same record(s) which would be the case when a single (malicious) organization is
conducting LR and LC . Similar to the attacks with KABF above, the attacker may infer
correspondences of bit positions/patterns and use this information to attack all other
record-level encodings.
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To prevent those scenarios, the first layer should be conducted by a different indepen-
dent organization than the other layers. It receives only the classification outputs of pairs
from lower layers.
Membership inference Furthermore, the query strategy may leak information

to the data owners and allow them to infer the membership of some of their records
in other databases. This could already reveal sensitive information if the other linkage
participants and some common characteristics of the records in their databases are
known. For example, the knowledge that there is a duplicate of a known person in a
cancer registry leaks private information. However, the data owners do not learn the
classification outcome of their records and thereby cannot tell whether a re-encoding
request corresponds to a certain match, a certain non-match or an uncertain match
candidate.

5.4 Evaluation

We assess our proposed protocol in terms of improvements in linkage quality under
varying levels of labeling effort, as well as its associated privacy implications.

Quality The proposed protocol aims to enhance the overall linkage quality by using
labeled instances from clerical review. The improvement is achieved in two ways: (i) The
original uncertain labels are replaced by those from lower layers, which are likely more
accurate due to additional available information. (ii) The labeled samples are also used to
update the classification models and improve the labels of non-reviewed record pairs by
reclassifying them.
To evaluate linkage quality we use the F1 score. The quality assessment is repeated

after each batch of reviewed pairs with subsequent post-update reclassification in the
first layer.
Privacy risk We focus on quantifying the privacy risk of lower layers as the top

record-level layer is not directly affected by our protocol with regard to feasible attacks.
There is no universal privacy measure for perturbation-based PPRL as the risk depends
on the considered attack types and background knowledge as outlined above. For Bloom
filter based encodings several privacy risk scores have been proposed [46]. We report the
Gini coefficient (G) as well as the Jensen-Shannon divergence (JSD) for measuring the
dissimilarity of the bit frequency distribution with a uniform distribution. The notion
of these measures is that the risk of frequency attacks is reduced if all bit positions
have the same likelihood of being set to ’1’. The scores of both measures range from 0
(identical, low privacy risk) to 1 (maximal different, highest privacy risk). As the chances
of successful attacks rise in general with more accessible information, we also consider
the number of available pairs/records in LA and LC .
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For the lowest layer with masked clerical review, we report the share of attributes
that have been provided (on request) by the data owners as some attributes are more
relevant for the privacy risk than others. However, reidentifications are mostly feasible
using attribute combinations as this may allow to unambiguously map partial records
with (uncommon) values to their original representation. We therefore also report the
k-Anonymized Privacy Risk (KAPR) score which has been proposed for measuring the
privacy risk based on the revealed information in masked display [80]. The normalized
risk score in [0, 1] is higher, the more plaintext of the records is disclosed and the lower
the number of records that are indistinguishable based on the level of disclosure. For
each record i the number of possible records (ki) is determined based on the available
information. The overall KAPR score is computed using an adapted function from [80]:
KAPR = 1

ND

∑︁2n−1
i=0

di

ki
where N is the total number of records (in this layer), D is the

total number of attributes and di is the number of provided attributes of record i in this
layer. The original formula includes the proportion of disclosed characters, but our KAPR
variant measures the risk based on the data available to the reviewing institution instead
of based on the information that is displayed.

5.4.1 Setup

Datasets For evaluation of the proposed protocol we use real-world personal records
from the North Carolina voter register (NCVR). We derive multiple datasets with two
sources of each 50k records, where the source overlap and level of disparity between
duplicates varies, as described in Section 3.3.1. These dimensions of dataset variation –
overlap of data sources and disparity of duplicates – have been chosen as they represent
dataset characteristics that typically are not known prior to linkage. We use the attributes
first name (FN),middle name (MN), last name (LN), year of birth (YOB), CITY, ZIP code and
place of birth (POB) for linkage. In Table 5.2, the used datasets in this chapter and their
corresponding name in Section 3.3.1 are summarized. The datasets names are composed
of their error rate (E1, E2) and overlap (S, M, L).

Encoding We use CLK encodings with l = 1024 and h = 12 for the first layer (ER).

Dataset Error rate Overlap Corresponding dataset name in Section 3.3.1

E1S min. 1 attr. / match 0.1 NC-min1E-100S
E1M min. 1 attr. / match 0.2 NC-min1E-100M
E1L min. 1 attr. / match 0.3 NC-min1E-100L
E2S min. 2 attr. / match 0.1 NC-min2E-100S
E2M min. 2 attr. / match 0.2 NC-min2E-100M

Table 5.2: Datasets based on the North Carolina voter registry with different duplicate disparity and
varying overlap between sources are used in the evaluation of the multi-layer PPRL protocol.
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Additionally, we test an encoding variant where the XOR-folding hardening technique is
applied to these CLK. As attribute-level encodings EA we use KABF with l = 256 and
attribute-specific h (see Table 5.3), following the encoding procedure described in 4.4.1
Both, CLK and KABF, have an approximate average fill rate (proportion of 1-bits) of 40%.
For LA and LC , data owners also provide approximate frequency information for the
attributes, together with the attribute-level encodings.

Attribute FN MN LN YOB CITY ZIP POB

h 18 21 17 26 13 21 43

Table 5.3: Number of hash functions h for the Keyed Attribute-level Bloom filter encodings in the LA.

The possible values are: ’1’ for the top 1% most frequent values, ’2’ for the top 5%,
and ’3’ for rarer values. Those frequency labels are used as additional features for MA

when the corresponding attributes of a pair are equal, otherwise the value is set to ’0’.
Linkage In LR, the blocking strategy based on hashed plaintext attribute combina-

tions is used, as described in Section 3.3.3. This procedure ensures that the same candidate
pairs are generated during the initial batch matching on the first layer even with different
encoding techniques.

Query strategy and models We select the parameters pt = 0.8 and x = 10 for our
uncertainty-bucket-based query strategy. The prediction probability p of MR is computed
for a similarity sim and the threshold t as p = 0.5 · (1 + min(1, abs(sim− t)/d) with
d = 0.05 for sim < t and d = 0.1 for sim >= t. For MR, we apply the threshold
shift approach (see Section 5.3.1) with accuracy as the quality measure. Although this
measure is typically not suitable for unbalanced classification tasks like record linkage,
it is applicable in this context as the number of matches and non-matches close to the
threshold is way less imbalanced than in the complete linkage result. For MA, we use
the shifting Random Forest classifier based on the RF implementation from the WEKA li-
brary [39] using the options "-P 70 -I 10 -J 10 -N 100 -num-slots 1 -K

0 -M 1.0 -V 0.001 -S 1 -depth 6" where -I, -J, -N determine the ini-
tial, added and maximum number of trees. The model is bootstrapped using the initial
batch of prelabeled pairs from LR. In each iteration the model is updated with all samples
and their respective predictions, either from LR or LC .

Test protocol Initially, a batch matching on the first layer is conducted. Afterwards,
our iterative protocol is composed of two phases: In the warm-up-phase, 5 smaller
batches of 100 uncertain record pairs from the first layer are selected for review by the
second layer. After classification based on attribute-level encodings with MA, 2 batches of
uncertain pairs on that layer are reviewed by the final oracle (PPCR). After each reviewed
batch, the model is updated based on the revised predictions and all non-reviewed record
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pairs are reclassified based on the revised model. The back propagation to the first layer
is conducted in each iteration of ALR after completion of the 2 batches of ALA. The
batch size in ALA is computed as b

10 . After this initial phase, the budget is reached and
the clerical review layer is omitted. Consequently, MA is not updated anymore. The
batch size is increased to 1000 pairs per iteration for 4 additional batches to study the
performance of the trained MA. The number of reviews for the top layer can still rise as
the limiting budget b refers to the masked clerical review.
Evaluation procedure We evaluate different scenarios with regard to the PPCR

layer: We vary the simulated error rate err = {0.0, 0.1, 0.2} and the clerical review
budget b = {100, 200, 300}. For each dataset, we determine the top-level threshold topt

that optimizes the F1 score given the global ground truth. Each scenario is evaluated
using initial thresholds between topt−0.05 and topt +0.05 with a stepsize of 0.01 to study
the performance of the protocol with regard to threshold optimization. We repeat each
experiment three times and report the micro average F1 score as well as the minimum-
maximum range.
Baselines In the following figures, grey-dotted vertical lines mark the end of the

warm-up phase and green dashed horizontal lines represent the F1 score with optimal
threshold for the respective dataset without any revised labels as a baseline. Furthermore,
orange-doted horizontal lines refer to the optimal F1 scores achieved using a linkage
strategy solely based on attribute-level encodings. Attribute similarities are aggregated
to a record similarity using a weighted mean average. Weights are determined based on
a probabilistic approach [36], using the default average value frequencies and error rates
of the Epilink Matcher based on a German cancer registry [123]. For missing attributes,
the corresponding similarity scores are excluded from the aggregation.

Attribute FN MN LN YOB CITY ZIP POB

w 12.04 15.15 5.12 6.58 8.23 10.95 6.63

Table 5.4: Attribute weights w used for the baseline linkage solely based on (non-keyed) attribute-level
Bloom filters.

5.4.2 Results

Dataset E1M Figure 5.3 (left) shows the results for dataset E1M with b = 100 and
varying err. The worst initial F1 score is 0.791 for the threshold topt + 0.05. The F1
score for topt is 0.863 and the average initial F1 score over all thresholds is 0.838. As
expected, the linkage quality improves with growing number of reviewed pairs. After
reviewing 4500 pairs on the top layer, average F1 scores reach 0.899 (err = 0.0), 0.888
(err = 0.1) and 0.881 (err = 0.2). The final results of the best runs are very similar with a
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Figure 5.3: Linkage quality development for dataset E1M with fixed budget b = 100 and varying error
rates (left) and varying budget b and fixed error rate of err = 0.2 (right).

F1 score of 0.910±0.002. The worst runs lead to F1 scores between 0.832 (err = 0.2) and
0.863 (err = 0.0). Hence, higher error rates of the PPCR oracle lead to higher outcome
variability.

In the following, we set the error rate err to 0.2 which is in line with the empirical
studies based on visual disclosure in [75, 109]. As depicted in Figure 5.3 (right), higher
budgets b = 200 and b = 300 improve the performance considerably. The final average
F1 scores are 0.903 (+0.065) and 0.909 (+0.071) which is comparable to the best runs
with lower budget.

Higher budgets also improve the reliability of the results, as even the worst runs
achieve F1 scores of 0.884 and 0.896. The range of outcomes is reduced from 0.072 to
0.031 (b = 200) and 0.017 (b = 300). Furthermore, F1 scores rise already with a low
number of reviews in the top layer. In our setup, the optimal threshold can be reached
from the worst starting condition (topt ± 0.05) after three iterations due to the shift limit
dtupd = 0.02. For b = 300 the average F1 score reaches the baseline in three to four
rounds (90− 120 manual reviews) whereas for b = 100 it is not achieved at all during the
warm-up phase despite a comparable number of manual reviews. Therefore, the quality
improvements with larger budgets in that phase are mostly the result of the threshold
shift algorithm.

Datasets E1S and E1L Further experiments using dataset variants with lower and
higher overlap show enhancements of the average F1 scores from 0.786 by 0.101 (E1S,
b = 300) and from 0.862 by 0.048 (E1L, b = 300), see Figure 5.4 (left). The minimal
F1 score is increased from 0.727 by 0.131 (E1S, b = 300) and from 0.802 by 0.083 (E1L,
b = 300). The range of outcomes is reduced from 0.094 to 0.046 (E1S, b = 300) and
from 0.083 to 0.033 (E1L, b = 300). The final results for b = 200 are comparable, but the
improvements are achieved later and with higher variance in the process.
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Figure 5.4: Linkage quality development for datasets E1S and E1L (left) and E2S and E2M (right) with
varying budget b and fixed error rate of err = 0.2.

Figure 5.5 shows the linkage quality development for selected individual runs on dataset
E1L with varying budget. In contrast to the other results in this chapter, the F1 scores are
measured twice per iteration: after provision of revised labels from lower layers as well
as after reclassification of pairs based on the updated model. As the number of reviews is
identical for these evaluations, MR threshold adaptions are visible as comparably large
vertical steps of the F1 scores in the warm-up phase of the protocol. The run with the
lowest budget of 100 reviews illustrates the detrimental effect of a low quality MA which
results in declining linkage quality when uncertain pairs are reviewed by this model after
the warm-up phase.
BF Hardening The experimental outcomes based on ER with XOR hardening

(see Figure 5.6) are comparable in terms of the average F1 scores, which improve by 0.108
(E1S-XOR), 0.076 (E1M-XOR) and 0.049 (E1L-XOR). However, the linkage quality is in
general slightly lower as a trade-off for the improved privacy of the encodings, which is
illustrated, e.g., for E1M-XOR compared to E1M by decreases of G from 0.224 to 0.095
and JSD from 0.172 to 0.079.
Datasets E2S and E2M Finally, we study the results for datasets E2S and E2M

(see Figure 5.4 (right)). In general, the linkage quality is lower due to the higher dis-
similarity of duplicates. The average F1 score is raised by 0.109 (E2S, b = 300) and
0.048 (E2M, b = 300), which is comparable to the E1 datasets. However, the progress
is less stable, leading to a larger range of outcomes and for some runs even quality
losses (E2S, b = 200). For most of the datasets the respective reference results solely
using (non-keyed) ABF encodings (orange lines) are not reached on average. Please note,
though, that the baseline results are reported for an optimized classification threshold.
Nonetheless, the distances of the final average F1 scores are rather small: −0.008 (E1S),
−0.003 (E1M), −0.008 (E1L), 0.012 (E2S) and −0.026 (E2M) (all results for b = 300 and
err = 0.2).
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Figure 5.5: Linkage quality development for se-
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0 100 200 300 400 500 1500 2500 3500 4500

0.75

0.8

0.85

0.9

(Dataset, b) ('E1L-XOR', 300) ('E1M-XOR', 300) ('E1S-XOR', 300)

#Reviewed pairs in top layer

F1
-s

co
re

Baseline RBF E1L-XOR

Baseline ABF E1L

Baseline RBF E1M-XOR

Baseline ABF E1M

Baseline RBF E1S-XOR

Baseline ABF E1S

Figure 5.6: Linkage quality development for
datasets E1S, E1M and E1L with
XOR hardened CLK encodings, fixed
b = 300 and err = 0.2.

Enc. FN MN LN YOB CITY ZIP POB

Number of encoded attributes ABF 100k 92.2k 100k 100k 100k 99.9k 80.8k
KABF 9k 8.4k 9k 9k 9k 9.0k 7.6k

Gini coefficient (G) ABF 0.171 0.157 0.147 0.388 0.212 0.330 0.373
KABF 0.010 0.009 0.010 0.010 0.009 0.009 0.010

Jensen-Shannon diverg. (JSD) ABF 0.132 0.121 0.114 0.299 0.162 0.251 0.296
KABF 0.008 0.007 0.007 0.008 0.007 0.007 0.008

Table 5.5: Privacy measures in LA for Keyed Attribute-level Bloom filter (KABF) compared to the baseline
approach using only ABF-based linkage on E1M. The given values for KABF are the mean over
all experimental runs for that dataset.

Privacy Table 5.5 compares the privacy measures of these ABF baselines with our
approach using keyed attribute-level Bloom filters. The number of available encodings
in LA is decreased from up to 100.000 (total number of records in the dataset) to up to
9.000 (two times the number of record pair review requests by LR). For some attributes,
in particular middle name and place of birth, the counts are lower due to missing values.
Both Bloom filter privacy measures are heavily reduced from 0.147 − 0.388 (G) and
0.114 − 0.299 (JSD) to at most 0.01. For attributes with a high variety of values, in
particular name components, the decreasements are the lowest. The largest improvements
are achieved for the year of birth attribute, likely due to very frequent bigrams such as ’19’
which are reflected in having very frequent corresponding bit positions in conventional
ABF. This illustrates the privacy-enhancing effect of the pair-specific hashing secrets in
our protocol.

Figure 5.7 shows the distributions of the privacy measures in LC for datasets E1M and
E2M based on the final states of the runs with b = 200 and err = 0.2. Each measure
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Figure 5.7: Comparison of the privacy measures in LC for datasets E1M (left) and E2M (right) using
different attribute selection strategies. All measures to the right of KAPR refer to the avail-
ability of the respective attribute in this layer.

is computed for three attribute selection methods: No restrictions refers to the baseline
where all attributes of uncertain pairs in LA are provided to LC . In No equal attributes the
data owners are asked to provide all attributes whose similarity is below 1, whereas in the
last setting, an additional filter is applied to exclude very dissimilar attributes (sim < 0.4)
as well. In the first setting, the results represent the availability of the attributes in the
plain dataset. With stronger restrictions, the share of attributes that have been requested
and provided decreases for most attributes. While all attributes of E1M apart from MN
and POB are available for (nearly) all records in the unrestricted setting, the average
sharing rate is reduced to a high (FN, YOB) or moderate (LN, CITY) degree using the
proposed selection strategies. The ZIP code, however, is still available in plaintext for
most records (median ≈ 83%). For E2M the availability of the location-related attributes
is even higher, close to 100% for the ZIP code. While the median scores are otherwise
comparable to E1M, the results show a lower variance. The KAPR score for both datasets
is reduced from above 0.9 to below 0.4 and 0.2 using the two filtering methods.

5.5 Discussion

In general, the results show that the proposed protocol achieves its aim of improving the
linkage quality with a limited amount of manual labeling.

Quality While higher error rates of the masked clerical review naturally are detri-
mental to the overall performance, it can be observed from Figure 5.3 (right) and Figure 5.4
(left) that protocol runs with increased budgets achieve F1 score improvements by approx-
imately 5− 10% on average. Both aspects, clerical reviews as well as the model updates,
contribute to that, as shown in Figure 5.5. The tuned threshold of MR is largely responsi-
ble for improvements in early iterations with few reviewed instances. F1 scores above
the green reference lines represent results that are beyond the optimal initial threshold
configuration and therefore could not have been achieved without clerical review based
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on additional data in LA and LC . In addition, the range of possible outcomes is reduced
substantially. This means that data custodians can expect a high linkage quality, less
depending on the initial classification threshold choice.
This also applies to the E2 dataset variants in principle, however, a higher budget is

required for stable results. As the oracle error rate is identical to the E1 experiments,
the cause must be the training of MA and MR. The high availability of the residence
attributes and the low variance of other attributes in LC (Figure 5.7) indicates that the
reviewed pairs are fairly similar, leading to a biased and poor MA. In consequence, the
performance of MR also deteriorates.
In our setup, the warm-up phase with ALA in the first five iterations determines the

performance of MA, because the training will be stopped as soon as the clerical review
budget b is reached. MA serves as the bridge between the more secure comparison of
the majority of records based on record-level encodings and the masked clerical review
for a small set of uncertain match candidates. For this functionality, it is not necessary
that MA performs better than MR. In fact, the protocol would even work without the
model when (g, p) of MR is reused in this layer. In that scenario, the computed attribute
similarities based on the attribute-level encodings would merely serve to restrict the
requested plaintext data for the subsequent clerical review to non-equal attributes.
In order to achieve higher quality improvements, an increased number of reviews is

required, because MR cannot be improved much due to its privacy-induced simplicity
with a single feature. However, the number of manual reviews should be kept as low as
possible. Therefore, it is important that MA has a high predictive performance to provide
the majority of corrected links. In our evaluation setup we used a fixed budget of 4500
reviews by LA, analogous to the clerical budget b in LC . In principle, additional reviews
are possible and may raise the linkage quality even further. However, the likelihood
that pairs having similarities with larger distance to the threshold in MR are wrongly
classified declines, deteriorating the ratio of corrected to reviewed links.

A possible approach to improve our setup could be a more sophisticated query strategy
in LA based on the available feature vector instead of the probability score only. Further-
more, it could be beneficial using a pre-trained MA instead of bootstrapping it based on
the initial predictions of MR. Such an approach requires a sufficiently similar reference
dataset with a given ground truth for training though.

The ABF baseline results are higher than the RBF baselines as they make use of attribute
weights and weight redistribution in case of missing values, even with weights determined
on an independent dataset (German cancer registry). The experiments show that our
protocol achieves only slightly lower linkage quality compared to this baseline linkage
approach. However, the risk of reidentification attacks based on frequent patterns in the
underlying attribute-level encodings is greatly reduced, as illustrated by Table 5.5.
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Privacy The majority of reviews is handled automatically by the intermediate layer
without plaintext access while only a small fraction is reviewed manually based on partial
display. After the warm-up, b

500 = 20/40/60% of the uncertain pairs from the initial
layer have been reviewed using PPCR, the remainder by MA. At the end, the proportion
is reduced to b

4500 = 2/4/7%. We studied basic filtering approaches for lowering the
number of requested plaintext attributes based on the attribute similarity. The observed
reductions vary between the attributes. In particular, the effect for the numerical ZIP
code attribute is comparatively low, because it has a high similarity on average due to the
records being from the same US state. As a consequence, it is requested for a high share
of pairs. This problem may be addressed in future work by using a dynamic data-driven
approach where the lower bound is determined by the average attribute similarity in LA.

The KAPR scores are drastically decreased due to the attribute selection. Fewer persons
can be uniquely reidentified based on the remaining attributes. This is also illustrated
by the observation that the availability is particularly reduced for strongly identifying
attributes like name and year of birth. Nevertheless, malicious reviewers could still target
certain persons, e.g., with rare attribute combinations. The data owners may implement
their own selection rules to protect their high profile records.
We want to point out that although our protocol was described and evaluated using

Bloom filter encodings due to their popularity, any perturbation technique is applicable
that supports record-specific keys and approximate similarity computation. As the
experimental results using hardened Bloom filter encodings (see Figure 5.6) suggest, the
overall linkage quality might be lower though, despite comparable improvements.

Additional layers could be integrated in the protocol, e.g., using a second record-level
encoding technique before requesting attribute-level encodings. It could include attributes
that were excluded in the first layer due to a high ratio of missing values. In order to
reduce the number of record-level Bloom Filter available for a frequency analysis, an
initial comparison round based on non-error tolerant encodings such as simple hashing
could be employed. Thereby, identical matches can be identified. Depending on the data
quality of the dataset, this type can make up a large proportion of matches. Following
the data-minimization-principle for those records no token-based encoding is necessary.

5.6 Demonstration

Based on this protocol, we demonstrate SecUREmatch [121], an open-source privacy-
preserving record linkage framework which integrates clerical review with minimal
information disclosure. This tool allows end-to-end execution of such a protocol on
datasets without ground truth and thus without pretrained classification models by
providing a graphical user interface for control and clerical review.
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Figure 5.8: Linkage execution interface of SecUREmatch with columnar views for comparison layers.
From top to bottom, users can inspect the database contents, the protocol configuration,
privacy and quality measures and an overview of the previous processing steps. The overlaid
box allows comparison of the current linkage quality with reference results.
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Figure 5.9: Illustration of different masking methods for record pairs where differing characters of
somewhat similar attributes are display in plaintext or using placeholders whereas very
dissimilar or equal attributes are visualized using respective symbols.

Backend services The protocol execution is based on the modular PPRL services
described in Section 3.2.3. These services are designed to support multiple linkage projects
in parallel. In the multi-layer protocol, the layers are modeled as separate projects and
can be managed by different service instances and data custodians. For evaluation
purposes, a single LLU service instance can handle all layer projects. Lower comparison
layers are given a reference project id that they use for reporting their predictions. The
protocol manager service LP M is responsible for triggering the operations of the other
services such as providing attribute-level encodings with pair-specific secrets for the
attribute-level comparison or selected plaintext attributes for the masked clerical review.

Protocol execution The protocol execution progress is shown and controlled using
aweb frontend implementedwith Streamlit1, as illustrated in Figure 5.8. The demonstrator
displays the previous processing steps as well as a preview of the upcoming step. Each
step of the linkage protocol can be triggered manually so that the state can be inspected
in between. For convenience, there is an autocontinue option to run the protocol until an
optionally defined breakpoint is reached.

Visual masking Figure 5.9 illustrates different levels of disclosure for human deci-
sion making. For very similar or dissimilar attributes, the actual values are hardly relevant
for the match classification and thus, are not displayed. In contrast, the (categorical)
frequency of agreeing attributes is important and therefore included in the visualization.
For somewhat similar attributes, the agreeing characters are masked. The full masking
even replaces disagreeing parts with placeholders. For convenience, the review process
can also be simulated with an adjustable error rate given a benchmark dataset with
ground truth information.

Control Apart from the masked clerical review itself, the demonstration allows to
manually adapt the classification threshold of MR using the similarity distribution in LR

with the labels from clerical review, as illustrated in Figure 5.10.

1https://streamlit.io/
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Figure 5.10: Manual threshold selection based on the predictions of different layers allows to control
the process. The overall similarity distribution (left) illustrates the challenge of MR for
choosing a suitable threshold whereas focusing on the more reliable predictions of lower
layers ABF and CR (right) is beneficial for threshold selection.

Linkage quality development The overall purpose of the multi-layer clerical
review is an improvement of the linkage quality with limited labeling. Therefore, after
each batch of reviewed labels and after each subsequent model update, the linkage quality
is computed based on the ground truth of the experimental datasets. Linkage quality is
shown using standard metrics for binary classification tasks with imbalanced classes,
namely recall, precision and F1 score. The tool can also be used in an alternative execution
mode when no ground truth is available or shall not be displayed in order to simulate a
real-world linkage scenario. The user interface illustrates the match prediction changes
based on attribute-level comparison and masked clerical review which allows the users
to assess their usefulness.
Privacy analysis To illustrate the privacy benefits of the multi-layer approach,

privacy measures are compared to a linkage result solely based on attribute-level encod-
ings as well as a linkage process where uncertain pairs from record-level comparison are
manually reviewed without the intermediate attribute-level comparison.
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5.7 Conclusion

By their very nature, privacy-preserving classification algorithms are difficult to parame-
terize in practice due to the lack of labeled training data, e.g., from clerical review. In
privacy-preserving record linkage, record-level Bloom filter encodings are frequently
used to improve resistance against reidentification attacks but suffer from potential qual-
ity issues and the need for a well-selected classification threshold. We presented an
active learning based protocol that enables increased and more stable linkage quality
using multiple layers of clerical review. Merely a low number of masked manual re-
views is required because the majority of uncertain pairs can be classified automatically
with higher accuracy based on attribute-level features with the trained models. Sharing
additional information with the linkage unit increases the risk of reidentification. We
therefore employ record-specific salting and attribute selection to hamper such attacks.
Furthermore, data owners still remain in full control of the information they are willing
to share for each record.
The proposed multi-layer clerical review is also applicable in incremental linkage,

e.g., for pseudonymous patient registries, and would allow monitoring of the linkage
quality over time. In future work, it would be interesting to investigate whether the
suitability of record-level encoding parameters can be assessed based on the ability of
the record-level model MR to reproduce labels from the attribute-level model MA. In
particular, since attribute-level comparison allows to determine attribute-specific error
rates – which is not possible with record-level encodings – this information can be used
to estimate weights and compare them to the assumed setting. However, the labeled
examples are not representative for the linkage problem, since they are chosen based
on their uncertainty, which necessitates a different sampling strategy for this purpose.
Another potential application of the labeled samples is the computation of calibrated
confidence scores in LR, enabling data analysts to incorporate the uncertainty of the
linkage result.
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6
Conclusion and Outlook

This doctoral thesis presented research contributions towards more robust, transparent
and reliable PPRL. In Section 6.1 the key challenges are outlined and the contributions to
tackle them. Finally, limitations and future research directions are discussed in Section 6.2.

6.1 Conclusion

Privacy-preserving record linkage enables the detection of corresponding records of
real-world entities in databases of different organizations without revealing identifying
plaintext to each other or to a third party. It is rarely an isolated process but typically
embedded in a more complex data integration project which aims to combine distributed
sensitive, often person-related information. The (legal) requirements for conducting such
linkage projects are substantial and in many cases affected persons need to give their
consent. Without doubt, it is essential to demonstrate and improve the resistance of
PPRL methods against reidentification attacks to gain trust. Even if the linkage itself
is secure and private, there is a risk of reidentification from the combined, supposedly
anonymized or pseudonymized data. Furthermore, the algorithm must also make linkage
of larger datasets practical feasible and enable high linkage quality despite the presence
of data errors. A widely used PPRL approach designed to meet this requirement relies
on Bloom filter encodings, which is why this thesis concentrates on this technique. The
principles of the presented contributions should be transferrable to other perturbation
based protocols though. Record-level encodings are a recommended approach to reduce
the risk of attacks but impose considerable limitations on the linkage algorithm. This
work examines methods to enhance the robustness and quality of the results focusing on
this encoding scheme, while still maintaining a high level of privacy protection.
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Design of an evaluation framework for PPRL to improve transparency

A comprehensive evaluation framework including components for dataset creation, the
linkage execution itself as well as the analysis of the results is introduced. It enables
broader experimental studies of linkage methods on a variety of datasets, including
selected subsets of existing (real-world) datasets and generation of linkage problems
with different data quality scenarios in a holistic tool. The integration of the tag system
throughout this framework makes it possible to analyze which plaintext and encoding
characteristics of individual records and record pairs prevail in missed matches and false
links, thereby supporting the identification of limitations in encoding techniques.

Study robustness of record-level PPRL on a variety of datasets The
framework is utilized to study the robustness of PPRL approaches based on record-level
Bloom filter encodings. For that, a variety of benchmark linkage problems are created that
exhibit different data characteristics having particular influence on the parametrization
of the linkage algorithm such as value frequency distributions. The findings show that
the choice of weights substantially influences the quality of the linkage in most cases.
The PPRL approach is mostly outperformed by the state-of-the-art deep learning based
entity resolution solution. The outcomes across various subgroups of personal real-
world records indicate that the plaintext method achieves F1 scores and AUC values that
are higher by approximately 0.05 to 0.1. Both the strong weight dependency and the
shortcomings compared to plaintext linkage are not surprising, given the rather simple
PPRL linkage approach. Nevertheless, they emphasize an important aspect that needs
attention and indicate that there is substantial potential for improvement in order to close
the gap.

Adaptive weighting scheme to improve robustness While several encoding
schemes were suggested to embed attribute weights into record-level encodings, the
determination of appropriate weight values and their overall effect has not been examined
thoroughly. An adaptive weighting scheme is proposed based on frequencies of individual
attribute values to improve the robustness and quality of PPRL results. A key challenge
for attribute weighting in the PPRL context is that weights must be incorporated at
the encoding stage, which prevents their flexible adjustment in the linkage process.
Furthermore, relevant information on the frequency distributions and error rates is not
readily available. The evaluation shows that the CLK-RBF encoding method is rather
tolerant to weight variations which arise when attributes of matching records differ. The
experiments on various datasets indicate that the scheme still shows improvements in
certain scenarios if only source-specific frequency distributions are available. However,
this approach benefits from consistent frequency distributions, resulting in gains of F1
score and AUC for all subgroup linkage problems of up to 0.08 and 0.05, respectively.
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Integration of clerical review for improved reliability, control and

robustness PPRL linkage results based on record-level encodings are highly sensitive
to the chosen threshold and are particularly affected by uncertain links whose similarity
scores are close to the decision boundary. A linkage protocol is presented that enables
labeling of record pairs using a multi-layer clerical review process where information
is gradually disclosed only if needed. Only a subset of the uncertain pairs is reviewed
manually by an oracle, using a view that shows only selected masked attributes. Most
labeling is done without human intervention utilizing hardened attribute-level encodings
and a classification model built in active learning cycles based on the manually reviewed
pairs. While adding complexity to the otherwise straightforward linkage protocol, it
enables to control the linkage outcome with respect to the balance of false and missed
matches and to gain confidence in the otherwise unverified results.

Overall, the contributions of this work address the challenges for achieving reliable and
robust results in PPRL, while being transparent with regard to the influencing factors.
They enable data custodians to exercise more control, giving them increased confidence
in the results, while providing a reasonable level of privacy protection.

6.2 Outlook

In the final section, limitations of this work and further aspects that seem worthwhile
studying in future work are discussed.

Benchmark datasets A central challenge in PPRL research is the absence of realistic
benchmark datasets. There are several datasets that are frequently used in the literature,
most notably derived from the North Carolina voter registry. While multiple datasets
were created in this thesis to study the robustness of PPRL methods, their overall diversity
remains limited. Only age and gender-based subgroups were adopted whereas in practice
use cases could comprise much more diverse groups, such as with rural and urban
residency.

Moreover, the majority of existing work focuses on the western hemisphere, in particu-
lar its typical dataset characteristics of name and address formats. This is partly due to the
limited availability of real-world datasets. The data generator used to create the German
records currently models only a subset of dependencies. For instance, it does not yet
account for relationships between age or year of birth and given names. The generation
of household structures is promising, but it needs further work and evaluation.
The application domain of PPRL methods is naturally concerned with sensitive data

which is often person related. This is the reason why this work and most of the literature
focuses on datasets comprising attributes like name, date of birth and address. Less work
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is done on linkage including also geographical, transactional or sensor information. One
example use case is fraud detection, where the goal is to identify recurring patterns
within such a multi-domain dataset rather than focusing solely on matching individual
personal records. Encodings for geodata or numerical information have been proposed,
but not in combination with person-related (string) attributes, similar to record-level
encodings.

Schema matching One of the presumptions of this thesis is a common schema of
the databases, e.g., by transforming the original data to a given global schema. However,
this may induce problems when trying to fit data into a common schema which may
not be suitable, e.g., due to different cultural naming practices or from different use case
domains. There is recent work on privacy-preserving schema matching [4, 60] and it
would be interesting to see if it can be more tightly integrated in the PPRL process.

A related issue involves potential variations in the semantic or format of attributes.
An example of this is the place of birth attribute in our benchmark datasets: while in the
North Carolina dataset it is a two-digit abbreviation of the state of birth, in the German
datasets it contains the city of birth. This has of course consequences regarding the
parametrization, in particular differences in optimal weighting.

Adoption of other encoding methods This work focuses on Bloom filter based
PPRL methods due to their popularity. Nevertheless, a variety of other encoding tech-
niques has been proposed, as outlined in Section 2.3.3. It would be worthwhile to explore
how the contributions of this work can be incorporated into protocols and encoding
methods that offer stronger resistance to attacks than Bloom filter encodings. The dy-
namic attribute weighting scheme described in Chapter 4 uses frequency information
only but there are other value-specific traits, in particular error likelihood, that could be
incorporated.

Secret management in many-party linkage An important but often neglected
aspect in perturbation-based PPRL protocols concerns the necessary parameter exchange
between the data owners, in particular of the secret for the keyed hash functions. The
parameters must remain confidential to the data owners; otherwise, the linkage unit could
perform a dictionary attack. Although acceptable when only few trusted data owners
are involved, this constraint renders these PPRL methods impractical for many-party
settings, in particular with free participation using, e.g., apps, due to the likely leakage of
the encoding secrets. One option would be to use SMPC techniques to collaboratively
compute the encoding function so that the secret is shared, i.e., divided, between the data
owners [138].
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Inclusion of external and use case specific knowledge When linking
personal records, the criteria that definematches are usually quite similar, so it is generally
unnecessary to compute new attribute weights or build the classification model from the
ground up. Further work could explore how transfer learning and model reuse can be
applied to PPRL [94]. This would also benefit the proposed multi-layer protocol, since the
attribute-level model could be a pretrained one rather than a bootstrapped model, that
would likely improve performance and reduce the need for manually labeling relatively
unambiguous match candidates. In certain situations, automatic labeling could instead be
performed by employing a secure oracle that estimates how likely it is that the payload
data actually belongs to the same individual.

Use case driven protocol selection While maximizing the linkage quality is
generally desirable, in PPRL it typically comes at the cost of lowering the attack resistance
as more information has to be revealed to the classification model. Advanced attacks on
PPRL, such as graph-based approaches, often rely on the existence of pair similarities. If
the data to be linked does not suffer from certain quality issues, such as typographical
errors or variations in names, it may be viable to apply a single hash function to different
attribute combinations rather than using similarity-preserving encodings. This approach
is employed for instance in the US health research network PCORnet [88]. The match-
key method is a promising technique that automatically identifies appropriate attribute
combinations [117].
A semi-automatic assessment of the each data owners data acquisition practices is

desirable to determine possible data error types in order to build a recommendation
system for the most suitable PPRL approach. The linkage quality considered sufficient or
adequate is use case specific and the priority of recall and precision is as well. Further
work is needed on how to include such desiderata in the linkage process beyond provision
of (calibrated) match probabilities along the payload data to the analysts which enables
them to set their custom match threshold. Such research would benefit from the joint
work of experts in record linkage methods as well as in secondary health research in
order to study approaches in a realistic context.
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